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Crucible Documentation Home
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Latest release notes and changelog

Upgrading Crucible

Getting Started

Atlassian Crucible is the on-premises code review solution for enterprise teams. It allows your development
teams to catch major defects, improve code architecture, or discuss desired improvements, without the need for
meetings.

This section describes how to install, set up and get started with Crucible.
Related pages:

Using Crucible
Administering Crucible
Crucible FAQ

Crucible upgrade guide
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System requirements

® Crucible is a Java web application, that works with all modern browsers. See our Supported platforms pag
e to find out about system requirements.

Download and install Crucible

* Windows
®* Mac
® Linux

Work with projects

Crucible integrates with Subversion, Git, Mercurial, CVS and Perforce. FInd out how to connect to repositories,
set up projects and create reviews.

Integrate Crucible with other Atlassian applications

As a first step, see JIRA integration in Crucible.

Read more about using Crucible

You are looking at the Crucible documentation. Browse using the tree in the panel on the left, or use the search
at the top right.

Supported platforms
This page shows the supported platforms for Crucible 3.1.x and its minor releases.

Key: € = Supported [E3 = Not Supported

Java Version

Oracle JRE / JDK D16 Crucible requires the Java Runtime (JDK or JRE),
017 version as noted. Pre-release/Early access

) versions of the Java Runtime are not supported.
OpenJDK © 1.7 (Linux only)
You can download an Oracle Java Runtime for

Windows/Linux/Solaris. On Mac OS X, the JDK is
bundled with the operating system.

For the OpenJDK, download and install
instructions for Linux flavours are at http://openjdk.
java.net/install/.

We highly recommend that you use the Oracle
JVM or OpenJDK (for Linux only), or use the
default Mac OS X JVM. Other implementations
have not been tested.

Please note:

® Once you have installed the JDK, you need to
set the JAVA_HOME environment variable.
See Installing Crucible on Windows or Installin
g Crucible on Linux and Mac for details.

® |f you are using a 64-bit JVM, please ensure
that you've set your max heap size (- - Xnx) to
a reasonable value, considering the RAM
requirements of your system.
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Operating Systems

Microsoft Windows

Linux

Apple Mac OS X

Databases

MySQL

PostgreSQL
Oracle

SQL Server

HSQLDB (3)

Web Browsers

Microsoft Internet
Explorer

Mozilla Firefox

Safari

Chrome

Version Control
Systems

Q MySQL Enterprise Server 5.x
Q MySQL Community Server
5.x

53828384
® 119

© 2005, 2008, 2008 R2

O Bundled; for evaluation use
only

8.0,9.0
6.0 and 7.0 are not supported

© Latest stable version
supported

®356,40

o Latest stable version
supported
@45

O Latest stable version
supported

® Crucible is a pure Java application and should
run on any platform provided the requirements
for the JRE or JDK are satisfied.

® /1y Although Crucible can be run in virtualised
environments, Atlassian is not yet able to
provide technical support for
performance-related problems in a virtualised
environment. If you do chose to run Crucible in
a VM, please ensure that you choose a VM
with good 10 throughput.

® /I On OS X Java 7 performs significantly
better than Java 6

Crucible supports a number of external databases,
as listed. See the Crucible Database
documentation for further details.

I For MySQL.:

® For 5.0, version must be 5.0.21 or later
® For 5.1, version must be 5.1.10 or later
® For 5.6, version must be 5.6.11 or later.

The Crucible built-in database, running HSQLDB, i
s somewhat susceptible to data loss during system
crashes.

We recommend that you do not use HSQLDB for
production systems.

External databases are generally more resistant to
data loss during a system crash and are more
suited for production use.
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Subversion (SVN)

CVs
(and

Perforce (P4)

Git

Mercurial (Hg)

Server:
Q 11,1.2,1.3,1.4,1.5,1.6,1.7

Client:

© svNKit (bundled & the
default)

© Native JavaHL 1.7

E3 Native JavaHL 1.6

© All versions
CVSNT)

@ Client version 2007.3 or later
© Server version 2005.1 or later

@ 1.7.1.1 or later
o 1.5.1 or later

Deployment Notes for Source Code Repositories

o FishEye 3.1, and later, supports SVN 1.7.x with
the native JavaHL 1.7 client.

B FishEye 3.1, and later, do not support SVN
1.7.x with the native JavaHL 1.6 client.

See Native support for SVN 1.7 for discussion.

Subversion 1.8 support is currently being
assessed. FishEye does not yet work for file://
access to repositories created with Subversion
1.8.

The Server must support the ztag tagged protocol.

Mercurial 2.1 has a bug that makes it incompatible
with Crucible. Please use Mercurial 2.1.1 or later.

Crucible can also store uploaded files in its own database, removing the need for any kind of repository. A
number of external databases are supported when Crucible is used with FishEye. See the FishEye Supported
Platforms.

End of Support Announcements for Crucible

This page contains announcements of the end of support for various platforms and browsers when used with
Crucible. This is summarised in the table below. Please see the sections following for the full announcements.
End of Support Matrix for Crucible

Platform

JIRA versions earlier than 5.0
MySQL 5.0

PostgreSQL 8.0 and 8.1

IBM ClearCase (all versions)

27 August 2013
4 October 2011
4 October 2011
4 April 2011

Announcement date

Crucible End of Support
As of Crucible 3.2
January 2012

January 2012

4 April 2012 (announcement)

The table above summarises information regarding the end of support announcements for upcoming Crucible
releases. If a platform (version) has already reached its end of support date, it is not listed in the table.

(D Why is Atlassian ending support for these platforms?

Atlassian is committed to delivering improvements and bug fixes as fast as possible. We are also
committed to providing world class support for all the platforms our customers run our software on.
However, as new versions of databases, web browsers etc. are released, the cost of supporting multiple
platforms grows exponentially, making it harder to provide the level of support our customers have come
to expect from us. Therefore, we no longer support platform versions marked as end-of-life by the
vendor, or very old versions that are no longer widely used.

On this page (most recent announcements first):

Deprecated Crucible 3.2 support for older versions of JIRA (announced 27 August 2013)
Deprecated database support for Crucible (announced 4 October 2011)

Deprecated web browsers for Crucible (announced 21 March 2011)

Deprecated Java platforms for Crucible (announced 21 March 2011)

Deprecated SCM repository support for Crucible (announced 4 April 2011)
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Deprecated Crucible 3.2 support for older versions of JIRA (announced 27 August 2013)

Atlassian announces the deprecation of support for Crucible communication with older versions of Atlassian
JIRA. We will stop supporting older versions of JIRA as follows:

®* From Crucible 3.2, support for Crucible to JIRA communication for versions of JIRA earlier than 5.0, will
end. Please note that communication from JIRA to Crucible will continue to work as it currently does.
Crucible 3.2 is expected to be released late in 2013.

If you have questions or concerns regarding this announcement, please email eol - announcenent at
atl assi an dot com

Deprecated database support for Crucible (announced 4 October 2011)

This section announces the end of Atlassian support for certain databases for Crucible.
We will stop supporting older versions of databases as follows:

® For the next major version of Crucible, in January 2012, support for MySQL 5.0, PostgreSQL 8.0 and 8.1
will end.

Please refer to the Supported platforms for more details regarding platform support for Crucible. If you have
guestions or concerns regarding these announcements, please email eol - announcenent at atl assi an
dot com

Database Support End Date
MySQL 5.0 January 2012
PostgreSQL 8.0 and 8.1 January 2012

End of Support Notes for MySQL 5.0 and PostgreSQL 8.0 and 8.1:

® Atlassian intends to end of life support for MySQL 5.0, PostgreSQL 8.0 and 8.1 in January 2012. The
release of Crucible after January 2012 will not support MySQL 5.0, PostgreSQL 8.0 or 8.1.

®* As mentioned above, the releases of Crucible before January 2012 will contain support for MySQL 5.0
and PostgreSQL 8.0 and 8.1.

Deprecated web browsers for Crucible (announced 21 March 2011)

This section announces the end of Atlassian support for certain web browsers for Crucible.
We will stop supporting older versions of web browsers as follows:
® From Crucible 2.6, due in May 2011, support for Internet Explorer 7 will end.

The details are below. Please refer to the Supported platforms for more details regarding platform support for
Crucible. If you have questions or concerns regarding this announcement, please email eol - announcenent
at atlassian dot com

End of Life Announcement for Web Browser Support

Web Browsers Support End Date

Internet Explorer 7 When Crucible 2.6 releases (target May 2011)

Internet Explorer 7 Notes:

® Crucible 2.5 is the last version to officially support Internet Explorer 7.

® Crucible 2.6 is currently targeted to release in May 2011 and will not be tested with Internet Explorer 7.
After the Crucible 2.6 release, Atlassian will not provide fixes in older versions of Crucible for bugs
affecting Internet Explorer 7.
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Deprecated Java platforms for Crucible (announced 21 March 2011)

This section announces the end of Atlassian support for certain Java Platforms for Crucible.
We will stop supporting the following Java Platforms:
®* From Crucible 2.6, due in May 2011, support for Java Platform 5 (JDK/JRE 1.5) will end.

We are ending support for Java Platform 5, in line with Sun's Java SE Support Road Map (i.e. "End of Service
Life" for Java Platform 5 dated October 30, 2009). We are committed to helping our customers understand this
decision and assist them in updating to Java Platform 6, our supported Java Platform.

The details are below. Please refer to the Supported platforms for more details regarding platform support for
Crucible. If you have questions or concerns regarding this announcement, please email eol - announcenent
at atlassian dot com

End of Life Announcement for Java Platform Support

Java Platform Support End Date

Java Platform 5 (JDK/JRE 1.5) When Crucible 2.6 releases, due May 2011

Java Platform 5 End of Support Notes:

® Crucible 2.5 is the last version to officially support Java Platform 5 (JDK/JRE 1.5).

® Crucible 2.6 is currently targeted to release in May 2011 and will not be tested with Java Platform 5
(JDK/JRE 1.5). After the Crucible 2.6 release, Atlassian will not provide fixes in older versions of
Crucible for bugs affecting Java Platform 5 (JDK/JRE 1.5).

Deprecated SCM repository support for Crucible (announced 4 April 2011)

This section announces the end of Atlassian support for certain SCM repositories for Crucible. End of support
means that Atlassian will remove all functionality related to certain SCM repositories past the specified date.
Releases before that date will contain the functionality that supports the SCM, however, Atlassian will fix only
critical bugs that affect functionality for that SCM, and will not add any new features for that SCM. After the
specified date, Atlassian will not support the functionality in any version of Crucible.

Please refer to the Supported platforms for more details regarding platform support for Crucible. If you have
guestions or concerns regarding these announcements, please email eol - announcenent at atl assi an
dot com

SCM Repository Support End Date
IBM ClearCase (all versions) 4 April 2012

IBM ClearCase End of Support Notes:

® Atlassian intends to end of life IBM ClearCase functionality on 4 April 2012. The release of Crucible after
4 April 2012 will not contain any IBM ClearCase functionality.

® As mentioned above, the releases of Crucible before 4 April 2012 will contain support for IBM
ClearCase. However, we will only be fixing critical bugs related to IBM ClearCase and will not be adding
any features.

® After 4 April 2012, Atlassian will not support IBM ClearCase functionality in any version of Crucible

End of Support Announcement for IBM ClearCase

Support in Crucible for IBM ClearCase ended on April 4th 2012. Crucible 2.8, and later versions, do not have
support for ClearCase.

We have made these decisions to reduce the testing time required for each release and to help us to deliver
market-driven features faster.

You can stay on older versions of Crucible to support your existing installations with ClearCase. However,
Atlassian will not be providing any ClearCase-related support for any Crucible version after 4 April 2012, and ha
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s removed all functionality related to ClearCase from Crucible versions released after April 4th 2012. We are
committed to helping our customers understand this decision and to assist you in migrating to a different SCM, if
needed.

For more details about the announcement, please refer to this page: End of Support Announcements for
Crucible.

Installing Crucible on Windows

Hey! We're going to perform a clean install of Crucible on Windows. There are a few steps involved, but we think
you'll find it easy to follow along.

If you already have FishEye installed, you should read Upgrading from FishEye to Crucible instead.

1. Check supported platforms

Better check the Supported platforms page first; it lists the application servers, databases, operating systems,
web browsers and JDKs that we have tested Crucible with, and that we recommend.

Atlassian only officially supports Crucible running on x86 hardware and 64-bit derivatives of x86 hardware.
Related pages:

® Running Crucible as a Windows
service

Upgrading from FishEye to Crucible
Installing Crucible on Linux and Mac
Starting to use Crucible

Supported platforms

2. Check your version of Java

In a command prompt, run this:

java -version

The version of Java should be 1.6.0 or higher. If you intend to Running Crucible as a Windows service, using the
Java Service Wrapper, you should use 32-bit Java (even on a 64-bit machine), and the JDK rather than the JRE
(so as to take advantage of the - ser ver parameter).

~ |f you don't see Java 1.6.0 or higher, then get Java...
Download and install the Java Platform JDK from Oracle's website.

I'. The Java install path should not contain spaces, so don't install into C:\Program Files\Java\.
Instead, use a path like C:\Java.

Now try running 'j ava - ver si on' again to check the installation. The version of Java should be
1.6.0 or higher.

3. Check that Windows can find Java

Windows uses the JAVA_HOME environment variable to find Java. To check that, in a new command prompt,
run:

echo %JAVA_ HOVEY%

You should see a path to the Java install location that does not contain spaces. We recommend that
JAVA_HOME should point to the Java executable in your PATH.
~ If you don't see a path without spaces...
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® If you see a path with spaces, like C:\ Program Fi | es\ Java\, then sorry, but go back
to 2. and reinstall Java to a location that doesn't have spaces.

® |f you don't see a path at all, or if you just see %JAVA HOME%, then set JAVA_HOME as
follows:

For Windows 7:

1. Go to Start, search for "sys env" and choose Edit the system environment variables.

2. Click Environment Variables, and then New under 'System variables'.

3. Enter "JAVA_HOME" as the Variable name, and the absolute path to where you installed
Java as the Variable value, that is, something like C: \ Java\ bi n. Don't use a trailing
backslash. We recommend that JAVA_HOME should point to the Java executable
specified in your PATH.

4. Now, in a new command prompt, try running '%J AVA_HOVE% j ava - ver si on'. You
should see the same version of Java as you saw above.

4. Create a dedicated Crucible user (recommended)

For production installations, we recommend that you create a new dedicated Windows user that will run Crucible
on your system. This user:

® Should not have admin privileges.

® Should be a non-privileged user with read, write and execute access on the Crucible home (install)
directory and instance (data) directory. These directories are described below.

® Should only have read access to your repositories.

If you created a dedicated Crucible user, ensure you are logged in as this user to complete the remaining
instructions.

5. Now it's time to get Crucible
Download Crucible from the Atlassian download site.
Extract the downloaded file to an install location:

® Folder names in the path to your Crucible executable should not have spaces in them. The path to the
extracted directory is referred to as the <Cruci bl e hone directory> inthese instructions. If you
use FishEye and Crucible together, they run as one instance — see Crucible and FishEye.

® |f you expect to have a large number of users for this Crucible installation, and Crucible will be connected
to an external database, consider installing Crucible on a different server from the one running the
external database, for improved performance.

6. Tell Crucible where to store your data
The Crucible instance directory is where your Crucible data is stored.

I You should not locate your Crucible instance directory inside the <Cr uci bl e hone direct ory> — these
should be entirely separate locations. If you do put the instance directory in the <Cr uci bl e homne
di rect ory> it will be overwritten, and lost, when Crucible gets upgraded. And by the way, you'll need separate
Crucible instance directories if you want to run multiple copies of Crucible.

Create your Crucible instance directory, and then tell Crucible where you created it by setting a FI SHEYE_| NST
environment variable, as follows:

For Windows 7:

1. Go to Start, search for "sys env" and choose Edit the system environment variables.

2. Click Environment Variables, and then New under 'System variables'.

3. Enter "FISHEYE_INST" as the Variable name, and the absolute path to your new Crucible instance
directory as the Variable value. Don't use a trailing backslash.

4. Now copy the newly extracted <Cr uci bl e home directory>\config.xm fileto the root of your
new Crucible instance directory.

ﬂ Note that if Crucible is run as a Windows service using the Java Service Wrapper, Crucible-specific
environment variables such as FI SHEYE | NST are ignored — these must be set in the wrapper.conf file. See Ru
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nning Crucible as a Windows service .

If you have a large number of repositories, we recommend you increase the default number of files that Crucible
is allowed to open. See the following knowledge base article for more info: Subversion Indexer Paused with "Too
many open files" Error.

7. Start Crucible!

In a command prompt, change directory to <Cr uci bl e hone di rect or y> and run this:

bi n\start. bat

After a few moments, in a web browser on the same machine, go to http://localhost:8060/ (or, from another
machine, type htt p: / / host nanme: 8060/ , where host nane is the name of the machine where you extracted
Crucible).

Enter your license, then an admin password, to finish the setup.

You can postpone setting up JIRA integration until later if you wish; see Configuring JIRA integration in the
Setup Wizard.

8. Connect to an external database (recommended)

If you intend to use this Crucible installation in a production environment, it is highly recommended that you use
one of the supported external databases. See Migrating to an external database.

If you are evaluating Crucible, or don't wish to do this now, Crucible will happily use its embedded database, and
you can easily migrate later.

9. Set up your mail server

Configure the Crucible email server so that users can get notifications from Crucible. See Configuring SMTP.

10. Add users and repositories

Now is the time to set up your users in Crucible, and to tell Crucible about any existing repositories you have.
Please read Starting to use Crucible for the details.

Crucible will perform an initial index of your repositories, during which it accesses, indexes and organises a view
of your repositories (including all historical items) back to the earliest commits. If you are evaluating Crucible, we
suggest that you index a single project, so you can use Crucible as soon as possible. If you choose to index your
entire repository, be aware that this can take a long time (possibly days) for massive or complex repositories and
can be more complex to set up (especially for Subversion). The basic process is slightly different for each SCM

type.
11. Stop Crucible (optional)

In a command prompt, change directory to <Cr uci bl e hone directory> and run this:

bi n\ st op. bat

Running Crucible as a Windows service
Crucible can be run as a service under Microsoft Windows using a Java Service Wrapper.

The service wrapper provides the following benefits:

® Allows Crucible, which is a Java application, to be run as a Windows Service.

®* No need for a user to be logged on to the system at all times, or for a command prompt to be open and
running on the desktop to be able to run Crucible.

® The ability to run Crucible in the background as a service, for improved convenience, system performance
and security.

® Crucible is launched automatically on system startup and does not require that a user be logged in.
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® Users are not able to stop, start, or otherwise tamper with Crucible unless they are an administrator.
® Provides advanced failover, error recovery, and analysis features to make sure that Crucible has the
maximum possible uptime.

I Please note that:

® This page should be read in conjunction with Installing Crucible on Windows.

® You should use 32-bit Java to run the service wrapper provided via the link in the install instructions
below, even on a 64-bit machine.

® You should use the Java JDK, rather than the JRE, to take advantage of the - ser ver parameter,

provided in the Wrapper configuration of wrapper.zip , which enables the Java HotSpot(TM) Server VM.

See the note below for details.
On this page:

® |nstalling the Java Service Wrapper
® Setting Crucible environment
variables for Windows Services
® Troubleshooting
® Extracting files from
wrapper.zip
® Warning when using 64-bit
Java JDK
® Wrapper configuration and
"-server" parameter

Related pages:

® |nstalling Crucible on Windows

Installing the Java Service Wrapper
To install the Java Service Wrapper on Windows:

1. Download wrapper.zip from here .
2. Unzip the wrapper zip file into your <Cr uci bl e hone di r ect or y> (that is, the directory into which
Crucible was originally installed). Note, the resulting folder structure should be similar to <Cr uci bl e

hone directory>\w apper or<Cruci bl e home directory>\w apper\ bi n, etcand NOT <Cru

ci bl e honme directory>\wapper\w apper or <Cruci bl e hone

di rect or y>\ wr apper\ w apper\ bi n. The location of the wrapper directory is important.
3. Tell the wrapper where to find the Java JDK by editing the <Cr uci bl e hone

di rect or y>\ wr apper\ conf \ wr apper . conf file, replacing this:

# Java Application
wr apper . j ava. conmand=j ava

with the following, and comment out the option you don't wish to use:

# Java Application

# Option 1: If you have JAVA HOMVE defined in your Wndows system environnent
vari abl es, then you can use:
wr apper . j ava. conmand=%AVA HOVE% bi n/ j ava

# Option 2: If you have multiple JDKs installed, and you don't want to use a
W ndows environnent variable to specify which one to use, provide the absolute
path to where the JDK is installed (e.g. C/Java/jdkl.7.0_05/bin/java):

wr apper . j ava. conmand=C. / <path to Java | ocati on>/bin/java

To get confirmation in the wrapper log that the wrapper is using the correct Java JDK, add the following
lines to the wr apper . conf file:
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# Tell the Wapper to log the full generated Java conmand |i ne.
wr apper . j ava. conmand. | ogl evel =I NF

You can find the logs at <Cr uci bl e home directory>\var\l og\w apper. | og.

4. Setthe FISHEYE_INST environment variable (and other Crucible-specific environment variables) in the <
Cruci bl e honme directory>\w apper\ conf\w apper. conf file, following the instructions below.
5. Install Crucible as a service as follows:
a. Open an Administrator command prompt by searching for '‘Command prompt' in the Windows Start
menu, right-clicking on Command Prompt and then choosing Run as administrator.
b. Change directory to <Cr uci bl e hone di rect or y>\ wr apper and run bi n\Fi sheye- | nst al
| - NTSer vi ce. bat . If you run into any problems starting the wrapper, you'll find its logs in <Cr uc
i bl e hone directory>\var\l og\w apper. | og.
6. Start the Crucible service (which has the name 'Fisheye') from the Windows Control Panel; you can
search in the Start menu for 'services', and in the list of services, right-click on the 'Fisheye' item and
choose Start. You can also stop the Crucible service in this way.

ﬂ' Please note that:

® |f you make changes to the wrapper.conf file, having already started the service, you need to stop and
then restart the service for it to make use of the changed configuration.

® |f in future you move the Crucible home directory, you will need to uninstall (using Fi sheye- Uni nst al |
- NTSer vi ce. bat ) and then reinstall the Crucible service.

Setting Crucible environment variables for Windows Services

Please note, that if you run Crucible as a Windows service, any Crucible-specific environment variables must be
set in your <Cr uci bl e hone directory>\w apper\conf\w apper. conf file.

If you run into any problems starting the wrapper, you'll find its logs in <Cr uci bl e hone
di rectory>\var\Il og\ w apper. | og.

If there are other Java parameters you wish to add, then you will need to add them under the additional
parameters section, e.g.

# JDK Additional Paranmeters for jnx

wr apper . j ava. addi ti onal . 4=- Dcom sun. nanagenent . j nxr enot e

wr apper . j ava. addi ti onal . 5=- Dcom sun. nanagenent . j nxr enot e. port =4242

wr apper. j ava. addi ti onal . 6=- Dcom sun. nanagenent . j nxr enot e. aut henti cat e=f a
| se

wr apper.j ava. addi ti onal . 7=- Dcom sun. managenent . j nxr enot e. ssl =f al se

wr apper . j ava. addi ti onal . 8=- Dcom sun. nanagemnent . j nxr enot e. aut hent i cat e=f a
| se

wWr apper . j ava. addi ti onal . 9=- Dcom sun. nanagenent . j nxr enot e. password. fi |l e=.
/ wr apper/j mxr enot e. password

wr apper . j ava. addi ti onal . 10=- Dwr apper . nbean. nanme="w apper : t ype=Java
Service Wapper Control"

To add the FISHEYE_INST environment variable, the Java MaxPermSize parameter, or the -Xrs options, use
the following:

wr apper.java. addi tional . 11=-Df i sheye. i nst="c:/ pat h/ t o/ FIl SHEYE | NST"
wWr apper. java. addi ti onal . 12=- XX: MaxPer n5i ze=128m
wr apper.java. addi tional . 13=-Xrs
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Note that the the -Xrs options should be used when running Crucible as a service under Windows to prevent the
JVM closing when an interactive user logs out.

Your memory settings can also be found in this file:

# Initial Java Heap Size (in MB)
wWr apper.java.ini t menory=256

# Maxi nrum Java Heap Size (in MB)
wWr apper. j ava. naxnmenor y=1024

Increase these values if you have a large repository or expect to use more memory (init of 256, and a max of
1024 are the default values).

In Fisheye/Crucible 1.6.4 and higher, you can check the JVM input arguments by clicking System info, under
'System Settings' in the admin area.

Troubleshooting

Extracting files from wrapper.zip
Some customers have reported trouble running the wrapper. These can be avoided by:

® Uncompressing wrapper.zip with Winzip or WinRar rather than using the Extract All command in the
Windows right-click contextual menu.

* |f the wrapper.zip filename appears green instead of black in Windows Explorer, decrypt it, prior to
unzipping its contents, by right-clicking on the file, choose Properties, click the Advanced button, then
clear the Encrypt contents to secure data checkbox.

Warning when using 64-bit Java JDK

When using a 64-bit Java JDK with the wrapper obtained via the link in the install instructions above, you may
see the following in the wrapper.log file:

WARNING - Unable to load the Wrapper's native library ‘wrapper.dll'. The file is located on the path
at the following location but could not be loaded:
C:\installs\service\fisheye28\wrappenlib\wrapper.dll.

Please verify that the file is readable by the current user and that the file has not been corrupted in
any way. System signals will not be handled correctly.

This is caused by using a 64-bit JDK (even on a 64-bit machine). Changing to a 32-bit version of the JDK will
prevent this warning. Community Edition versions of the 64-bit Windows Java Service Wrapper are not currently
available.

Wrapper configuration and "-server" parameter

Please note that the wrapper configuration provided above uses the - ser ver parameter to enable the Java
HotSpot(TM) Server VM. This feature is only available if you use the JDK. If you use the JRE you will likely get
the following error in your logs:

INFO | jvm 1| 2010/12/20 18:19:28 | Error: missing “server' JVM at "C:\Program
Files\Java\jre6\bin\server\jvm.dll'.

A common issue is that customers remove the - ser ver parameter from the wr apper . conf file. Please note
that if you do this, the wrapper script will ignore any of the following JVM parameters in the file unless you
change the sequence to be in order, starting from wr apper . j ava. addi ti onal . 1. This is an issue with the
Wrapper application.

In this situation it's best to install and run Fisheye/Crucible with the JDK to get all the advantages of the - serve
r functionality. You also need to force the wrapper to use the JDK by specifying the path to the Java JDK in the
wr apper . conf file, as described in the installation instructions above.

Installing Crucible on Linux and Mac
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Hey! We're going to install Crucible on a Linux box, or a Mac. There are a few steps involved, but we think you'll
find it easy to follow along. If you already have FishEye installed, you should read Upgrading from FishEye to
Crucible instead.

1. Check supported platforms

Better check the Supported platforms page first; it lists the application servers, databases, operating systems,
web browsers and JDKs that we have tested Crucible with, and that we recommend.

Atlassian only officially supports Crucible running on x86 hardware and 64-bit derivatives of x86 hardware.
Related pages:

® |nstalling Crucible on Windows
® Starting to use Crucible
® Supported platforms

2. Check your version of Java

In a terminal, run this:

java -version

The version of Java should be 1.6.0 or later (1.7.0 or later for OpenJDK).
~ |f you don't see a supported version of Java, then get Java...

Download and install the Oracle Java Platform JDK, or OpenJDK.

Now try running 'j ava - ver si on' again to check the installation. The version of Java should be
1.6.0 or later (1.7.0 or later for OpenJDK).

3. Check that the system can find Java

In a terminal, run this:

echo $JAVA HOVE

You should see a path something like:

OSsX / Syst eni Li br ary/ Framewor ks/ JavaVvM f r ame
wor k/ Ver si ons/ Cur r ent JDK/ Horre/

Linux [usr/lib/jvnidefault-java

~ If you don't see a path to the Java location, then set JAVA_HOME...
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Linux Mac

Do either of the following:

_ . Insert the following in your ~/ . profi | e file:
® If JAVA_HOME is not set, log in with ‘root'

level permissions and run: JAVA HOME=" pat h/ t o/ JAVA_HOVE"
export JAVA HOVE

echo B ) where pat h/ t o/ JAVA_HOVE may be like: / S
JAVA_HOME=" pat h/t o/ JAVA_HONE yst ent Li brary/ Fr amewor ks/ JavavM f r
>> [etc/environment amewor k/ Ver si ons/ Cur r ent JDK/ Hore/

Refresh your ~/.profile in the terminal and
where pat h/ t o/ JAVA_HOVE may be like: / confirm that JAVA_HOVE is set:
usr/lib/jvnmdefault-java

source ~/.profile

* |f JAVA HOMVE needs to be changed, open o _
$JAVA_HOVE/ bi n/j ava -version

the /et c/ environnent fileinatext
editor and modify the value for JAVA HO

ME to: You should see a version of Java that is 1.6.0

or higher, like this:

JAVA_HOVE="pat h/ t o/ JAVA_HOVE ava version *1, 6.0 24"

It should look like:

JAVA HOVE=/usr/1ib/jvm defaul t-
j ava

4. Create a dedicated Crucible user (recommended)

For production installations, we recommend that you create a new dedicated user that will run Crucible on your
system. This user:

¢ Should not have admin privileges.

® Should be a non-privileged user with read, write and execute access on the Crucible home (install)
directory and instance (data) directory. These directories are described below.

® Should only have read access to your repositories.

If you created a dedicated Crucible user, ensure you are logged in as this user to complete the remaining
instructions.

5. Now it's time to get Crucible
Download Crucible from the Atlassian download site.
Extract the downloaded file to an install location:

® Folder names in the path to your Crucible executable should not have spaces in them. The path to the
extracted directory is referred to as the <Cruci bl e hone directory> inthese instructions. If you
use FishEye and Crucible together, they run as one instance, and use the same home directory — see Cru
cible and FishEye.

® If you expect to have a large number of users for this Crucible installation, and Crucible will be connected
to an external database, consider installing Crucible on a different server from the one running the
external database, for improved performance.

6. Tell Crucible where to store your data
The Crucible instance directory is where your Crucible data is stored.

1. Create your Crucible instance directory.
2. Tell Crucible where you created it by adding a FISHEYE_INST environment variable as follows:
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Openthe /etc/environnent fileina Openthe ~/ . profi | e file for the current
text editor and insert : user in a text editor and insert:

FI SHEYE | NST="pat h/t o/ <Cruci bl e FI SHEYE | NST="pat h/ t o/ <Cr uci bl e
i nstance directory>" i nstance directory>"

export FI SHEYE | NST

3. Now copy the newly extracted <Cr uci bl e home directory>\config.xnl file to the root of your
new Crucible instance directory.

I You should not locate your Crucible instance directory inside the <Cr uci bl e hone di rect ory>— they
should be entirely separate locations. If you do put the instance directory in the <Cr uci bl e hone
di rect or y> it will be overwritten, and lost, when Crucible gets upgraded. And by the way, you'll need separate
Crucible instance directories if you want to run multiple copies of Crucible.

If you have a large number of repositories, we recommend you increase the default number of files that FishEye
is allowed to open. See the following knowledge base article for more info: Subversion Indexer Paused with "Too
many open files" Error.

7. Start Crucible!

In a terminal, change directory to <Cr uci bl e hone di rect or y> and run this:

bin/start.sh

After a few moments, in a web browser on the same machine, go to http://localhost:8060/ (or, from another
machine, type htt p: / / host nane: 8060/ , where host nane is the name of the machine where you extracted
Crucible).

Enter your license, then an admin password, to finish the setup.

You can postpone setting up JIRA integration until later if you wish; see Configuring JIRA integration in the
Setup Wizard.

8. Connect to an external database (recommended)

If you intend to use this Crucible installation in a production environment, it is highly recommended that you use
one of the supported external databases. See Migrating to an external database.

If you are evaluating Crucible, or don't wish to do this now, Crucible will happily use its embedded database, and
you can easily migrate later.

9. Set up your mail server

Configure the Crucible email server so that users can get notifications from Crucible. See Configuring SMTP.

10. Add users and repositories

Now is the time to set up your users in Crucible, and to tell Crucible about any existing repositories you have.
Please read Starting to use Crucible for the details.

Crucible will perform an initial index of your repositories, during which it accesses, indexes and organizes a view
of your repositories (including all historical items) back to the earliest commits. If you are evaluating Crucible, we
suggest that you index a single project, so you can use Crucible as soon as possible. If you choose to index your
entire repository, be aware that this can take a long time (possibly days) for massive or complex repositories and
can be more complex to set up (especially for Subversion). The basic process is slightly different for each SCM

type.
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11. Stop Crucible (optional)

In a terminal, change directory to <Cr uci bl e honme di rect ory> and run this:

bi n/ st op. sh

Configuring JIRA Integration in the Setup Wizard

This page describes the 'Connect to JIRA' screen of the Crucible setup wizard.

You can connect your application to a JIRA server, to manage your users via JIRA and share information with
JIRA. When you are installing the application, the setup wizard gives you the opportunity to configure the JIRA
connection automatically. This is a quick way of setting up your JIRA integration with the most common options.

You can also configure the JIRA connections via the application administration screens. In that case, you will
need to set up connections individually. There are two parts to the integration process:

® A peer-to-peer link between JIRA and the application for sharing information and facilitating integration
features. This link is set up via Application Links.

® A client-server link between the application and JIRA for delegating user and group management to your
JIRA server.

Requirements: You need JIRA 4.3 or later.
On this page:
® Connecting to JIRA in the Setup Wizard
® Troubleshooting
®* Notes

Related pages:

® Linking Crucible to JIRA

® User management limitations and
recommendations

® JIRA integration in Crucible

Connecting to JIRA in the Setup Wizard

To configure JIRA integration while running the Crucible setup wizard:

1. Enter the following information on the 'Connect to JIRA' step of the setup wizard:
® JIRA Base URL- The web address of your JIRA server. Examples:

http://ww. exanpl e. com 8080/ jiral
http://jira. exanpl e. com

® Admin Username and Admin Password — The credentials of a user with the 'JIRA System
Administrators' global permission in JIRA.
® FishEye/Crucible Base URL — Click 'Advanced Options' to see this field. JIRA will use this URL to
access your FishEye/Crucible server. The URL you give here will override the base URL specified
in your FishEye/Crucible administration console, for the purposes of the JIRA connection.
® Groups to synchronize — Click '‘Advanced Options' to see this field. Select at least one JIRA
group to synchronize. The default group is j i r a- user s. JIRA will synchronize all changes in the
user information on a regular basis. The default synchronization interval is 1 hour.
® Admin Groups — Click 'Advanced Options' to see this field. Specify a JIRA group whose members
should have administrative access to FishEye/Crucible. The default group is j i r a- adni ni st r at
ors.
2. Click the 'Connect to JIRA' button.
3. Finish the setup process.
4. Configure the following setting in JIRA: Allow remote API access.

Screenshot: Connecting to JIRA in the FishEye/Crucible setup wizard
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1. License

Connect to JIRA

3. Connect to JIRA If you have JIRA 4.3 or later, Crucible can use JIRA for user management. This
is not recommended for more than 500 users. Learn more here.

2. Inclusions

JIRA Base URL:

For example: http://jira.mycompany.com or
http://mycompany.com/jira

Admin Username:

This username must have system administrator rights on your
JIRA server.

Admin Password:

Advanced
Options...

Connect to JIRA | | Skip |

Troubleshooting

~ Click to see troubleshooting information...

This section describes the possible problems that may occur when integrating your application with JIRA via
the setup wizard, and the solutions for each problem.

Symptom Cause Solution
The setup wizard displays one of = The setup wizard failed to Remove the partial configuration
the following error messages: complete registration of the if it exists, try the 'Connect to
. . L peer-to-peer application link with  JIRA' step again, and then
Failed to create application JIRA. JIRA integration is only continue with the setup. Detailed
link from JIRA server at partially configured. instructions are below.

<URL> to this <application>
server at <URL>.

® Failed to create application
link from this <application>
server at <URL> to JIRA
server at <URL>.

® Failed to authenticate
application link from JIRA
server at <URL> to this
<application> server at
<URL>.

® Failed to authenticate
application link from
<application> server at
<URL> to this JIRA server at
<URL>.
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The setup wizard displays one of
the following error messages:

® Failed to register
<application> configuration in
JIRA for shared user
management. Received
invalid response from JIRA:
<response>

® Failed to register
<application> configuration in
JIRA for shared user
management. Received:
<response>

The setup wizard displays the
following error message:

® Error setting Crowd
authentication

The setup wizard displays the
following error message:

® Error reloading Crowd
authentication

The setup wizard displays the
following error message:

® An error occurred:
java.lang.lllegalStateExceptio
n: Could not create the
application in JIRA/Crowd
(code: 500). Please refer to
the logs for details.

No users can log in after you
have set up the application with
JIRA integration.

The setup wizard failed to
complete registration of the
client-server link with JIRA for
user management. The
peer-to-peer link was
successfully created, but
integration is only partially
configured.

The setup wizard successfully
established the peer-to-peer link
with JIRA, but could not persist
the client-server link for user
management in your conf i g. xm
| file. This may be caused by a
problem in your environment,
such as a full disk.

The setup wizard has completed
the integration of your application
with JIRA, but is unable to start
synchronizing the JIRA users
with your application.

The setup wizard has not
completed the integration of your
application with JIRA. The links
are only partially configured. The
problem occurred because there
is already a user management
configuration in JIRA for this
<application> URL.

Possible causes:

® There are no users in the
group that you specified on
the 'Connect to JIRA' screen.

® For FishEye: There are no
groups specified in the
‘groups to synchronize'
section of your administration
console.

® For Stash: You may not have
granted any JIRA groups or
users permissions to log in to
Stash.

Solution 1: Removing a Partial Configuration — The Easiest Way
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Remove the partial configuration
if it exists, try the 'Connect to
JIRA' step again, and then
continue with the setup. Detailed
instructions are below.

Please investigate and fix the
problem that prevented the
application from saving the
configuration file to disk. Then
remove the partial configuration if
it exists, try the 'Connect to JIRA'
step again, and then continue
with the setup. Detailed
instructions are below.

Restart your application. You
should then be able to continue
with the setup wizard. If this
solution does not work, please
contact Atlassian Support.

Remove the partial configuration
if it exists, try the 'Connect to
JIRA' step again, and then
continue with the setup. Detailed
instructions are below.

Go to JIRA and add some
usernames to the group.

®* For FishEye: Go to the
FishEye administration
screens and specify at least
one group to synchronize.
The default is ‘jira-users'.

® For Stash: Grant the Stash
User permission to the
relevant JIRA groups on the
Stash Global permissions pag
e.

If this solution does not work,
please contact Atlassian Support.

If the application's setup wizard fails part-way through setting up the JIRA integration, you may need to
remove the partial configuration from JIRA before continuing with your application setup. Please follow the

steps below.
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Remove the partial configuration if it exists, try the 'Connect to JIRA' step again, and then continue with the
setup wizard:

1. Log into JIRA as a user with the 'JIRA System Administrators' global permission.
2. Click the 'Administration’ link on the JIRA top navigation bar.
3. Remove the application link from JIRA, if it exists:
a. Click 'Application Links' in the JIRA administration menu. The 'Configure Application Links'
page will appear, showing the application links that have been set up.
b. Look for a link to your application. It will have a base URL of the application linked to JIRA. For
example:
® If you want to remove a link between JIRA and FishEye, look for the one where the 'Appl
ication URL' matches the base URL of your FishEye server.
® If you want to remove a link between JIRA and Confluence, look for the one where the 'A
pplication URL' matches the base URL of your Confluence server.
® If you want to remove a link between JIRA and Stash, look for the one where the 'Applic
ation URL' matches the base URL of your Stash server.
c. Click the 'Delete’ link next to the application link that you want to delete.
d. A confirmation screen will appear. Click the 'Confirm' button to delete the application link.
4. Remove the user management configuration from JIRA, if it exists:
a. Go to the JIRA administration screen for configuring the applications that have been set up to
use JIRA for user management:
® In JIRA 4.3: Click 'Other Applications' in the 'Users, Groups & Roles' section of the
JIRA administration screen.
® In JIRA 4.4: Select 'Administration' > 'Users' > 'JIRA User Server'.
b. Look for a link to your application. It will have a name matching this format:

<Type> - <HostName> - <Application |ID>

For example:

Fi shEye / Crucible - Iocal host -
92004b08- 5657- 3048- b5dc- f 886e662bals

Or:

Confl uence - | ocal host -
92004b08-5657- 3048- b5dc- f 886e662bals

If you have multiple servers of the same type running on the same host, you will need to match
the application ID of your application with the one shown in JIRA. To find the application ID:
® Go to the following URL in your browser:

<baseUr | >/ rest/applinks/ 1.0/ manifest

Replace <baseUr | > with the base URL of your application.
For example:

http://1 ocal host: 8060/ rest/applinks/ 1.0/ manifest

® The application links manifest will appear. Check the application ID in the <i d> element.
c. InJIRA, click 'Delete' next to the application that you want to remove.
5. Go back to the setup wizard and try the '‘Connect to JIRA' step again.

Solution 2: Removing a Partial Configuration — The Longer Way
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If solution 1 above does not work, you may need to remove the partial configruration and then add the full
integration manually. Please follow these steps:

1. Skip the 'Connect to JIRA' step and continue with the setup wizard, to complete the initial configuration
of the application.
2. Log into JIRA as a user with the 'JIRA System Administrators' global permission.
3. Click the 'Administration’ link on the JIRA top navigation bar.
4. Remove the application link from JIRA, if it exists:
a. Click 'Application Links' in the JIRA administration menu. The 'Configure Application Links'
page will appear, showing the application links that have been set up.
b. Look for a link to your application. It will have a base URL of the application linked to JIRA. For
example:
® If you want to remove a link between JIRA and FishEye, look for the one where the 'Appl
ication URL' matches the base URL of your FishEye server.
® If you want to remove a link between JIRA and Confluence, look for the one where the 'A
pplication URL' matches the base URL of your Confluence server.
® If you want to remove a link between JIRA and Stash, look for the one where the 'Applic
ation URL' matches the base URL of your Stash server.
c. Click the 'Delete’ link next to the application link that you want to delete.
d. A confirmation screen will appear. Click the 'Confirm' button to delete the application link.
5. Remove the user management configuration from JIRA, if it exists:
a. Go to the JIRA administration screen for configuring the applications that have been set up to
use JIRA for user management:
® In JIRA 4.3: Click 'Other Applications' in the 'Users, Groups & Roles' section of the
JIRA administration screen.
® InJIRA 4.4: Select 'Administration' > 'Users' > 'JIRA User Server'.
b. Look for a link to your application. It will have a name matching this format:

<Type> - <HostName> - <Application |ID>

For example:

Fi shEye / Crucible - Iocal host -
92004b08- 5657- 3048- b5dc- f 886e662bals

Or:

Confl uence - | ocal host -
92004b08- 5657- 3048- b5dc- f 886e662bals

If you have multiple servers of the same type running on the same host, you will need to match
the application ID of your application with the one shown in JIRA. To find the application ID:
® Go to the following URL in your browser:

<baseUr | >/ rest/applinks/ 1.0/ manifest

Replace <baseUr | > with the base URL of your application.
For example:

http://1 ocal host: 8060/ rest/applinks/ 1.0/ manifest

® The application links manifest will appear. Check the application ID in the <i d> element.
c. InJIRA, click 'Delete' next to the application that you want to remove.
6. Add the application link in JIRA again, so that you now have a two-way trusted link between JIRA and
your application:
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Click 'Add Application Link'. Step 1 of the link wizard will appear.
Enter the server URL of the application that you want to link to (the 'remote application’).
Click the 'Next' button.
Enter the following information:
® ‘Create alink back to this server' — Tick this check box to add a two-way link between
the two applications.
® 'Username' and 'Password’' — Enter the credentials for a username that has
administrator access to the remote application.
Note: These credentials are only used to authenticate you to the remote application, so
that Application Links can make the changes required for the new link. The credentials
are not saved.
® 'Reciprocal Link URL'— The URL you give here will override the base URL specified in
your remote application's administration console, for the purposes of the application links
connection. Application Links will use this URL to access the remote application.
e. Click the 'Next' button.
f. Enter the information required to configure authentication for your application link:
®* 'The servers have the same set of users' — Tick this check box, because the users are
the same in both applications.
®* 'These servers fully trust each other' — Tick this check box, because you trust the
code in both applications and are sure both applications will maintain the security of their
private keys.
For more information about configuring authentication, see Configuring Authentication for
an Application Link_OLD.
g. Click the 'Create' button to create the application link.
7. Configure a new connection for user management in JIRA:
a. Go to the JIRA administration screen for configuring the applications that have been set up to
use JIRA for user management:
® In JIRA 4.3: Click 'Other Applications' in the 'Users, Groups & Roles' section of the
JIRA administration screen.
® InJIRA 4.4: Select 'Administration' > 'Users' > 'JIRA User Server'.
b. Add an application.
c. Enter the application name and password that your application will use when accessing JIRA.
d. Enter the IP address or addresses of your application. Valid values are:
® Afull IP address, e.g. 192. 168. 10. 12.
* Awildcard IP range, using CIDR notation, e.g. 192. 168. 10. 1/ 16. For more
information, see the introduction to CIDR notation on Wikipedia and RFC 4632.
® Save the new application.
8. Set up the JIRA user directory in the application.
® For Confluence:
a. Go to the Confluence Administration Console.
b. Click 'User Directories' in the left-hand panel.
c. Add a directory and select type 'Atlassian JIRA".
d. Enter the following information:
®* Name — Enter the name of your JIRA server.
® Server URL — Enter web address of your JIRA server. Examples:

Qoo

http://ww. exanpl e. com 8080/ jiral
http://jira. exanpl e.com

* Application name and Application password — Enter the values that you
defined for Confluence in the settings on JIRA.
e. Save the directory settings.
Define the directory order by clicking the blue up- and down-arrows next to each
directory on the 'User Directories' screen.
For details see Connecting to Crowd or JIRA for User Management.
® For FishEye/Crucible:
a. Click Authentication (under 'Security Settings").
b. Click Setup JIRA/Crowd authentication. Note, if LDAP authentication has already been
set up, you will need to remove that before connecting to JIRA for user management.
c. Make the following settings:

-
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Authenticate against Select a JIRA instance

Application name and password Enter the values that you defined for your
application in the settings on JIRA.

JIRA URL The web address of your JIRA server.
Examples:

http://ww. exanpl e. c
om 8080/jiral
http://jira. exanpl e.
com

Auto-add Select Create a FishEye user on
successful login so that your JIRA users
will be automatically added as a FishEye
user when they first log in.

Periodically synchronise users with Select Yes to ensure that JIRA will

JIRA synchronize all changes in the user
information on a regular basis. Change
the value for Synchronise Period if
required.

When Synchronisation Happens Select an option depending on whether
you want to allow changes to user
attributes from within FishEye.

Single Sign On Select Disabled. SSO is not available
when using JIRA for user management
and if enabled will make the integration
fail.

d. Click Next and select at least one user group to be synchronised from JIRA. If
necessary, you could create a new group in JIRA, such as 'fisheye-users', and select this
group here.

e. Click Save.

® For Stash:

a. Go to the Stash administration area.

b. Click User Directories in the left-hand panel.

c. Add a directory and select type Atlassian JIRA.

d. Enter the following information:

®* Name — Enter the name of your JIRA server.
® Server URL- Enter web address of your JIRA server. Examples:

http://ww. exanpl e. com 8080/ jiral
http://jira.exanpl e.com

* Application name and Application password — Enter the values that you
defined for Stash in the settings on JIRA.
e. Save the directory settings.
f. Define the directory order by clicking the blue up- and down-arrows next to each
directory on the 'User Directories' screen.
For details see Connecting Stash to JIRA for user management.

Notes
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When you connect to JIRA in the setup wizard, the setup procedure will configure Trusted Applications
authentication for your application. Please be aware of the following security implications:

® Trusted applications are a potential security risk. When you configure Trusted Applications
authentication, you are allowing one application to access another as any user. This allows all of the
built-in security measures to be bypassed. Do not configure a trusted application unless you know that all
code in the application you are trusting will behave itself at all times, and you are sure that the application
will maintain the security of its private key.

Starting to use Crucible
This page introduces the basics of using Crucible. By the end, you'll know how to:

® Add a repository
® Create a project
® Create and perform reviews

Assumptions
We're assuming that:

® You have installed and started the latest version of Crucible. See the details at Installing Crucible on
Windows or Installing Crucible on Linux and Mac.

® You are using a supported browser.

® You have admin permission in Crucible.

Add a repository
First up we're going to add a repository to Crucible.

Go to the Admin area by clicking on the 'cog’ at the top right and choosing Administration:

Click on Add Existing... in the Repositories listing of the Administration area.

()] Log In

Dashboard Source! * Projects! * Peoplei =

Repositories

Native Repository Access (0)

Repositories

Smart Commits
Web Hooks
= Project Settings
Projects Add Existing Create New Refresh Page 1 of 1
= User Settings
Users Name Type Description Location State Last Actions
User Mappings Update
B Avatars No
= Security Settings repositories
Change Admin Password configured.
Authentication
Administrators
Groups
Permission Schemes

FishEye natively supports Subversion, CVS, Perforce, Git and Mercurial repositories @

Choose the repository type and fill in the name and description.
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Add Repository - Page 1 of 3

Basic Details

Reposiory Type:

Name: * | jgplot @

Description: |le charts library| (€

Back) (Next) (Add) (CanceD

In the repository configuration put the location of your repository. Fill in the authentication details if necessary.

Add Repository - Page 2 of 3

Mercurial Connection Details

Repository Location: * lhltps:Hbilbucket,orgjcleonello,ijqplot 1 @

Mercurial Authentication

Authentication Style: [ No authentication

FishEye will not add any authenticati t: hentication will be handled transparently by the SCM.

) Show advanced setlings TP o Tection Add

Finally indicate whether or not you would like diff indexing should be turned on and if the repository should not
be indexed right away then click Add to finish the process.
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Add Repository - Page 3 of 3

Final Settings
Store Diff Info: O @

Enable Repository ® ()
After Adding:

(Test Connection)  (Back)  (Next) (Add) (CanceD)

Your repository is now created in Crucible and the indexing should have started.

Repositories
Native Repository Access (1) | Plugins (4)

Crucible natively supports Subversion, CV'S, Perforce, Git and Mercurial repositories @

Add Existing Create New. Refresh Page 10of 1
Name Type Description Location State Last Actions
Update
japlot Mercurial JS charts library hitps://bitbucket.org/cleonellofjgplot/ Running B~

Info
Cloning repository

Create a project in Crucible

Crucible comes with a default project, with the key CR, but you will will probably want to create your own
projects to contain your reviews. This is achieved in a couple of steps.

Click on Add a new project in the Projects listing of the Administration area.
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(;) Admin

= Repository Settings :
Repositories PrOJGCtS @]

Defaults ) ) »
A project is a set of Crucible content.

Smart Commits

Key Name Default Repository Default Moderator Def

Default
Project
User Mappings CA:I::I a new pmject)
Avatars - """ ======= ===

= Security Settings
Change Admin Password
Authentication
Administrators
Groups
Parmission Schemes

= Global Settinas

Fill in the form with the default settings for the project and hit Save.

Edit Project e

Identification

Name |JO Reviews

Key |joR
Content

Default Repository

E; Store the contents of files in reviews

Permissions Scheme @

Permission Scheme | default 2

Moderator @

™ Enable the Moderator role for this project

Default Moderator Start typing a user name then press enter to select.

Default Reviewers @

[ By default, allow anyone to join reviews after creation

Users Start typing a user name then press enter to select.

You'll see your new project in the Projects listing.
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G) Admin

= Repository Settings

Reposiories Projects e
Defaults S~ =
: A project is a set of Crucible content.

Smart Commits

Web Hooks Key Name  Default Repository Default Moderator Default Reviewer Users Default Revie
= Project Settings

Projects cr Default
= User Settings Project

Users Ja :

User Mappings JOR Loliews fapiot

Avatars
S Socudty Selings

Change Admin Password e

Authentication

Administrators

Groups

Permission Schemes

Create a review

Now that you have your own project you can create reviews in it.

1 You need to be logged in to create reviews.

From the Dashboard click on Create review to open the review creation form.

Y7 iv JohnDoe |~

+ Create Snippet  + Create Review
I

B Tools ~

All Commits Reviews Expand all Show My Activity

Choose the project in which you want to create the review.

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for Crucible 3.1

Select Project for New Review

Select Project

QR

(Create Review)  ( Cancel)

In the next screen click on Browse Changesets to see the list of changesets available to create the review.

Add Content to Review JQR-1

Browse Changesets
Browse recent changes for revisions to add to this review

= Explore Repositories
1 D Use a directory tree 1o find files

Search for Files
Use Crucible's search to find revisions to add to this review

Pre-commit
Upload a patch file to be reviewed - diffs of files will be extracted

Attachments
Upload a file to be reviewed

AR

( Edit Details ) (_Abandon Review) (Start Review) (Done)

Select the changesets that you would like to be reviewed and then click on Edit Details to add reviewers.
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Add Content to Review JQR-3

Repository: iaplot - Author:

Branch: - Tag:

Add to Review as:

Remove all revisions from review

@ Earlier Changesets Go to changeset:

Changes in jgplot
Monday 13 Aug

Chris Leonello <chris.leonello@gmail.coms
+ [E 1118:0d4d1a4fe522 changed 1 file 3 defautt @ JOR-1 JOR-2
Fix for horizontal waterfall plots.

ridaly 10 Aug

Chris Leonello <chris.leonello@gmail.com>
b [ 1117:658794324deb changed 1 file § default @ JOR-1| JOR-2
Fixed examp!e.

QcabbdbBa changed 47 files ¥ default
Updated versiofagd copyright.

+ [El 1115:9e15b8bB4ed changed

Fixed some lint.

» [El 1114:da13ae5eb3b2 changed 2 fles ¥ default

(Add More Cnment) (Edit Details) (Ahandnn Review) (Start Review)

Once you have chosen your reviewers and updated the review information you can click on Start Review to
begin the review process.

Edit Review Details JQR-3
Project: JOR

Title: Fix for horizontal waterfall plots.

Author: John Doe Moderator: John Doe

Reviewers: narm x Suggest reviewers. O Allow anyone to join

& Sean Carter

* Donald Glover

Oblectives: | Please check if the CSS modifications are IE compliant

L8]l

Due Date:
Linked Review: Link
Invited Reviewers:

The review is now created and the reviewers will have been notified that a review is pending.
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] Y¥ri~ JohnDoe'~
Dashboard Projects | *  People | v BRECLERRS + Create Snippet  + Create Review
JQ Reviews » JQR-3 & EditDetais @ Summarize £ Tools ~
Fix for horizontal waterfall plots.
Under Review for a few seconds Author & Moderator Reviewers
2 .
JOR-3 FEE O @B - Pres~ S Fiter &0m
Details Detalls N
Objectives
General Comments Participant Role Time Spent Comments Latest Comment
& % John Doe Author & Maderator om
= examples
[©] blockPiotphp <& Donald Glover Reviewer - 0% complete
E= sre/fplugins ——
[2] jqplot.barRenderer.js S sean Carter Reviewer - 0% complete
Total om o
Files: 2
Objectives cait
Please check if the CSS modifications are IE compliant
General Comments
There are no general comments on this review. Add a general comment.

In order to close a review where you are the moderator you need to click on Summarize in the top right and then
close the review from the modal window.

Summarize Review

Summarize the review outcomes (optional)
There's a bug with FF1 but an issue has been created for it.

( Continue Without Closing) | ( Close Review )

Using Crucible

This page is an index of the content in the Crucible User's Guide. Click on a link below to see the desired page.

® Using the Crucible screens

Using the Review Dashboard
Browsing all reviews
Browsing source files
Crucible Icons

Searching Crucible
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® Viewing people's statistics in Crucible
® Browsing Projects
® Viewing Project Statistics
® Changing your User Profile
® Viewing Your Favourites
® Using favourites
® Using Keyboard Shortcuts in Crucible
® The Crucible workflow
® Defining your workflow
® Roles and Status Classifications
® Creating a review
® Creating a review from FishEye
® Creating a review from JIRA
® Creating a review from a URL
® Creating a Snippet Review
® Creating reviews from the command line
® Adding content to the review
® |[terative reviews
® Creating patch files for pre-commit reviews
® Choosing reviewers
® Performing the review
Starting a review
Adding comments
Changeset discussions
Flagging defects
Creating JIRA issues from the review
Viewing reports
® Review Coverage report
Completing your review
Sending a review's comments via Email
Using the Review History Dialog
Using RSS feeds in Crucible
Using Wiki Markup in Crucible
Tracking Crucible Review Metrics
® Using Progress Tracking
® Using Time Tracking
® JIRA integration in Crucible
® Summarising and closing the review
® Managing your reviews
® Using Review Reminders
® Moving a Review to Another Project
® Deleting a review
® Transitioning JIRA issues

Using the Crucible screens

This page gives an overview of the Crucible interface and the actions that can be carried out.
On this page:

Dashboard
Header
Recent activity
Related pages

Dashboard

The dashboard is the first screen you see when you log into FishEye/Crucible. The dashboard displays reviews
and system activity related to you, and provides filtering for your recent repositories and projects. The dashboard

can be accessed from anywhere in the application by clicking the FishEye/Crucible icon in the header.
Click View review dashboard to see more information about your reviews.

Screenshot: The Crucible dashboard (with FishEye), showing current reviews and recent activity
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= ,;""R Repositories ~  Projects *  People ~  Reviews ~ Create review -

- Dashboard

My reviews

Key Status Title Author

TEST-313 TO REVIEW Untitled

View review dashboard

Recent activity

Al Commits  Reviews Expand all

Thursday 18 Apr

Paul Watsan 11:18 pm &
» [E] 440200 changed 0 files ¥ master, 2.4 and 141 mare in stash

Automatic merge from 2.4 -> master By Paul Watson (2) and Michael Heemskerk (1) Via Pa...

» [E] da47994 changed 0 files #® master, 2.4 and 141 more in stash 11:18 pm &

Automatic merge from 2.3 > 2.4 commit '251b4868e1db377c712%9a8bc3e7b1b3dd107c4al: ...

» [E] 251b486 changed 0 files ¥ master, 2.3 and 142 more in stash 11:18 pm &

Merge pull request #1526 in STASH/stash from ~PWATSON/stash:STASHDEV-3570-static-...

» [E] 4a2448a changed 1 file ¥ master, 2.3 and 142 more in stash 11:15 pm &

change link on line 16

Wednesday 17 Apr

Paul Watson 11:39 pm &
» [E] 4036028 changed 1 file ¥ master, 2.3 and 142 more in stash

STASHDEV-3570-fix-docs-link

Header

= #/)+N Repositories ~ Projects ~ People ~ Reviews ~ | Create review =~

& Jurgen Spangl 9 months old

Repositories and projects

Repositories  Projects

Recent m

FE-hg
applinks-git
svnkit
stash

atlassian

All
activeobjects -

Getting started

All the information you heed to get
started.
FishEye
Crucible

. ©- -

The table below explains the tabs in the Crucible header:

Tab Function

Repositories
source repositories.

Displays contents of connected

Appears

Only when FishEye is used with
Crucible.

The dropdown menu has links to r
ecently visited repositories.

Projects Displays reviews and content from
specific projects.
The dropdown menu has links to
recently visited projects.

People Displays metrics on the users of

the Crucible instance.

The dropdown menu has links to
recently visited user pages.

Only when FishEye is used with
Crucible for logged-in users.

All screens

All screens for logged-in users.

All screens.

All screens for logged-in users.
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Reviews Allows you to search and report on  All screens

reviews. .
All screens for logged-in users..

The dropdown menu has links to
recently visited reviews, as well as
links to the Crucible Inbox and
Outbox.

Choose Reviews > Review
dashboard to see the Review
Dashboard that has more
information about your reviews.

Recent activity

The dashboard has an activity stream that displays recent commit activity and reviews activity. The activity
stream will display your own activity as well as information from projects, reviews, people, repositories, etc, that
you have selected as favourites. For more information on favourites, see Using favourites.

Browsing commit activity
Commit activity includes files commits to repositories that you have selected as favourites.

Click the Commits tab to filter the activity stream to display only source activity.

Browsing reviews activity

Reviews activity includes updates to reviews in all projects that you have selected as favourites. See Browsing
all reviews for more information about browsing reviews.

Click the Reviews tab to filter the activity stream to display only reviews activity (see screenshot below).

Related pages

Browsing source files

Browsing Projects

Viewing People's Statistics in Crucible
Viewing reports

Searching Crucible

Using RSS feeds in Crucible
Changing your User Profile

Using the Review Dashboard

Choose Reviews > Review dashboard from the header to see more information about your reviews.

Screenshot: The Review Dashboard

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for Crucible 3.1

39

% Review Dashboard

My Reviews Inbox [

State Review Owner Name
Review  TEST-313 =

|
Draft TEST-323 B Donish
Draft TEST-359 B
Draft TEST-399 B

I SRUG-2747:
Draft CR-FE-7366 {f CRUG-274T:

update wording

My Snippets

My Open Snippets ()
My Snippets (&)

Everyone's Reviews

| See reviews by state

Everyone's Snippets

See snippets by state

Custom Filter

Select a custom filter for the table

Comment Search

(" Search Comments )

Advanced Search

Using the 'My Reviews' sidebar

Reports
5 Reviews

Files Comments Age Due Reviewers
1 3 9 months [&]

5 months
3 o and 14

days
0 o 5 months

3 months
a o and 4 days

2 months
5 o and 28

days

The 'My Reviews' sidebar contains information about reviews and snippets that you are involved with, for
example how many reviews need your approval. Read more about the sidebar in Browsing all reviews.

Dashboard.

Click on any of the links in the sidebar to navigate to that information in the 'Reviews' tab of the

Hover your mouse over the sidebar and click the collapse icon () to hide any of the sections. Click the

expand icon () to expand any collapsed sections.

Inbox

Click the 'information’ icon ﬂ to hide/show the sidebar.

Click Inbox to show all reviews in these states:

To Review — Click to show all reviews where you
are a reviewer and haven't yet completed your review
work.

Ready to Close — Click to show all reviews where
you are a moderator and haven't yet summarised and
closed the review.

In Draft — Click to show all reviews that you have
created but have not yet been moved to the
'‘Approval’ state or the 'Require Approval' state.

Require My Approval — Click to show all reviews
where you are a moderator and need to approve the
review.
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Outbox Click Outbox to show all reviews in these states:

Out for Review — Click to show all reviews that you
are a participant of, that have review work that is yet
to be completed by other reviewers.

Completed — Click to show all reviews that you are
a participant of, and have been completed.

Archive Click Archive to show all reviews in these states:

Closed — Click to show all reviews that you are a
participant of, that have been summarised and closed

Abandoned — Click to show all reviews that you are
a participant of, that have been abandoned. You may
wish to delete these reviews.

My Open Snippets Click to show all open snippets created by you.

My Snippets Click to show all snippets created by you.

Related topics

Browsing all reviews
Using favourites
Changing your User Profile

Browsing all reviews

The instructions on this page describe how to browse all reviews on the 'Reviews' screen, by people or for
projects that you have selected as favourites. This includes reviews that you are involved with. You can also gen
erate reports on review blockers for all people.

The 'Reviews' tab is essentially a shortcut to viewing your reviews (or a custom filtered list, if you have set up a
filter). You can also filter reviews by status, e.g. Open, Closed.

To browse all reviews:

1. Choose Reviews > Review dashboard. The 'Reviews' page will display all open reviews, unless you
have previously used a custom filter. See the screenshot below.

2. Browse your reviews, by clicking the links under 'My Reviews' and 'My Snippets' in the sidebar.

3. Browse reviews for all people by clicking the links under the 'Everyone's Reviews' and 'Everyone's
Snippets' sections in the sidebar, as follows:

All Open Reviews Reviews that have not been summarised and
closed yet.

All Closed Reviews Reviews that have been summarised and closed.

All Reviews All reviews, including open reviews, closed

reviews and draft reviews.

All Open Snippets All open snippets.

All Snippets All snippets, i.e. open and closed snippets.

Screenshot: Browsing all open reviews
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= /4)Y+M Repositories -~  Projects ~ People ~  Reviews ~ Create review ~ Q Search @~ -~
00 . Reports
Review Dashboard
(O]
My Reviews All Open Reviews [ Displaying results 1 - 50 of 117: 2 3
State Review Owner Name Files Comments Due Reviewers
(5 FECRU-3474: Initialise repo
Inbox (5) N 96 in 46
Review CR-FE-7365 markers if out of sync with 1 o
To Review (1) E states ¥ minutes hours . H
Ready to Close (0| i ~0 EE_796, FECRU-3472: fix the xss issue in 45
| ; i (&) o Review CR-FE-7384 2 by returning a jquery object 1 0 2howrs hours
n Dra 4)
n ot . . FSH-11605: performance a4 3 )
Require My Approval (0] Review CR-FE-7361 H improvements to Edit Project, 17 40 (40 unread) h L? .
Add Project and... ours ours
Outbox (1) FSH-11357: retum the 20
Out For Review (1) Review CR-FE-7352 ﬂ latestChangeset rather than 2 o 4 days hours
Comn c the... ago
Completed (0) FE-4661: dont try to load more 43
Review CR-FE-7349 w activity on scrolling if there's 1 o 5 days hours H
Archive (8) N none... ago
Closed (3) i ~0 o 945 a CLOV-1289: added support for in9
Abandoned (5) Review CR-CLOV=248 <columns= tag in PDF report 1 0 6days hours
i ~0_EE-7340 FECRU-3435, FECRU-3183 - 5 days
Review  CR-FE-7340 F fixup fip funciests a bit 2 7 (7 unread) 7 days 200 8
My Snippets . ~ - FSH-11357: add logging around 6 days
Review  CR-FE-7332 8 hg indexing 2 0 8 days 200
o e ; p—— e BUILDENG-2390; adding 6 days
My Open Snippets (0) Review CR-FE-7328 iy template license files 591 18 (18 unread) 8 days ago ‘
My Snippets (0) CLOV-958: Refresh button 6 days
Review CR-CLOV-245 n enabled in the Cloud report in 2 o 13 days a oy
case of 100%... g

Related Topics

Using the Review Dashboard
Viewing reports

Browsing source files

(i) When FishEye is installed with Crucible, the Repositories tab is available in the header.
To browse source files:

1. Choose Repositories > All repositories from the header. The 'Repositories’ view will be displayed,

showing summary information if you have multiple repositories set up. See the 'Viewing all repositories’

screenshot below.

Click the name for a repository to view its contents. See the 'Viewing a repository’ screenshot below.

3. Browse the repository for the desired source file using the directory tree in the left menu. See the 'Viewing
a file' screenshot below.

4. You can view various information about the file:

n

Tab Description

Activity Shows recent activity for the item. There are a
number of sub-options here:
All — The default view, showing commits, reviews
and JIRA issues.
Commits — Shows commits in the activity
stream.
Reviews — Shows review activity in the activity
stream.
Filter commits — Applies constraints to the
current activity stream.
Expand all — Shows more detail for all

changesets.
Scroll to changeset — Displays the changeset
ID specified

Revisions When viewing a file, shows the latest revisions of
the file.

Users Shows the commit history of the different users

that have committed changes on the item.

Reports Shows activity charts for the item. Various chart
options can be selected in the left navigation bar.

Source Shows the contents of the file.
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@ To download files, click the Source tab for the desired file, then right-click Raw.

Screenshot: Viewing all repositories

@ Repositories

Repositories Activity

2 3 r
State Commit History (12 Months) LoC Commits Reviews Last Updated
activeobjects Stopped - -4
applinks Stopped - -0
applinks-git Runnin I I - 2,893 3 afew seconds ago
PRl o ° L il . |.I||L [ ||.|I|I|I o s e
atlassian Running 33,433 546 12 a few seconds ago
atlassian-http Running - a1 4 a few seconds ago
Screenshot: Viewing a repository
. . X Share % Tools ~
applinks-git
Tasey - Activity Commit Graph Files Users Reports Search ast updatad a conds ago
o [ applinks-admin-api/ - Permalink  Hide deleted files
3 applinks-apif Name Revision Date Author

3 applinks-auth-api/

[ applinks-auth-seraph/
[ applinks-auth-spi/ 9 applinks-api

[ applinks-auth-trusted/ 3 applinks-auth-api
3 applinks-bamboo-plugin/
3 applinks-caviar-plugin/
23 applinks-confluence-plugin/ (3 applinks-auth-spi

[ applinks-core/ 3 applinks-auth-trusted
3 applinks-fisheye-plugin/
2 applinks-func-test-plugin/
3 applinks-host/ 3 applinks-caviar-plugin

(5 applinks-jira-comman/ (3 applinks-confluence-plugin

3 applinks-admin-api
3 applinks-auth-seraph

(3 applinks-bamboo-plugin

Screenshot: Viewing a file

applinks-git / applinks-admin-api / src/ main / java / com / atlassian / applinks / api
MutatingAppLinksTypes.java

master T Activity Revisions Users Reports Source
% [E=r applinks-admin-apif - Diff 2 selected Diff 1atest Y Filter Include other branches Show all details
[E=r sre/main/javalcom/ atlassian/ applinks/ s
3 auth/ 2 revisions
A Tim Pettersen Deleted Diff | Changeset 30 Dec 08 i~

Y » 5411963 on 1P issue/APL-834 , issue/APL-932 ,(+57 more) |+0-24
NONE: Revise nomenclature, remove commented out code & remove the MutatingAppLinksTypes (types are extended by

A Tim Pettersen Source | Changeset 29 Dec 09 i~
Y » 7a209c4 on 1P issue/APL-834 , issue/APL-932 ,(+57 more) |+24 -0
more applinks-api spike mk3

[0 applinks-apif

3 applinks-auth-api/

[ applinks-auth-seraph/
[ applinks-auth-spi/

Crucible Icons

This page contains a list of Crucible icons and an explanation what each one represents in the user interface.

Icon Description

View review-level comments
Go to the previous comment
Go to the next comment

Add a comment

8 &880

(%]

Go to the previous file in this review
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g @@ [¥

[z]

B

Go to the next file in this review
Expand all files

Collapse all files

A file included in this review

A directory included in this review

Searching Crucible

Crucible has a powerful search engine that allows you to find reviews. There are two methods for searching in
Crucible:

® Quick Search — The Quick Search allows you search all Crucible projects by entering a single search

string. This search is the default search and will suggest "quick nav" results (header search box only).
Results are weighted by most recent edit date.
Filtering Reviews — An alternative method for searching for reviews is to display all reviews and apply a
custom filter to the list. This is generally slower than searching, but allows you to specify filter criteria
against a range of fields.
Comment Search — If you want to find specific review comments, Crucible provides a powerful
comment search.

On this page:

Using the Quick Search

Filtering reviews

Searching for Review Comments

Related pages

Using the Quick Search

Before you begin:

® The Quick Search will also return changesets and files, if you are using FishEye with Crucible. For

information on searching FishEye, see Searching FishEye in the FishEye documentation.

To search Crucible using the Quick Search:

1.

2.

Enter your search terms in the search box in the Crucible header. Crucible offers a number of criteria that
you can use to refine your results, see Refining your Quick Search Criteria below.
Results will appear in a dropdown, as you type. Results will attempt to be matched against the review
name, project and user.
® |f you want to use a quick search result, use the up- and down-arrows on your keyboard and press
enter or use your mouse to select the item.
® |f the quick search results don't have what you are looking for, press enter to run a search. Ensure
that no items in the dropdown are selected when you press enter.
The Quick Search results page will be displayed. You can filter your results further, as described in Filteri
ng Quick Search Results below.
Results are sorted by relevance and boosted if they were edited recently. A maximum of 10 results are
displayed per page.
® If you have integrated your Crucible instance with a JIRA instance, you can display a summary
of any JIRA issues referenced in your search results by hovering over the issue key. For more
details, see JIRA integration in Crucible.
If you want to run another search, enter your new criteria in the main search box or in the search box in
the header.
Note, only the search box in the header provides "quick nav" results.

Screenshot: Quick Search displaying "quick nav" matches
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Repository FE-hg

Iﬂ puild.xml ()

Reviews
@ CR-FE-5306 : FECRU-612: add functestforr...
@® CR-FE-5408 : FECRU-138: FINAL final versio. ..
@ CR-FE-5411:FECRU-138: use defaultvalue...
- @® CR-FE-5431: FECRU-762; Add throttle and d...
@ CR-FE-5467 : FECRU-798: initial implement...
- @ CR-FE-5472 : FECRU-798: fixing js tests. ad...
@ CR-FE-5432 : Move shared top-level code int...
33,433 54/ CR-FE-5489 : FECRU-762; Reduce throttle o...
@ CR-FE-5490 : FECRU-138: review rework. fa...
i 2 61(@® CR-FE-5432: FECRU-816: add a "message”...

LoC Commits

O\ Search for Build xml’

- 6,51

Refining your Quick Search Criteria

You can refine your search criteria before executing the search:

Search Tool Description Example

Field Handles Use a field handle in your criteria
to restrict your search to a
particular field. Note, you cannot
have multiple field handles in a

query.

® detai |l — Search against
title, objective, key, linked
reviews and linked issues.

® revi ewcoment — Search
against review comments.

Searching for Discrete Strings Enter a specific string within Enter "CR- 2818" and Crucible will
quotation marks and Crucible will  only return results that match that
match against the exact string. exact string, i.e. it will not return a
Note, this search is not result with CR- FE- 2818 or CR- 28
case-sensitive. 189.

Filtering Quick Search Results

You can filter Quick Search results using the controls in the left panel of the Quick Search page:

Filter Description

All repositories Type a repository name into the field, or click the
down arrow to seea list of repositories.
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Source type Click Files and directories, Commit messages, Dif

fs, Content or Committers to restrict the search
results to just that source type.

All Projects Select or enter the name of the project that you want

to restrict your results to. For example, if you enter
'CR' then the search results page will refresh to
display only reviews in the 'CR' project.

I If you are using Fisheye with Crucible, there will
be a repositories dropdown in the 'Source' section.
Selecting a FishEye repository in this dropdown will
not filter the Crucible search results. It is only used to
filter files and changesets returned in the search
results. See Searching FishEye.

Reviews Click this link to restrict your results to reviews that

have a title, objective, key, linked reviews or linked
issues that match the search criteria.

Comments Click this link to restrict your results to reviews that

have comments that match the search criteria.

Filtering reviews

Crucible allows you to view all the reviews/snippets that you are involved with, as well as everybody's
reviews/snippets. You can filter these lists to find reviews.

To filter a list of reviews:

1.
2.

3.

Navigate to the 'Reviews' tab.

Click the list of reviews that you want to start with, in the reviews sidebar of the 'Review Dashboard', e.g.
'All Open Reviews'.

Click the '‘Custom Filter' in the reviews sidebar.

Update the filters with your search criteria (see table below) and click 'Apply Filter' to filter the reviews.

Filter Description

Title Find reviews by searching for words within the
title.

Project Find reviews under a particular project.

Author Find reviews moderated by a particular authors.

Moderator Find reviews moderated by a particular moderator
s.

Creator Find reviews created by a particular creator.

Reviewer Find reviews that are reviewed by a particular revi

ewer. This will default to the user logged in.

Reviewer Status This is reliant on the above filter and is used to
show reviews that have either been completed by
the reviewer, not completed or all reviews.

Match Roles To use all the above filters, choose 'all'. To use
any of the filters, choose 'any'.

Review state checkboxes Check any of the review state checkboxes (e.g.
'Draft’, 'Pending Approval’) to filter for reviews in
those states.

Searching for Review Comments
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To search for review comments:

1. Navigate to the 'Reviews' tab.

2. Enter your search criteria in the 'Comment Search’ section at the bottom of the reviews sidebar.

3. Click 'Search Comments'.

4. The 'Comment Search' page will display your results. You can refine your search using the search criteria

on the page:

Project Find comments on reviews under a particular
project.

Comment content Find comments that contains the specified text.

Review Permald Find comments made on the specified review.

After Find comments made after after a particular date.

Before Find comments made after before a particular
date.

Comment Author Find comments made by a particular user.

Search Type You can:

® Tick the 'Defects' check-box to find comments that are flagged as Defects.
® Tick the 'Comments' check-box to find comments that are not flagged as Defects.
® Tick neither check-box (or both of them) to find all . ||

Review State Find comments on reviews that are in a particular
state. See Review State Filter (above).

Ranking Find defects have been given a particular ranking
(e.g. 'Major', 'Minor").

Requires Re-Review Find defects that have been marked as requiring
re-review (or not).

Classification Find defects that have been given a particular
classification (e.g. 'Missing', '"Ambiguous’).
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Search Criteria

Search Criteria

Froject: | Any Project i

Comment content:

Review Permald:

After:

Before:

Comment ;:xuthcr| any W

Search Type:

|:| Defectzs |:| Comments

Review Stat
[Joraft []Pending Approval [ Under Review
DEummﬂrize DIZI::EEd Dﬂtﬂndcned
[JRejected [| Needs Fixing

4]
4]
4]

Metrics:
Ranking:
|Se|ectRanking V|

Requirez Re-Review:

|Se|ectRequires Re-Review V|

Claz=sification:

| Select Classification V|

Search Comments ]

Screenshot above: Search Comment Filter Options

Displaying Defect Metric Charts for Comment Search Results

Once you have retrieved results for a review comment search, you can click 'Defect Metrics' in the left
navigation pane to display defect classification charts.
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L Defect Metrics

= @ Crucible - Comment Search

£ Tools

Ranking
Comment Results Displaying results 1- 50 of 3861 2 3|4 5|67
Review Hame Created  Custom Fields Content
cases [ wattauat 25 Feb 2008 this changes the inatance that is returned by cfg. getRepostoryamayix). Consider the instance before as 4 and the

new instance of RepesitoryType as B

W need to lock at anything that may be holding a referance fo & For example, any running repostaries. &g
ReapistoryConfig 7 Is is tll valid for them to call methods on A, or do they get 8 "disconnected from DOM” type of
exception?

| Famember "Something” e Nk CAUSING & prodiem befare, bul fm nO! Sure if tis B e Sxact example.

I this is & probilem & workaround would b to change ine 78 to something ike:

 Unclas editing = cfg getRepAmay(rep):
L L if (isJustTesting) {editing = editing.copy(): }
\ what do u think?
CAFES B Matt Quail 25 Fab 2008 "eap! that ReopsioryType is akeady the parfect POJD for that? (or is & parfact vis.a vis disconnected dom erap)
assifical
Al the admin pages suffer from this “updating Ive dom object” probilem. i needs to be addressed with a betier
design, but f'm not sure exactly what t is and woukint want fo introduce a second poor usage until we work out the
DEst UsAgE (BENEr I Gevil You KNOW 81 NS point?)
@ Unclassifie
CR-FE-T n Matt Quad 25 Feb 2008 cool
® Risk-pre
el CR-FE-B n Matt Quail 25 Feb 2008 remove throws clause? (and propagate?)
. cares [ met cusi 25 Feb 2008 dit excephion nesded?
CR-FE-8 BMU' Quail 25 Feb 2008 can we remove our dép in pam.xmi on this package now (R may sl be fransient, but at least we shouldn't declare it}
cares [l men oun 28 Feb 2008 return nul instead of = 7
eares [l vatt ot 26 Fen 2008 Can you check (andior raise a jra) that the FishEye JRA plugin sends a “projectiiey” request param?

cases [ et aual 2 Feb 2008 good stut
CRFE-10 ﬂ Matt Qual 26 Feb 2008 Ranking: Minor

Search Criteria care0 [l watt aust 25 Feb 2008 Raning winor

space after comma
space between operalors

CR-FE-10 n Matt Quail 26 Feb 2008 This is nice, but Im wondering if it i& worth &, piacing the exira effort on each notification to wrie two emai

generaling methods.

oject: i v
Any Project Ithink it okay that if an error cccurs. the emad doesnt get sent...?

care10 [ mat quat 26 Feb 2008
CR-FE-10 ﬂ Matt Quall 26 Feb 2008

this decl can be moved into try?

R might be worth aise catching RuntmeException, in case some bil of the tamplate (or the code £ calls) throws, say,
a NPE?

That, or just catch Exception?

care-10  [JH matt cusi 26 reb 2008 spaces after comma
CR-FE-10 ﬂ Matt Quail 26 Feb 2008

CR-FE-10 ﬂ Matt Quail 26 Feb 2008

uthor | Matt Quail i this tie is empty?

3 thia & why | love freemarker )

Screenshot above: Comment Search Results

Related pages

Searching FishEye (FishEye documentation)
Viewing people's statistics in Crucible

This page contains instructions on how to use the People tab in Crucible to see charts and activity from people
with accounts on the system.

On this page:

® Opening the list of People
® Viewing a Person's Activity Screen
® Viewing charts of a person's activity

Opening the list of People

To view statistics on People in Crucible, (that is, code authors, committers and reviewers) click the People tab at
the top of the page.

The list of all people shows all users that have accounts on the system. By default, each user has a unique
avatar that is randomly formed from the text in their email address. You can add your own avatar by uploading
an image to an external service such as Gravatar, which Crucible supports. See Changing your User Profile.

Screenshot: List of all People in Crucible (when using FishEye with Crucible)
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Sourcei > Projects i~ QEEVEERS Reviews | v + Create Snippet  + Create Review

2 3 4 5 3] 7 »
Commit History (12 Months) Commits Reviews
- Aleksander |
L7 [ fu oo |I|_. o Ll R
Alex Manusu ] ]
3 Alex Wei ||| I 2530 38
A (11| Y A T
Alex Zuzin ] ]
§8  Alexander Dickson I I I | 497 153
ﬁ p— I IIl-l-. lI IIII |.I. wlllamn__
E Alexander Hennecke | 982 13
=,  Alexandru Lazar " | II 49 1]
f*' mi III {1 | IIIII [ |0 ] III
Alison Winterflood [] |__||I|o|. I 1 _'ll M 1,025 57

8 Pl ) (L

Viewing a Person's Activity Screen
Click on a username to see a listing of activity for them as well as charts showing statistics for their activity.
The right hand pane displays a list of all activity for this user. You can:

click the icons to view full commit information in FishEye
click JIRA issue names to open the work ticket on an item
click the long button to see the list of files in context

click the star icon to add an item to your favourites.

The left hand pane displays charts around this activity, including:

number of active reviews
charted history of lines of code
code committing activity
general statistics.

Screenshot: The People Activity Screen in Crucible
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Dashboard  Source:~ Projects: = NEWlCHEg Reviews i - + Create Snippet  + Create Review

. 3 Tools ~
L4 Joe Xie e
Activity
o About All Commits m Expand all
Monday 03 Dec

jxie@atlassian.com
First commit 20 January 2008
Latest commit 02 August 2012 Joe Xie 7:09 pm

4 @ CR-FEP-87 finished reviewing

Last Week  All Time s 2
Commits: 0 2,789
Files changed: ] 4,718 Sunday 02 Dec
Change in LOG: o 62,845
Joe Xie 9:03 pm
( Help with these stats ) W ) Re: CR-FEP-87 commented on review
Follow Joe Xie What is a ClearCacheEvent? and is it something that would ocour during normal operation in jira? Also, there
Reviews
CJ Re: CR-FEP-87 commented on review 9:00 pm
0 actlive reviews
if its true that only tests uses this event, then perhaps a quick comment here would be great.
Line History Monday 18 Nov
Joe Xie 11:43 pm
A §
30H /_/ S B m— Wy @ CR-FE-6808 finished reviewing
,‘I Q Re: CR-FE-6898 replied to Es Richard Stephens 11:43 pm
10k / f
/ /_‘ so is the problem with the way 10Utils toString(} not using the correct encoding?
. [ I ) Re: CR-FE-6898 replied to [l Richard Stephens 11:38 pm
WOW.
2009 2010 2011 2012 2013
. Committer jxie in FE Wednesday 07 Nov
Committers joe xie <jxie@atlassian.comz,
. joe xie <jxie@atlassian.com and joe xie Joe Xie 10:15 pm
<jxie@atlassian.com> in FE-hg (Line . . . .
history nol available) . @ CR-FE-6862 finished reviewing

. Committer jxie in FEP
Committer joe xie <jxie@atlassian.com= in

atlassian-hitp (Line history not available) C) Re: CR-FE-6862 replied to [l Richard Stephens 10:14 pm
. g&ﬁm‘,‘ég{I{ge;Sﬁ?g?ﬁaﬂfzﬂ{:g{gr n these classes are copied from jira. You should check if these classes are now part of atlassian-http, and if

(D Some users may not appear to have the correct number of Files Changed or LOC, despite regularly
committing. In this situation, if they have committed to a directory which is not covered by the regexes in
your symbolic definition (i.e. they have committed to a directory that is neither trunk, branches or tags)
then that directory will be counted as part of trunk. Also note that creating tags and branches themselves
does not count toward the totals.

Viewing charts of a person's activity

To see information on a person's activity charted in detail, click the headings in the left-hand pane. Each heading
will show more information on demand, when clicked. The information available and what it means is listed
below.

I The charts in this section are only available when using FishEye.

Screenshot: People Activity Charts in Crucible

® About
The username section shows the email address,
then the first and latest commit dates for the
person in context.
Also displayed are data points for the previous
week and all-time. It shows number of commits,
number of files changed and number of lines
changed.
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® Reviews

[ *. Joe Xie

jxie @atlassian.com

First commit 20 January 2008
Latest commit 02 August 2012

Last Week  All Time
Commits: 0 2,789
Files changed: 0 4718
Change in LOC: 1] 62,845

{ Help with these stats )

Follow Joe Xie

To Review (0)
Ready to Close (0)
Out For Review (0)
Openi2)

Closed (1017)

. Counts may include data that you
cannot access.

2008 2009 2010 2011 2012 2013

B committer jxie in FE
Committers joe xie <jxie®@atlassian.comz=,
joe xie <jxie@atlassian.com and joe xie
<jxie@atlassian.com= in FE-hg (Line
history not available)

Committer jxie in FEP
Committer joe xie <jxie@atlassian.com= in
atlassian-http (Line history not available)

. Committer joe xie <jxie@atlassian.com= in
atomicreptile (Line history not available)

. Committer joe xie <jxie@atlassian.com= in

mramimithnnlees (1 ine hietnre nnt awvailahlad

The Reviews section shows several filters that
you can click to constrain the review items shown
in the right-hand pane. The options are To
Review, Ready to Close, Out For Review, Ope
n and Closed.

Line History

The Line History section shows a graph with the
number of lines committed to the repository,
charted over time.

® Commit Activity

The Commit Activity section shows four smaller
charts; the first showing the volume of commits
over a 52 week period; the second showing the
relative number of commits on days of the week;
the third showing the relative number of commits
by the hour of the day when they were lodged,;
the last shows a commit calendar.

Committer Mappings

The Committer Mappings section displays userna
me mappings from various systems if they have
several usernames in play.
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AL PSR i F RS R | P LW LR L

Committer joe xie <jxie@atlassian.com= in
remaote-issue-crea... (Line history not
available)

52 week commits volume

Commits by day

sun Man  Tue  Wed Thu Fri Sat

Commits by hour

0o 04 08 12

Commit calendar

J FMAMUJIJIAS OND
2012
2011
2010

Username jxie is mapped to:

jxie in FE

joe xie <jxie@atlassian.com= in FE-hg

joe xie <jxie@atlassian.com in FE-hg

joe xie <jxie@atlassian.com= in FE-hg

joe xie <jxie@atlassian.com: in atomicreptile
jxie in FEP

joe xie <jxie@atlassian.com= in atlassian-
http

L I I I

Browsing Projects

To browse the content in a project, click the Projects tab at the top of the page. The 'Projects' view opens (see
"The Crucible Projects Index' screenshot below).

A list of projects will be shown if there is more than one. Click the name of the desired project to open it. The 'Pr
oject Activity' page opens (see 'The Crucible Project View' screenshot below). In the left navigation bar, charts
showing overall project statistics are displayed.
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There are a number of sub-tabs on this page, listed in the table below.

Sub-Tab Name

Activity

Reviews

Description

® All Activity — The default view.
® Commits — Shows commits in the project (visible

when using FishEye).

Reviews — Shows reviews in the project.

Issues — Shows JIRA issues related to this
project. ﬂ Only visible if you have set up JIRA
integration in Crucible.

Show Revisions — Shows or hides revisions in
the project (visible when using FishEye).

Earlier Activity (Left Arrow icon) — Loads a page
of earlier project activity.

Later Activity (Right Arrow icon) — Loads a page
of later project activity.

Shows recent reviews in the project.

ﬂ' The Projects tab is only visible in Crucible. Read more about the definition of a project.

Screenshot: The Crucible Projects Index

@ Projects

Default Project CR

Build Monitor CR-BM

Clover Eclipse Plugin CR-CEP
Confluence Hosted CR-CH
Clover IDEA plugin  CR-CIP
Clover CR-CLOV

FishEye CR-FE

JIRA FishEye Plugin  CR-FEF
Jira Studio CR-JST
LinkChecker CR-LNKCHK

Fourwalls FOUR

Repository
CLOV

B

CLOV

CH

CLOV
CcLov
FE-hg

FEP

JST
LinkChecker

CLov

Screenshot: The Crucible Project View

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for Crucible 3.1

. &:C;? Tools ™
FishEye
Activity Reviews
i ) FishEye Commits = Reviews Issues &
Activity on this page:
CR-FE (reviews) Michael Heemskerk
FE-hg (repository)
FE (repository) X' closed CRUC-4450 01:07
CGIT (repository)
¥ changed the status to To be reviewed of CRUC-4450, CRUC-4607 01:.06
Line History
W changed the status to Quality Review of CRUC-4607, CRUC-4449 01:06
rd @ started review CR-FE-4320 01:06 v
CRUC-4449: ClearCase: error in storing repository configuration after creating new repo
<7 [ Michael Heemskerk and [l Seb Ruiz resumed reviewing CR-FE-4284 01:05
' Michael Heemskerk
2004 2008 2010 - ¥ started progress on CRUC-4449 01:05
. Path /in FE-hg (line history not available}
osed - . .
. Path /in CQIT ¥ closed CRUC-4447 CRUC-4399 01:04
I Patn 1inFe
l"". Ping Lyons
Stats ] committed 19189:319206948548 to FE-hg on branch default 0104 £
Total Commits 40,257 CRUC-3300: more func tests for RestReviewSenice
Last Commit: 01:04  changed 11 files
Commits this week 293 [ fecru-rest-plugin/sre/mainijavalcom/atiassianfecrurestplugin/crucible/RestReviewService java (+2 )
Total Lines of Code (LoC): 693,936 [ srofapilsreimainfavaicomiatiassianicrucible/spi/dataiGeneralCommentData java (+46-28) A B © &

Viewing Project Statistics

This page explains the layout of the Project Summary page.
On this page:

® Project Name Panel

® Project Line History Panel

® Project Stats Panel

® Project Commit Activity Chart

When you click through to a Crucible Project from the Projects Tab, the 'Project Summary' screen opens.

Screenshot: The Crucible Project Summary Page

. & Tools ~
FishEye
Activity Reviews
o FishEye Commits ~ Reviews  Issues L]
Activity on this page:
CR-FE (reviews) Michael Heemskerk
FE-hg (repository)
FE (repository X' closed CRUC-4450 01:07
CGIT (repository)
W changed the status to To be reviewed of CRUC-4450, CRUC-4607 01:06
Line History
¥ changed the status to Quality Review of CRUC-4607, CRUC-4449 01:.06
@ started review CR-FE-4320 01:06 v
CRUC-4448: ClearCase: error in storing repository configuration after creating new repo
< . Michael Heemskerk and : Seb Ruiz resumed reviewing CR-FE-4284 01:05
I Michael Heemskerk
¥ started progress on CRUC-4449 01:05
. Path /in FE-hg (line history not available)
osed - . .
. Path /in CQIT ¥ closed CRUC-4447 CRUC-4399 01:04
I Patn 1inFe
i Ping Lyons
Stats -
a " [E] committed 19189:a19e0b348548 to FE-hg on branch default 01:04 =~
Total Commits 40,257 CRUC-3900: more func tests for RestReviewSenice
Last Commit: 01:04  changed 11 files
Commits this week: 293 @ fecru-rest-plugin/sre/mainfjavalcom/atiassianfecrurestplugin/crucible/RestReviewSenice. java (+3
Total Lines of Code (LoC): 693,936 B srofapilsroimainfavalicomiatiassian/cruciblel/spildataiGeneralCommentData java 2 A B &
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In the right hand pane, you can see an activity stream relating to this project. In the left hand pane, you can see
various statistics charts relating to the project in context. These appear in a reduced size until you click them,

when they will expand to show more information.

Project Name Panel

This contains a short message explaining which Crucible Project and FishEye repositories are being accessed
to show the activity stream on the page.

Project Line History Panel

This panel contains a chart showing the lines of code added to the repository, graphed over time.

Screenshot: The Project Line History Panel

Line History
} -
ft F00}
| ':I GO0}
|I ". # SO0}
| I-___ __-'"""'\-"' 400}
~ e ;I 3004
. 2001
_,."Ir-' 100f
— ]
a
il
3
0
2004 2006 2008 2010
. Path in FE

Project Stats Panel

This panel contains a chart showing numerical data for commits, files changed and lines change, graphed over
time.

Screenshot: The Project Stats Panel

Stats
Lazt Week Al Time
Commits: 137 16,033
Files changed: 543 69,896
Lines changed: 33,643 504,583

Project Commit Activity Chart

This panel contains a number of charts:

Chart Description
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Commit Activity

532 week commitz volume

Commitz by day

Sun Mon Tue  Wed Thu Fri Sat

Commits by hour

i

0o 04 08 12 16 20

Commit calendar

J FM AMJI J A S5O N D
oo I
2005
2007
2006
2005
2004
2003
2002

Changing your User Profile

52 week commits volume
This chart shows the amount of commits, shown by
week over a one year period.

Commits by day
This chart shows the amount of commits, graphed by
day over the past week.

Commits by hour
This chart shows the amount of commits, graphed by
hours over the past day.

Commit calendar

This chart shows the amount of commits (shown as
darker colours to indicate more commits) graphed by
month, over years that the repository has been
running.

See Changing your User Profile in the FishEye documentation.

Viewing Your Favourites

This page contains instructions on how to view, rename and remove your existing favourites in Crucible. You

can select code reviews, changesets, files, people and repositories as favourites in Crucible. This allows you to

personalise the information that you see in your activity stream.

See Using favourites for instructions on how to add new favourites.

On this page:

® Viewing your Existing Favourites
® Renaming a Favourite
®* Removing a Favourite

Viewing your Existing Favourites

To view your favourites,

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.

56


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/FISHEYE/Changing+your+user+profile

Documentation for Crucible 3.1 57

1. Click the favourites icon ( ~ ) in the header.
The code reviews, changesets, files, people and repositories that you have selected will be
displayed in a list on the dashboard (see screenshot).

2. Click the favourites icon ( ) next to a favourite to show the dialogue for renaming (i.e.
changing the 'Label’) the favourite or removing the favourite. See Using favourites for more
information.

@ Tip: You can add favourites wherever you see star icons next to code reviews, changesets, files,
people and repositories, not just on this screen.

Screenshot: Viewing favourites

You have 13 favourites.

FE (SVN repository)

Clover Eclipse Plugin

Confluence Hosted

Clover IDEA plugin

JIRA FishEye Plugin

Jira Studio

LinkChecker

A Good Marketing ploy

Build Manitor

Default Project

Clover

Testing Project

FishEye

Renaming a Favourite

To rename a favourite,

1. Click the favourites icon ( =) in the header.
The code reviews, changesets, files, people and repositories that you have selected will be
displayed in a list on the dashboard (see screenshot).

2. Click the favourites icon ( - ) next to a favourite to show the 'Update favourite' dialogue (see
screenshot below).

3. Enter the new name for the favourite in the '‘Name' field and click the 'Save label' button. The
favourite will be renamed on the dashboard.

Screenshot: The 'Update favourite' dialogue
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JIRA FishEye Plugin
Update favourite

Name
Describe your favourite

Remove I I Save label

Removing a Favourite

To view your favourites,

1. Click the favourites icon ( =) in the header.
The code reviews, changesets, files, people and repositories that you have selected will be
displayed in a list on the dashboard (see screenshot).

2. Click the favourites icon ( - ) next to a favourite to show the 'Update favourite' dialogue (see
screenshot below).

3. Click the 'Remove' button. The code review, changeset, file, person or repository will be
removed as your favourite (the icon will be greyed out) and will not display the next time you
view your list of favourites.

@ Tip: You can remove favourites wherever you see star icons next to code reviews, changesets,
files, people and repositories, not just on this screen, not just on this screen.

Screenshot: The 'Update favourite' dialogue

JIRA FishEye Plugin
Update favourite

Name

Describe your favourite

Remove ‘ I Save label

Using favourites

This page contains instructions on adding favourites in Crucible. You can select code reviews, changesets, files,
people and repositories to be added to your favourites. This allows you to personalise the information that you
see in your activity stream. We suggest you select items that you are currently working on as favourites, to
create a more relevant personalised view.

See Viewing Your Favourites for instructions on how to view your existing list of favourites and how to rename
and remove favourites.

On this page:

Adding a review to your favourites

Adding a review comment thread to your favourites
Adding a project to your favourites

Adding a person to your favourites

Adding a changeset to your favourites

Adding a file or folder to your favourites

Adding a repository to your favourites

Adding areview to your favourites

To add a review to your favourites, hold the mouse cursor over the review name when it appears in a menu
screen. The Review Hover menu appears. At the top right of the Review Hover menu, click the small grey cog
icon that indicates the Tools menu. The Tools menu opens. In the Tools menu, click Add Star. This will add it to
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your favourites.

Screenshot: Adding a Review To Your Favourites
' Micolas Venegas
() commented on CR-FE-2121

Main fixes: CRUC-1616: P
. . period and r
- sensible polling inactivity...

- reset inactiviity State Re

- stap polling wh Author &
Moderator: Y

Download Review as Text
Email Review
Juoin Review

@ started review CR

CRUC-1616: Pro| p.ic\w Details

Description: 38809 CRUC-1616: Proper
. . polling period and resetting of
By Matt Quail inactivity period.
& summarized and Froject: FishEye
Created: 23:01

Mo summary. _
Reviewers: W Sebastian Ruiz
, ) R Erik van Zijst
‘ Erik van Zijst B Geof Crain
’ “ % changed the stat. m Peter McMeil

() commented on CI%—I—I:—:&‘I‘IH

Adding a review comment thread to your favourites

To add a review comment thread to your favourites, click the link Add Star next to the grey star icon at the
bottom of the first comment of the thread. From then on, new comments will be shown in your favourites activity

stream.

Screenshot: Adding a Review Comment Thread to Your Favourites

4
Display Preferences > 57 Filter =

Review Objectives
38809: CRUC-1616: Proper polling period and resetting of inactivity period.

©©

() Review Comments

Hicolas Venegas says:

Main fixes:

- sensible polling periods and backoff

- reset inactivlity timer when youre actively using the review
- stop polling when window loses focus

Add Star

Adding a project to your favourites

To add a project to your favourites, click the Projects tab. The Projects view appears. Here, simply click the grey
star icon that appears next to the desired project name. The star icon will turn yellow, showing that it is selected

as a favourite.
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Screenshot: Adding a Project to your Favourites

@ Projects

Repository
Antlr Light SCM ANTLR Antlr
Atlassian Hitp Library ATL-HTTP atlassian-http
Default Project CH CLOW
Bitbucket Reviews CH-EE bitbucket
Build Monitor CR-BM
Clover Eclipse Flugin CR-CEFP CLOV
Confluence Hosted CR-CH CH
Clover IDEA plugin CR-CIP CcLOV
Clover CR-CLOV CLOV-hg

Adding a person to your favourites

To add a person to your favourites, simply hold the mouse cursor over their username wherever it appears. The
User Hover menu will appear. In the User Hover menu, click Follow. This will add the person to your favourites.

Screenshot: Adding a Person to Your Favourites

t Erilc van Zijst
F 5 i

X - Erik van Zijst
4 eriki@atlassian.com

+  Follow Mare =

. Sebastian Ruiz
() repliedto ' Micolas Venegas in CR-FE-2082

Adding a changeset to your favourites

To add a changeset to your favourites, firstly open the changeset desired from the Source tab. Once the
changeset is open in Crucible, simply click the grey star icon that appears next to its name. The name appears
in the breadcrumb links at the top of the screen.

Screenshot: Adding a Changeset to Your Favourites

om * atlassian * crucible * activity * review * CoalescingActivityltemProviderBase. java

<>| CoalescingActivityltemProviderBase.java

Revisions Activity Users Reports Source

Adding afile or folder to your favourites

To add a file to your favourites, firstly open the file or folder desired, from the Source tab. Once the file or folder
is open in Crucible, simply click the grey star icon that appears next to its name. The name appears in the
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breadcrumb links at the top of the screen.

Screenshot: Adding a File or Folder to Your Favourites

com * atlassian * crucible * activity ¥ review
A L]
= review

Adding arepository to your favourites

Adding a repository to your favourites (requires FishEye), click the Source tab. The the 'Source' view appears.
Here, simply click the grey star icon that appears next to the name of the desired repository. The star icon will
turn yellow, showing that it is selected.

Screenshot: Adding a Repository to Your Favourites

Repository State Commit History (12 Months)

FE Funning

cLov Running |I||||.|I||||||||||||.I .._I...||I||I.I||||I|I|||.n

Using Keyboard Shortcuts in Crucible

To see the available shortcuts, navigate to a review in Crucible, then choose Tools > Keyboard Shortcuts.

General shortcuts

Key Function

? Opens reference list of keyboard shortcuts

escape Closes reference list of keyboard shortcuts

alt Hold down then click and drag to select source line
contents

shift + f Toggle full screen review mode

Custom navigation

Key Function

(Comma) Go to the previous element (file, comment,
defect or diff hunk depending on your current context)

(Period) Go to the next element (file, comment, defect
or diff hunk depending on your current context)

Comment navigation

Key Function

n Go to next review comment

p Go to previous review comment
shift + p Go to first review comment
shift + n Go to last review comment

I Go to next thread (skips replies)
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h Go to previous thread (skips replies)
] Go to next unread comment

[ Go to previous unread comment

r Reply to a comment

m Toggle comment read/unread status

File navigation

Key Function

i Go to the next element (file, comment, defect or diff
hunk depending on your current context)

k Go to the previous element (file, comment, defect or
diff hunk depending on your current context)

shift + k Go to first file

shift + j Go to last file

u Go to next unreviewed file

i Go to previous unreviewed file

y Set file reviewed and go to next unreviewed file
shift +y Toggle file reviewed/unreviewed status

e Expand current file

c Collapse current file

shift + e Expand all files

shift + ¢ Collapse all files

The Crucible workflow

This page provides an overview of Crucible workflows, followed by a simple example showing a code review
between two people.

On this page:

Crucible Workflow

Example workflow: Two participant code review
1. The author starts the review
2. The reviewer comments on the code
3. The author responds to the comments
4. The author closes the review

Roles
Crucible is a flexible application that caters for a wide range of team sizes and work styles. You will need to
know about the basic roles used in Crucible:

® authors: Usually the creator of the code; the person who will act on the review's outcome.

® reviewer: A participant that will comment on the source files in the review, raising points and discussion
on the work that was done.

® moderator: Usually the person who starts the review and is responsible for deciding the outcomes and
closing it. The moderator is disabled for the "agile" permission scheme to simplify workflow.

Crucible Workflow

There are a number of different ways in which you can use Crucible for code reviews. The following diagram
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shows the basic workflow that applies to most Crucible code reviews.

Diagram: Workflow for One-to-One Reviews

Reviewer(s) Author Author
Author L p comment - responds —» closes
gEates on the code to the i
the review e T the review

Need more information? Read more about the different forms of workflow in Crucible.

Next, we explore an example workflow for a two-person code review in Crucible.

Example workflow: Two participant code review

This section describes a one-to-one review involving two people. In this example, the code author wears "two
hats", acting as review creator, and code author, managing the review process as well as taking final
responsibility for closing the review. The second person is the reviewer.

1. The author starts the review

To begin, the code author sets up the review. There are a number of ways to do this, but for this example, the
author starts from the FishEye source view of the file he wants to review:

Screenshot: Opening a review from the FishEye Source view
FE / trunk
.
build.xml
Activity Revisions Users Reports Source

[& 107905 - 107905 - Changeset  Raw  Annotation Highlighting~  Columns -,
20678

Tom Davies <project name="fisheye" defanlt="cods’
Matt Quail

“ Conor MacNeill
Sek Ruiz

Conor Macleill
[E] Matt Quail
Conor MacNeill
Matt Quail
Matt Quail ‘1318

Al
|
|
[55]
m
m
=)
T
)
]
[
]
[
ot
H
A1)
=}
m
it
Fu
3
[
A1)
[
[
[
Fu
=]

<property name="jvm.level" valne="1.5"/>
<property name="source.level" valune="1.5"/>
<property name="compile.bootclasspath” location="1lilk

From the FishEye Source view, the author chooses Reviews > Create Review. If there are multiple projects, the
Select Project dialogue opens.

Screenshot: The Select Project dialogue
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Select Project for New Review

Select Project

ﬁ -

CR-BM Build Monitor
CR-CLOV Clover
CR-CEP Clover Eclipse Plugin E
CR-CIP Clover IDE4 plugin
CR-CH Confluence Hosted
CR Drefault Project
CR-FE FishEve ™

I Create Review I I Cancel I

In the Select Project dialogue, you are prompted to choose a project for this review from the drop-down list.
Once the selection is made, the author clicks Create Review. The Edit Review Details dialogue opens, where

the author can create and issue the review.

Screenshot: Creating a review in the Edit Review Details dialogue

Edit Review Details TEST-115
Project: TEST
Title: CLOV-909: fixing build. reference binding variable correctly.
Author: Andrew Lui

Reviewers - | Suggest reviewers... Allow anyone to join

Geolf Crain

Objectives: ; Please ensure you add an acceptance test to your review comments
278411: CLOV-809: fixing build. reference binding variable correctly.

Due Date:
Send Reminder: Add a reminder
Linked Review: Tink

Linked Issue: Link | link to CLOV-809

Add Content Abandon Review

om

Start Review

Done

In the Edit Review dialogue, the author enters information needed for the review. This includes entering a title
and description for the review, selecting reviewers, a due date and the key for a related JIRA issue (if any). The

project and author are pre-selected.

The author can also add more content to the review, if they wish, by clicking Add Content. See Adding content

to the review.

When finished, the author clicks Done. The review will now be created in a draft form.

Screenshot: A new Crucible review
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Files: 1

Objectives cor

Please ensure you add an acceptance test to your review comments
278411: CLOV-909: fixing build. reference binding variable correctly.

General Comments

There are no general on this review. Add a general comment.

Testing Project » TEST-115 & Edit Details B4 Share () Close £ Tools ~
CLOV-909: fixing build. reference binding variable correctly.
Under Review for a few minutes Author Reviewers
=]
%
TEST-115 AH @] v Prefs v 7 Fiter () 3m
Details Details
Objectives
General Comments Participant Role Time Spent Comments Latest Comment
= trunk m Andrew Lui Author
[2] atiassian-ide-pluginxmi Reviewer - 0% complete am
Total 3m 0

The draft review opens. In the draft stage, the author can check the contents of the review files to ensure they
are correct and put in any notes for reviewers as comments. During the draft phase, no notification emails are
sent out to reviewers. Once the author is finished with the draft phase, he clicks Start Review.

The review will now be started and a naotification email will go out to all participants. This lets them know that the
review is under way and prompts them to take action, providing a URL for direct access to the review.

2. The reviewer comments on the code

The reviewer will receive an email from Crucible with a link that they can follow to the review.

Screenshot: A Crucible review notification email

[Crucible] State changed to Review: (CR-FE-6848) FECRU-2561 RIC: Use modal dialog for RIC popup ins... &

Inbox x  eaccru x

Val Trubnikev fisheye@atlassian.com 6:28 PM (20 hours ago) -

tome [+
N CRUCIBLE

@ EECRU-2561 RIC: Use modal dialog for RIC popup instead of inline dialog.
CR-FE-6848

The state of CR-FE-6848 has been changed:

» Val Trubnikov changed it to Review

Participants

& Val Trubnikov Author
= ] .
fo Geoff Crain Reviewer

Objectives

210b6d97ee1ead62a5905b43d93b345e375bf7f: FECRU-2561 RIC: Use modal dialog for RIC popup instead
of inline dialog.

Sent by Atlassian Crucible 2.9.0-rc1

=

When the reviewer clicks the link in the notification email, the Crucible Review screen opens.

Screenshot: The Crucible Review screen
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Testing Project » TEST-115 & EditDetalls [2 Share ([) Complete % Tools ~
CLOV-909: fixing build. reference binding variable correctly.
Under Review for 38 mins Author Reviewers
3 =
TEST-115 [Ej @] v Prefsv 7 Filter () 8m
Details =] /trunk/atlassian-ide-plugin.xml < Changed View + FishEye + File Outdated~ 3|
Objectives

56453 [C] Mark as Read
General Comments (o]

Add a file comment. Click on source lines to add an iniine comment.

= trunk Nick Pellow 33805 <atlassian-ide-plugin>
[] atlassian-ide-pluginxml <project-configuration>
<servers>
<bamboo>
<server-id>afic6dac-Tc7d-4811-930d-badblefbtfce</server-id>
<name>BEAC</name>

<url>https://bamboo.extranet.atlassian.com</url>

[E]
is this the correct server? (@I
4
CJ (] Defect| Post || Keep as Draft || Discard | QuCEEo S
<use-favourites>true</use-favourites>
<bamboo2>true</bamboo2>
Nick Pellow alse</i
Nick Pelow 33805 <plans />
wichael Stuaman [EEZIN <isBamboo24>false</isBamboo24>

The Review screen displays the source files that are under review. The reviewer clicks file names to see the
code to be reviewed. As the reviewer reads the changes, they can add comments:

® Click Add a general comment (under '‘General Comments' on the Review screen) to comment on the
overall review.

® Click Add a file comment (just above the source code listing) to add a general comment about a source
code file.

® Click on any line in the source file to enter a comment there (multiple lines can be selected by clicking and
dragging).

The reviewer clicks Post to add the comment to the review.

The reviewer repeats this process for all files in the review. Reviewers can leave the session and resume it later;
their work is automatically saved.

When the reviewer has finished their code review work, they click Complete.
By default, an email is sent to participants every time a comment is posted. This is an individual setting.

Each reviewer can configure their own profiles to adjust the list of events that will trigger email
notifications.

3. The author responds to the comments

During the review process, the author can also make contributions, responding to reviewer comments and
making corrections.

Screenshot: Comment threads in Crucible

Testing Project » TEST-115 £ Edit Details 52 Share (§ Close 3 Tools ~
CLOV-909: fixing build. reference binding variable correctly.
Under Review for 41 mins Author Reviewers
5 :
TEST-115 A (@] - Prefs ~ ? Filter ) 9m
Details d ftrunk/atlassian-ide-plugin.xml < Changed 2 View ~ FishEye ~ File Cutdated ~ Pl
Objectives 56453 [ Mark as Read
General Comments o]}
Add a file comment. Click on source lines to add an inline comment.
= trunk Nick Pellow 33805 <atlassian-ide-plugin>
[] atiassian-ide-pluginxmi 2 <project-configuration>
<servers>
<bamboo>
<server-id>a67c6dac-7c7d-4811-930d-badblefbéfce</server-id>
<name>BEAC</name>

<url>https://bamboo.extranet.atlassian.come/url>

Geoff Crain says:

is this the correct server?

Beply Edit Delete

s

CJ [ "Post || keep as Draft || Discard | Quote Source

rue</ £ ites>
>t zyes,
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4. The author closes the review

When all reviewers have "Completed" their reviews, the author is notified via email. The author clicks the link in
the notification email, returning to the Review screen.

The author can then add any final comments, and click Close when finished.

This closes the review, signalling the end of work. A final email notification will be sent to the review participants,
informing them that the review is now closed. The closed review screen will load, archiving the completed review
as read-only.

Screenshot: Viewing a closed review

Testing Project » TEST-116 @ Reopen #% Tools ~
CLOV-909: Test Review for Documentation
Closed at 20:09 Author Reviewers
&
5 @
3
TEST-116 2 [#] T Peisr |V Fiter ®m
Details Details i
Objectives
Summary Participant Role Time Spent [ Latest C
General Comments <& Andrew Lui Author 18m 2 what should the HVisitorit .
; B Yes.
[E=trunk @ Reviewer - 100% complete 23m 4 (2 defects) Yes.
d atlassian-ide-plugin.xml 2 Total 41m 6 (2 defects)
Files: 1 =
Objectives
Please ensure you add an acceptance test to your review comments
278411: CLOV-909: fixing build. reference binding variable correctly.
Summary
The review was a great success.
General Comments
There are no general comments on this review.

If the author ever needs to resume work on the closed review, they can simply click Reopen when viewing this
screen. This returns the status of the review to "Open", without changing the staus of existing reviewers. Click E
dit Details to add reviewers or to change other details of the review.

Defining your workflow

This document describes several forms of Crucible Workflow in detail. Depending on the size of your team, there
are four different ways that a development team could use Crucible for code reviews. Choose the workflow
which suits your team.

Lightweight Code Commenting with Crucible (individual)
One-to-One Reviews (Agile Pair)

One-to-Many Reviews Without a Moderator (Agile Team)
Formal Group Reviews (CMM Team)

Lightweight Code Commenting with Crucible (individual)

1. Author commits new work.

2. Author creates the review, and adds comments using the easy web interface.

3. Author summarizes and closes the review, saving the code comments in Crucible's database, which is
stored outside the repository.

Diagram: Workflow for Lightweight Code Commenting
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Author

Author adds own

Author

creates ....

- comments
the review

to review

closes
review

One-to-One Reviews (Agile Pair)

Author creates the review.

Author invites reviewer to take part in the review.
Reviewer creates comments on the code.
Author responds to reviewer comments.
Follow-up comments are made if necessary.
Reviewer finishes own review process.

Author summarizes and closes the review.

NogkrowdE

Diagram: Workflow for One-to-One Reviews

. Author
Author Reviewer(s) responds

creates ——P*  comment ——P to the

the review on the code comments

Author
closes

—P e

review

For more information on one-to-one reviews, see The Crucible workflow. The workflow process in Crucible is

covered in detail within this document.

One-to-Many Reviews Without a Moderator (Agile Team)

Author creates the review.
Author invites reviewers to take part in the review.
Reviewers make comments on the code.

Reviewers complete their reviews.
Author summarizes and closes the review.

oukrwpnpE

Diagram: Workflow for One-to-Many Reviews

Author responds to reviewer comments, follow-up comments are made if necessary.

_ Author
Author Reviewer(s) responds
creates ———*  comment ——————P> to the
the review on the code comments

Author
closes
.' the

review
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Formal Group Reviews (CMM Team)

Author creates the review.

Moderator invites reviewers to take part in the review.
Reviewers make comments on the code.

Author responds to reviewer comments.

Follow-up comments are made if necessary.

Each discussion point is settled by the Moderator.
Moderator summarizes and closes the review.

NoghrowdhE

Diagram: Workflow for Formal Group Reviews

Moderator

Auther Mm?:;m Reviewers Author Lsosion summarizes
creates 5 comment responds to peints are

- reviewers to on the code —» P setfled by and closes

202050 the review ST Moderator the review

To see a simple example of how to use Crucible with two people, see The Crucible workflow.
Roles and Status Classifications

This page explains the roles and status classifications in Crucible.

® Roles in Crucible
Author
Creator/Moderator
Reviewer

® User
® Status Classifications in Crucible
Draft
Under Review
Summarized
Closed
Abandoned

Roles in Crucible

Author

The author is the person primarily responsible for acting on the outcomes of the review. In the vast majority of
cases the author will be the person who made the code change under review.

Creator/Moderator

The creator is the person who creates the review. In most cases this person will also act as moderator. The mod
erator is the person responsible for creating the review, approving the review, determining when reviewing is
finished, summarising the outcomes and closing the review. By default, the moderator is the creator. See also au
thor, the person whose changes to the code are to be reviewed.

Reviewer

A reviewer is a person assigned to review the change. Reviewers can make comments and indicate when they
have completed their review. The moderator and author are implicitly considered to be participants of the review,
but are not reviewers.
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User

A user is a person using Crucible.
Status Classifications in Crucible

Draft

Draft Reviews are not yet completed or released to the reviewers.

Under Review

Reviews Under Review are either waiting for attention by reviewers or waiting to be summarized.

Summarized

Summarized reviews are past the reviewing phase. The moderator can still add conclusions or comments.

Closed
Closed reviews are complete.

Abandoned

Abandoned reviews are 'in the trash'. Reviews must be Abandoned before they can be deleted.

See also the Glossary of terms used in Crucible.
Creating areview
This page provides an overview of how to create a review in Crucible.

More information about the stages in creating a Crucible review can be found on these pages:

Add content to the review
Choose reviewers

Perform the review

Summarise and close the review

You can also create Crucible reviews in these other ways:

Creating a review from FishEye
Creating a review from JIRA

Creating a review from a URL

Creating a Snippet Review

Creating reviews from the command line

ﬂ Note that only people with the '‘Create’ permission can create a review.
On this page:

Create a new review

Add content to the review

Edit the review details

Considerations when creating reviews

Create a new review

Within Crucible, create a new review by clicking Create review in the header. Select the project for the review (if
you have multiple projects), and click Create Review.
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Select Project for New Review

Select Project

: Testing Project i

Create Review ] [ Cancel

Add content to the review

In the 'Add Content to Review' dialog, click one of the options to choose files or changesets for review. Crucible
supports post-commit and pre-commit review types — these simply depend on the type of content you add to the
review:

® Post-commit reviews — You want code changes that have already been committed to the SCM to be
reviewed. In Crucible, you can browse and search for files or changesets in the SCM, which you then add
to the review. Crucible can suggest files that should be considered for review, based on recent activity.

® Pre-commit reviews — You want code changes that have not yet been committed to the SCM to be
reviewed. You need to create a patch file for the code changes and then, in Crucible, add the patch to the
review.

See Adding content to the review for more details.

Browse Changesets — browse for SCM changesets Add Content to Review TEST-53

angesets
nt changes for revisions to add to this review

Explore Repositories — browse for SCM files

Search for Files — or changesets, in the SCM B Eptore Repeatore ties

Suggest Files — get Crucible to suggest files

earch 1o find revisions to add to this review

Pre-commit — upload patch files ' y

Attachments — upload any type of file Py

td Upload a patch file to be reviewed - diffs of files will be extracted

Attachments
Upload 2 file to be reviewed

Note that Crucible supports iterative reviews — for both post-commit and pre-commit reviews you can update the
review with new versions of files, and changesets, created after the review was started. Crucible allows the
reviewer to see the different versions of updated files, so as to understand the changes that have been made.
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Add Content to Review TEST-53

Addto Review a5

T8 NAME

Fibes in CLOVY
= branches/

# o ~ -

¥ cloverCompilerAdapter.java

sols/ ant/ tash

REV

46083 by mstudman ¥

Click Edit Details to move to the next stage.

Edit the review details

Here you can choose a title, reviewers, objectives, due date, linked reviews and issues:

Edit Review Details TEST-54

Tite:
Dawson

Edwin Dz
Reviewers: | Enter use ow an,
B ceo
Otject r 1
@
se Dat
i Link |
[ ! |I‘_
Add Cortert | | 2at Aoview | [ Done
' - .
Once you're finished, click Done.
‘+‘_-_ Testing Project > TEST.54 & £ Is @ Start Res : Te
"X/ Quick Review for Compliance
Deaft for a few minutes Author & Moderator  Reviewers
®
| O @ BB~ e ¥ Rt ©
Details
Participant Role Time Spent Comments Latest Comment
utnor im
evew
Total im 0
) bl xmil
Objectives Fx
A spol check i
5 your review comments

Flease ensure you

General Comments

era COmMEnts o ts review, Add 3 ge

correct. Once you click Start Review, the review is live.

When the reviewers have performed their reviews, you can summarise and close the review.
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Considerations when creating reviews

Review effectiveness

Based on our own experience of over 13000 reviews, we have found that reviews with fewer files and reviewers
are more effective. We have seen effects such as:

® Time spent reviewing each file decreases as the number of files increases.
® Reviewers spend less time reviewing as the number of reviewers increases.
® Reviewers find fewer defects as the number of reviewers increases.

This suggests that reviews should be created with care to get the best value from them:

® Avoid overloading the review. Reviews should be focussed on just a few necessary files.
® Avoid overcrowding the review. Reviewers should be selected with care, and should be guided

individually on what to look for.
Crucible performance
The performance of a Crucible instance can be seriously degraded if very large reviews are created.

To prevent a user from accidentally causing this, Crucible has a limit on the review content size when creating
reviews. The limit is 800 file revisions.

Adding an entire directory's contents to a Crucible review

To add an entire directory's contents to a Crucible review, you will need to search to find all the files, for example
using "select revisions from dir /some/dir where is head and not is deleted", or similar logic.

@ 1t is currently not possible in Crucible to add all the contents of a directory to a review with one click.
Creating a review from FishEye

This page explains how to create a Crucible review from FishEye.
On this page:

1. Open the FishEye Source view
2. Create the review
3. Choose a project

1. Open the FishEye Source view

To begin, the code author sets up the review. There are other ways to do this, but for this example, the author
starts from the FishEye Source view of the file he or she wants to have reviewed.

To navigate to the Source view for a file:

1. On the Source tab, click the name for a repository.
2. Click the name of the file to be reviewed.
3. Click the Source sub-tab.

2. Create the review

To create the review:

® From the FishEye Source view, choose Reviews > Create Review.
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FE-f trunk
build.xml

Activity Revisions Users Reports Source
[& 107905 - 107905 - Changeset Raw  Annotation Highlighting~  Columns -,
Tom Davies 520618 ' <project name="fiszheye" defanlt="code'

Matt Quail
(] Conor MacNeill <!-- See https://extranet.atlassian.cos
Sek Ruiz <property name="build.release.num" value="2.4.0-M5"/>

Conor MacNeill

E] Matt Quail <property name="jvm.level" valone="1.5"/>

Conor MacNeill 57093 <property name="source.level" valuse="1.5"/>
Matt Quail <property name="compile.bootclasspath" location="1libky
Matt Quail ‘1318

3. Choose a project

In the Edit Review Details dialog, choose the project for this review, and add reviewers. Now click Start Review.

Edit Review Details TB-2

Praject: £ -

Title -I_ﬂ-" oolbox

o

Creating a review from JIRA

This page describes how to create a Crucible review directly from an issue in JIRA, the Atlassian issue-tracking
application.

JIRA must be integrated with both FishEye and Crucible before you can do this. See Linking Crucible to JIRA for
information on how to set this up.

Note that FishEye content appears on the Source tab, and Crucible content on the Reviews tab, in JIRA.
See also Creating JIRA issues from the review.
To create a review from within JIRA:

1. Goto the issue in JIRA that relates to the work to be reviewed.
2. Under 'Activity', click the Source tab.
3. Either:
a. Click Create review to create a new review for a particular changeset.
b. Click Create review for all commits to include all changesets from the JIRA issue in the new
review.
If a similar review already exists, you can add the changesets to that.
5. In Crucible, the new review is in edit mode:
® The content of the changeset becomes the content (i.e. files) to be reviewed.
® The author of the changeset becomes the author of the review, if Crucible is aware of this user.
Otherwise the creator of the review becomes the author.
® The creator of the review becomes the moderator.
® The commit log message is used as both the Title and Statement of Objective.
6. Choose Tools > Start Review, in Crucible, when you are ready.

»

The next step is to add reviewers.

Screenshot: Adding a review from within JIRA
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Activity

Al Comments Work Log = History Activity Commits Source Reviews Builds

Source changes - FishEye Create review for all 3 commits
Lukasz Pater <Ipater@atlassian.com> commitied 6266988... (5 files) 29/Mar/13 8:54 AM
Reviews: @ CR-FE-7205 Create review

SRYS-274%: update wording

FE-hg v 2.10-CRUC-2747-review-completion-wording

+ etc/disttemplate/crucible/plain/review-reminder-notification. ftl
sro/contentWEB-INF/tags/review/notifyincompleteReviewers tag
sre/contentWEB-INF/tags/review/participantAvatar.tag
sre/contentWEB-INF/tags/review/reviewDetailsParticipantRow.tag
sre/content/static/2static/script/cru/review/util js

1
+
+
+2

R a4 A

Creating a review from a URL
You can set up a URL that you can then click to create a Crucible review.

The format of your URL is as follows:

http://1 ocal host: 8060/ cru/ create?csi d=92F¥RF& epo=a¥%?F1234&csi d=%2F%2Fr epob%2F7583

The parameters are as follows:

Parameter Description Required?

csid The changeset ID. You can Yes
specify one or more, of the form
[lrepol/csid (where '%2F' is the
URL-encoded form of is /")

repo The name of your repository. Yes (unless supplied in the csid)
title The title of your new Crucible No

review.
description The description of your new No

Crucible review.

When you click the URL, you will be prompted to select the relevant projects if more than one project exists) in
which to create your review. A new draft review will then be created, including the following information:

® The content of the changeset becomes the content (i.e. files) to be reviewed.

® The author of the changeset becomes the author of the review, if Crucible is aware of this user. Otherwise
the creator of the review becomes the author.

® The creator of the review becomes the moderator.

® The commit log message is used as both the Title (unless you have explicitly defined a title in your URL)
and Statement of Objective.

All aspects of the review can be changed. To edit any of the above settings, click the title to see the 'Edit details
' screen. Or you can click the Manage Files tab.

The next step is to add reviewers.
Creating a Snippet Review

This page explains how to create a simple code review using the Crucible Snippet Review feature. Snippet
Reviews are designed to be lightweight ad-hoc code reviews.

To create a snippet review:

1. Copy the code to be reviewed from the source to your system clipboard.
2. Click Create snippet from the Create review menu in the Crucible toolbar.
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3. Enter details for the snippet review:
® Paste the code into the panel, where indicated.
® Click on Click to add title near the top to enter a title for your review. If you don't specify a title,
one will be automatically created for you.
® Select a project from Project.
® Select a programming language from Syntax Highlighting.
Click Save to create the snippet review.
Invite anyone that you want to participate in the snippet review by sending them the link to the review.
The link is the review key, just above the review title. Anyone who is allowed to view the snippet is
allowed to comment on it, and can close it.
6. Click Reply on any comments to respond.
7. Choose from the Tools menu to either close or delete the snippet review. Anyone can re-open, re-review
or close snippet reviews, however, only the creator of a snippet review can delete it.

ok

You can see your own snippets, or everyone's snippets, by choosing Reviews > Review dashboard. See Sear
ching Crucible for information about filtering snippet reviews.

Screenshots: Creating a Snippet Review (click to view larger images)

Ry s ol y Segpen - Crews Sopeet = iy
+ + Blink Java Example Review ‘ Bl
T fidie s 0 Gdtem i S L L ] 11 ¥ i rener

Frmn - + bra TostbagPispe

b T = Wi
e e | g

Step 1 Step 2

Creating reviews from the command line

You can use the Review CLI tool to create reviews in Crucible, for patches and commits, directly from your
terminal. It takes the uncommitted changes in your workspace and creates a review for them in Crucible. The
Review CLI tool may be especially useful if:

® you often create pre-commit reviews
® you want to submit a diff from an external tool for review

You can use the tool on Windows, Linux and Mac OS X, for repositories that are managed in:

Subversion
Perforce
Git
Mercurial
CVs

The tool supports Crucible 3.0, and later versions. Python 2.7 must be installed on your local machine (Python 3
is not supported).

You can use the tool to create new reviews, and to update existing reviews with new patches.
Known limitations

® The CLI tool does not yet allow you to create a review for an existing commit.

® The CLI tool takes all the files that have been modified, added or removed in the working copy and
submits those for review. It doesn't support choosing only files associated with a specific changeset.

® You can only use the CLI tool to create reviews in projects for which you already have review create perm
ission.
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On this page:

¢ [nstalling the Review CLI tool
® Python
® Using the Review CLI tool

Related pages:

® Creating a review
® Adding content to the review

Installing the Review CLI tool
Download the Review CLI tool from either of the following locations in Crucible:

® When creating a review, click Pre-commit in the 'Add Content to Review' dialog, then click Download:

Add Content to Review CR-FE-7780

Upload patch manually for pre-commit review Simplified upload with the Review CLI tool
Upload methods @ Select file from file system (max file size: 10MB) + Easlly add paiches to pre-commit reviews from your command line.
O Paste text from clipboard « Create pre-commit reviews directly from your command line.

Charset UTF-8 &

File No file chosen
The following command will update review CR-FE-7780 with any local, uncommitted
Upload changes:

Using the review CLI tool

crucible.py CR-FE-7780

PLVLILELE  Installation instructions

® Choose Profile settings from your user menu, and then Tools. Click Download:

Profile settings

Display Settings Review command line interface tool

Profile & Email
« Easily add patches to pre-commit reviews from your command line.

Authorized Applications + Create pre-commit reviews directly from your command line.

Author Mapping

Using the review CLI tool
Watches

The following command will create a new review in project CR, add all pre-committed
files to it, and invite two reviewers:

Favourites

Review settings

crucible.py CR --title "your title"” @reviewerl Ereviewer2
sV ILERI  Installation instructions

The script comes pre-configured for the user for the given SCM server.

Copy the script to a location somewhere in your system path, for greatest ease of use.
Python

Python 2.7 is required.

Linux

Python 2.7 should come with your distribution. If not, or if 2.7 isn’t installed, you will need to install the
appropriate package. Please refer to your package manager for the appropriate version.

Windows
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You can install Python by running the latest Python 2.7 Installer for Windows.

MacOS X

Python 2.7 should come with any modern version of MacOS X. You can also download Python 2.7 from http://w

ww.python.org/getit/.

Using the Review CLI tool

To create a review using the Review CLI tool, run the script from a directory under SCM control that has local,

uncommitted changes. The changes will be submitted to Crucible for review.

Call the script with the following command:

cruci bl e. py <argunents |ist>

The Review CLI syntax is consistent with that for Crucible and FishEye smart commits. Examples of syntax
usage are provided in the following table:

Action

View usage help

Create a pre-commit review
interactively

Create a pre-commit review with a

given project and title

Create a pre-commit review with
moderator and reviewers

Create a pre-commit review

anchored to a specific repository

Add a patch to a review

Create a review from diff output

Create a review from a diff file

Syntax
crucible.py --help

cruci bl e. py

crucible.py -m"the
reviewtitle" CRFE

cruci ble.py CR-FE @mtt
@oe --noderator ted

crucible.py -r repol

cruci bl e. py CR-FE-1204

hg diff |

cruci bl e. py

crucible.py -f file.diff

Adding content to the review
This page explains how to add content, such as files and changesets, to a Crucible review. The procedure

depends on whether you are setting up a post-commit or pre-commit review:

Result

Displays the help with descriptions
of all the valid commandline
arguments

Gets the patch from the current
SCM, prompts for the project and
review title, and creates a draft
review

Gets the patch from the current
SCM, creates a draft review in the
CR-FE project with the given title

Gets the patch from the current
SCM, creates a review in the
CR-FE project, adds matt and joe
as the reviewers and ted as a
moderator, starts the review

Creates a pre-commit review
interactively, trying to anchor the
patch to the given repository

Gets the patch from the current
SCM and adds it to the review
CR-FE-1204

Creates a pre-commit review
interactively, taking the output of
the first command as a patch

Creates a pre-commit review
interactively, taking the output of
the patch from the given file

® Post-commit reviews — You want code changes that have already been committed to the SCM to be
reviewed. In Crucible, you can browse and search for files or changesets in the SCM, which you then add
to the review. Crucible can suggest files that should be considered for review, based on recent activity.

® Pre-commit reviews — You want code changes that have not yet been committed to the SCM to be
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reviewed. In Crucible, you need to add patch files to a pre-commit review.
Related pages:

Creating a review
Iterative reviews
Choosing reviewers

[ ]
[ ]
[ ]
® Performing the review

Note that Crucible supports ‘iterative' reviews — for both post-commit and pre-commit reviews you can update
the review with new versions of files, and changesets, created after the review was started.

On this page:

General procedure

Selecting changesets for review

Selecting repository files for review

Searching for files to review

Adding patch files to a pre-commit review
Adding attachments to a review

Choosing the way files are added to the review

General procedure
To add content to areview:
1. Log in to FishEye/Crucible and either;

® Create a new review, as described on Creating a review, or

® Open an existing review, for which you are the creator or moderator, and click the Add Content (
) button.
2. In the 'Add Content to Review' dialog, click an option for how you wish to add content to the review, and
then follow the instructions in the relevant section below:

Post-commit reviews

Browse Changesets Allows you to choose changesets from a Source
Code Management (SCM) repository. See Selecti
ng changesets for review below.

Explore Repositories Allows you to browse for files in a SCM repository.
This option only appears when FishEye is
installed. See Selecting repository files for review
below.

Search for Files Allows you to search a SCM repository for files or
changesets. This option only appears when
FishEye is installed. See Searching for files to
review below.

Pre-commit reviews

Pre-commit Allows you to upload patch files to a review. See
Adding patch files to a pre-commit review below.

All reviews

Attachments Allows you to upload any file to a review, including
binary files and files outside of a SCM repository.
See Adding attachments to a review below.

3. Click Done to save your changes, without starting the review.

Selecting changesets for review

Click Browse Changesets in the 'Add Content to Review' dialog to add SCM changesets to your review.
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By default, Crucible presents a list of the author's changesets in reverse chronological order. You can see other
changesets by changing the options at the top of the dialog:

Repository A list of the repositories that contain the files that can
be reviewed. If the repository you require is not in the
list then it has not been added to FishEye. Please
contact your Crucible/FishEye administrator.

Author A list of all the authors who have made changes
within the repository. When creating a review, this will
default if possible to the username of the user
authoring this review and will therefore show their
changesets.

Branch This will only show files and recent changes on that
branch from the repository set above.

Commit message Filter for specific commit messages.

Add to Review as Choose the form of the review. See Choosing the
way files are added to the review below.

Scroll to changeset Allows you to jump to a particular change set by
entering its title and pressing Enter.

Select the checkbox next to a changeset ID to add the entire changeset. Note that:

® You cannot add individual file revisions to a review, although you can remove them once the changeset is
added. Click Remove all revisions from review to remove all.

® You cannot add changesets that are entirely svnprops changes (i.e. it has no non-metadata changes).
For details, see How do | force reviews to include SVN property changes?

Add Content to Review TEST-323

Repository:  atlassian - Author: -

Branch: - Commit message:

Add to Review as: |_Diffs * Remave all revisions from review

( Apply. )

Sunday 20 Mar 2011

=) Matthew Watson 9:22 pm
? E1 40930 added 1 file ¥ trunk ® FOUR-24
Moved to atlassian account on bitbucket

=) B 40929 added 1 file ¥ trunk ® FOUR-24 9:21 pm
Moved to atlassian account on bitbucket

v

= El 40928 added 1 file ¥ trunk 9:18 pm
Moved to atlassian account on bitbucket

a El 40927 added 1 file ¥ trunk 9:18 pm
Moved to atlassian account on bitbucket

a El 40926 added 1 file ¥ trunk 756 pm
Moved to atlassian account on bitbucket

o Bl 40925 changed 1 file ¥ trunk 7:51 pm

Moved to atlassian account on bitbucket

5 N e N N N
Add More Content Edit Details ) Abandon Review ) Start Review ) Done )

Selecting repository files for review

Click Explore Repositories on the 'Add Content to Review' dialog to browse the SCM repositories for files to
add to your review:

® By default, the folders are sorted by path name but they can also be sorted by last-commit or first-commit.
® To select a particular revision of a file, select Load full history... from the revision number list. This will
refresh the available options in the list.

Note that:

®* Empty folders are greyed out.
® The 'Cog' menu has options to Hide empty directories and to Hide deleted files.
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Add Content to Review TEST-323

Repository: atlassian -
Add to Review as: [ Diffs % Remove all revisions from review
FiIes%‘lﬁE!ﬁsian /
[ branches, NAME REV
B chat/ st/ ¥ admin.vm (139123 by jhatherly %)
Es main/ ||[®  config.vm (139123 by jhatherly (%)
= Java/ com/ atlassian/ cruciblechatnoti |
[ resources/ templates/ |
[ test/ |
[ crucible-plugin-archetype/trunk/src/
3 crucible-plugin-archetype-test/
[ crucible-plugin-base/
[ crucible-plugin-test-resources/
[ defect2subtask/ trunk/
[ examples/ |
[ gadget-tutorial/ trunk/
[ ical-duedates/
3 jira-blockers-report, |
[ rest-service-tutorial/ trunk/ |
[ review-creator/
[ sudo/trunk/
(3 tags/
3 trunk/src/ j
[ review-coverage-raport/ vy
o fisheye/ -

) i ils) iewd) iew) D)
(Add More Content ) [ Edit Details )  ( Abandon Review ) [ Start Review ) ( Done )

Searching for files to review

Click Search for Files on the '‘Add Content to Review' dialog to search for files to add to your review.
I Search is only available when using FishEye with Crucible.

Adjust the search filters to find the files you need. If the simple filters are not enough, consider using EyeQL
gueries.

Read more about searching your repositories in the FishEye documentation.

Add Content to Review TEST-323

Repository:  atlassian -

Add to Review as: | Diffs 3 Remove all revisions from review

Search in atlassian/

Search Criteria | Search Results 2.3 4 5 6 7 '
Swich 1o Advanced Search

O Search all directories Add revisions on this page | Add all 2439 revisions

@ Only most recent versions

Comment: — 1 by admin (7 years and 5 months ago) | show diffs

Contents: Initial Layout

Added text: -

Deleted 0 1 @ @ (+0) new

text: 15892 by sleberrigaud (5 years ago) | show diffs

Flle name: (Use Ant-globs ) Creating the Crucible dir on public

(sera) | O crucible 15892 @ & (+0) new

Author, Tags, Branch, Date, and 15893 by sleberrigaud (5 years ago) | show diffs
maore [ show] Creating the Crucible plugins dir on public
O crucible/plugins 15893 ® & (+0) new
15894 by sleberrigaud (5 years ago) | show diffs
Creating the Crucible plugin test reources dir on public
O crucible/plugins/crucible-plugin-test-resources 15894 @ & (+0) new
15896 by sleberrigaud (5 years ago) | show diffs
Creating the tags directory

Add More Content Edit Details)  (‘Abandon Review) (StartReview) (Done)

Adding patch files to a pre-commit review

Click Pre-commit on the 'Add Content to Review' dialog to add previously created patch files to a
pre-commit review.

Choose an upload method:

Select file from the file system Charset — click the edit icon (£) to choose the
character set being used. UTF-8 is the default.

Choose File — click to to browse for the file that you
want to add to the review.

Paste text from clipboard Patch text — paste your copied text in this text area.
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For more information see Creating patch files for pre-commit reviews.

Add Content to Review TEST-400

Upload patch manually for pre-commit review

Upload methods @ Select file from file system (max file size: 10MB)
() Paste text from clipboard

Charset UTF-8 &

File {cChoase File ) Mo file chosen

Upload

Patch anchoring

A short-coming of patches for code review is the reduced context around code changes because the patch does
not include all lines of code from the file. Crucible 'patch anchoring' overcomes this by searching for the relevant
file content in the connected repositories, and automatically anchoring the patch to the trunk or the branch with
the most recent commit activity. Crucible can then seamlessly display more context, as required.

See Using Crucible patch anchoring for more information.

Adding attachments to a review

Click Attachments on the 'Add Content to Review' dialog to add attachments to your review.

You can attach additional files to be used in the review, including binary files, images or code files that are not
stored in a version control repository.

Charset Click to choose the character set being used. UTF-8 i
s the default.

Choose File Browse for a file that you want to add to the review.

Upload Browse for a file that you want to use as the base of

a diff with a previously attached file.

To add another iteration of a file, upload a different version of the file with the same filename. It will be added as
a new version.
Add Content to Review TEST-323

Charset: UTF-8
File (max (chaose File ) No file chosen
10MB):

Upload another file as the base of a diff

(upload )

Existing Attachments:

# Edge.java (1) pwatson

( Y (Edi is) [ iew) ([ iew) (1 D)
{ Add More Content ( Edit Details ( Abandon Review ( Start Review ( Done

Choosing the way files are added to the review

When adding files to a review, you can set the form of review taking place in the Add to Review as list:
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Diffs This is the default. This allows you to add multiple
revisions of a file to one review and compare them
in-review, in context with the change history.

Whole Files Adds the entire file with all content, rather than just a
diff with context.

Diffs to Last Branch Point This adds files with a diff to the revision each file was
last branched.

Diffs to Last Reviewed Version This adds files with a diff to the last reviewed
changeset.
Diffs to... (a particular revision) This allows you to specify the file to show the

differences between two specific versions of a file.

Click Done once you have finished selecting the required files. The files will be added to your review and the
review will be displayed.

lterative reviews

Crucible supports iterative (cumulative, or incremental) reviews for both post-commit and pre-commit reviews.
This allows you to update the review with new versions of files, and changesets (for post-commit reviews) or
patches (for pre-commit reviews) that have been created after the review was started.

Iterative reviews allow your team to discuss changing code in the context of a single review. This lets the
reviewers see all the related changes together, and to more easily keep track of comments and defects.

On this page:

® |[terative post-commit reviews
® |[terative pre-commit reviews
® |[nitial patch upload
® |terative patch uploads
® Viewing diffs

Iterative post-commit reviews

To set up an iterative post-commit review, you create a review, and add content to it, in the usual way. Crucible
automatically recognises when files under review have been updated in the repository, and provides the option
to add the revision to the review.

[#] /test/. .. /rest/RepositoryadminResourceTest.java < Changed| 2(2) View~  FishEye~  File Qutdated +

7446001  824cf33 9642255  fd77laa
O O

Add a file comment. Click on source lines to add an inline comment. C h a n ge d ﬂ a g

¥ Lukasz Pater 3f7acc import com.atlassian.crucible.spi.rpc.RestServiceTestBase;
import com.atlassian.crucible.spi.services.oOperation;
import com.atlassian.fecrurestplugin.common.admin.RepositoryadminrResource;

AY  Maciej Swinarski 6 |import com.atlassian.fecrurestplugin.common.data.BasicRepositorybata;
Lukasz Pater ffda5c6 import com.atlassian.fecrurestplugin.fisheye.data.RepositoryIndexingData;
Lukasz Pater 8fc7308 impert com.atlassian.fecrurestplugin.util.idminTokenInterceptor;

Lukasz Pater 2241862 import com.atlassian.fecrurestplugin.util.ErrorBody;

Maciej Swinarski [RlErrty

b
€«

10 |import com.atlassian.fisheye.spi.admin.data.pefaultRepositoryoptions;
11 |import com.atlassian.fisheye.spi.admin.data.DefaultUpdate0options;
12 | import com.atlassian.fisheye.spi.admin.data.FolledupdateOptions;

Macie] Swinarski [GEEHEX] 13 | import com.atlassian.fisheye.spi.admin.data.RepositoryData;
Lukasz Pater ffdabct import com.atlassian.fisheye.spi.admin.data.RepositoryIndexingStatus;
AY Maciej Swinarski 15 | import com.atlassian.fisheye.spi.admin.services.RepositoryConfigException;
Lukasz Pater 3f7ecc impert com.atlassian.fisheye.spi.data.RepositoryDataFE;
Lukasz Pater d42212a import com.atlassian.fisheye.test.data.TestRepository;
Lukasz Pater 3f7acc impeort com.atlassian.fisheye.test.data.TestUser;

See Viewing diffs below for information about the slider and diffs.

Iterative pre-commit reviews

Pre-commit reviews make use of patch files that are uploaded to a review. Crucible allows revisions of patch
files to be uploaded to the review, and can display diffs for files in the patches. This allows your team to set up
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and perform iterative pre-commit reviews.

See Creating patch files for pre-commit reviews.

Initial patch upload

When uploading the initial patch for a review, Crucible must be able to anchor the patch to a repository if you
subsequently want to upload patch iterations. If Crucible is unable to anchor the patch to a repository, you will
only be able to upload the patches as separate files.

You upload the initial patch for a review in the usual way — see Adding content to the review.

Iterative patch uploads

When you add a new iteration of the patch to the review, you can choose which previously uploaded patch it is a
revision of. The new patch must be anchored to the same repository as an existing patch.

Note that you cannot add unanchored patches, even if they include full-context diffs. You can include an
unanchored file in the anchored patch, however Crucible is unable to provide full context for that.

Add Content to Review CR-10

Upload patch manually for pre-commit review
Upload methods @ Select file from file system (max file size: 10MB)

() Paste text from clipboard
Charset UTF-8 &

File | choose File | Mo file chosen

Upload

Existing patches in CR-10
CR-10-patch-0.txt (8 minutes ago) - 2 iterations
v ¥ cR-10-patch-0.txt: (anchored to svnsamplet /)

™ trunksfile

™ trunk/copied-and-modified

i trunk/to-be-modified

a trunk/moved-and-modified

a trunkfto-be-moved-and-modified

™ trunk/copied-and-modifie2

™ trunk/added

™ trunk/to-be-removed

™ nainlinesfoo

» @ GR-10-patch-1.txt: (anchored to svnsample - /)

Viewing diffs

Crucible allows the reviewer to see the different revisions of a file within the same review. The 'slider" in the file
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view allows you to interactively select which revisions are compared in the displayed diff, and to see the full
source content. Comments are connected to, and displayed with, a specific revision. This allows you to review
every change that has occurred on a code file over a given range of commits, and lets you see the evolution of
the file through various revisions (all within one Crucible review).

These screenshots show how, for a post-commit review, you can drag the slider 'handles’ so as to display just
the changes in the last commit:

|<_>-|.-“_es‘_.-’....-*:es:.-*Repcsitcry&dminRescurceTest.java Changed 2 (2)
T446c0f 824cf33 8642255 fd?gaa

|<_;|.-“_es‘_.-’....-*:es:.-*Repcsitcry&dminRescurceTest.java Changed 2 (2)
T446c0f 824133 9642255 fd771aa

Drag the 'handles' to the same commit to see the full source of that version of the file.

When viewing patch files in a pre-commit review, the slider displays the diff for the selected iterations, in a
similar way to that for post-commit reviews. Each patch iteration is referred to as a 'working copy'.

L | /README < Changed & 2(1)

Se3422a wnrkinﬁ copy

Creating patch files for pre-commit reviews

This page describes how to create patch files from your local repository, how to attach them to a Crucible review
and how to use Crucible's Patch Anchoring to retrieve more context from the original file.

A patch file is a portion of a source code file that contains the code changes that you have made — it's a diff that
shows the differences between your working copy and the base revision.

A pre-commit review in Crucible allows a developer's code changes, in the form of a patch file, to be reviewed
before those changes are committed to the SCM. A typical scenario is where the developer does not have write
access to the repository.The developer creates the patch file and adds it to a Crucible review. Once reviewed,
the patch is either committed to the repository or is sent back to the author.

You can create the patch file from your local repository:

® using tools in your IDE — described below
® using repository command-line tools
® using the Crucible Review CLI tool — see Creating reviews from the command line

1 To create a patch in Perforce, you must ensure you have set P4DIFF to point to a GNU-compatible diff
program.
As an enhancement, Crucible's patch anchoring adds context:

* By default, patch files will only show a few lines of code surrounding each change, rather than the
entire file and its changes. This feature overcomes this limitation.
* Note however that anchoring is done as an afterthought, and can be reverted.
On this page:

Creating a patch file from IntelliJ IDEA 7.0

1. Select a parent folder, sub-folder or file that you have altered, in the Project tool window.
2. Select Version Control > Create Patch:
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Create Patch E|
i 2 ﬁ @ HE % Change list:
Changed Files Surmmary
=+ [ =5 FishEye (2 Ffiles) Files  sShown  Incloded
él— [¥] = Cihal_EdiSwM checkouts\fisheyveiter ation2isrclcontentWEB-INF (2 fil=s )
- Modified: 2 2
[ = classes (1 fil=)
[# = ispladmin (2 Fil=) -
Deleted: i} i}
L ¥ [ addadvancedinker. jsp -
Total: 2 2
Before Commit
[] ©ptimize imparks

[] Reformat code

Comrnent
— [+] Perform code analysis for affected files

FE-176: Fdasd kahsdk kahdk asdk hasdkh

[ Create Patch, .. H Cancel

3. Click Create Patch, choose a location to save the patch file to, and click OK.
If you do not have the Create Patch command available in IDEA

If you have not configured version control in IDEA, you may not have the Create Patch option available. If so,
use the following steps to create a patch file in IDEA:

1. Select a parent folder, sub-folder or file that you have altered in the Project tool window, right-click it and
choose Local History > Show History.

C:fal_Ed/SYN checkouts/fisheyefiteration2/src/co. .. E'

Maodified Added I Deleted

S Revert

& @
29 83 | @) M
Date Rey
4/03/03 15:36 Praject of % Show Changes On K

15/01/08 09:00 m () Help -

2. In the Local History view, right-click the revision number, and choose Create Patch.
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Create Patch f5__<
[

=Ly SN T 51 F oS chieckoutsifisheyeliter ation2ilocal_history.patch

[] Reverse patch

[ oK “ Cancel ]

3. In the Create Patch dialog, choose a location for the patch file and a file name, then click OK.

Creating a patch file in Eclipse 3.3.1.1

1. Find the parent folder, sub-folder or file that you have altered, right-click it and choose Team > Create
Patch.

& Java - Animal Guessing Game/guessing_game. html - Eclipse Platform

File Edit Source Refactor Mawvigate Search Project Run Window  Help
5~ E -0 EHEE @O i
ED Synchronize with Repository
£:5 Package Explar &3 'Eg Hierarchy = O m HelloitorldEUTL java A Commit...

@ BS & Y| shuml> i Update
<headr<title> i/
<ACRTPT lanca

& Create Patch...

=Tz Animal Guessing Garne [myproject ftrunk]

';ﬁ M » apply Patch...
[} README.T; _ _
=2 Hello Warld L Cipen E3 L= Show in Resource Histary 1
Cipen With v | 5%, Show Annotation
i 3
Show In AlE-+ShifE -+ G} Show Properties
=] Copy Chrl+C @' Set Property. ..
add Kewvwords. .
‘-'.'.
[[£ Paste Chrl4y
¥ Delete Delete
il Lock
Build Path » TF' Branch/Tag...
Refactor Alt+Shift+T k| EBL Swikch,..,
gl
£ Import... w erge
Show Local Hiskory
7 Export...
=y Copy...
.;;éh Refrash F5
. . Efi Export...
Assign Working Sets. .,
YWalidate
Run As p| 5 Rewert..,
Debug As *
Team 3

2. In the Create Patch window, choose a location on your computer and type an appropriate file name (the
file format is plain text):

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for Crucible 3.1

& Create Patch |Z|®
|

Run and save S¥YN diff results in a file
The resulks of the SYM diff command can be used as an input file For the Apply Patch wizard, ==
+
W=
{)5ave To Clipboard
(%) Save In File System

| cilal_edipatchl23.bxt | [ Browse. .,

() Save In Workspace

Select a folder then type in the file name:

=
-

File name:

() Mext = ] [ Finish l [ Cancel

Creating a patch file from the command line

Use the following commands to create patch files from the respective SCMs. pat ch. t xt represents your name
for the new patch file.

SCM Command Notes

CVS cvs diff -Nu > patch. txt Creates a patch file with around
three lines of code, before and
after each change.

Revision information is included by
default, so if you have FishEye,
you may be able to anchor the
patch to get full context.

Creates a patch file that shows all
cvs diff -N -U 10000 > code in the file.

pat ch. t xt
10000 refers to the number of

code lines before and after each
change that are included in the
patch.
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SVN

Perforce

svn diff > patch.txt

svn diff --diff-cmd diff
-x "-U 10000" > patch.txt

p4 diff -dcu > patch.txt

89

Creates a patch file with around
three lines of code, before and
after each change.

Revision information is included by
default, so if you have FishEye,
you may be able to anchor the
patch to get full context.

I svn di ff does not print any
information about files copied in
the workspace.

Creates a patch file that shows all
code in the file.

® The built-in diff feature in svn
di ff does not support
specifying lines of context, so
you must tell Subversion to
use an external diff command.

® The second di ff inthe
command needs to be the
name of your external diff
command. You might need to
specify the full path to that
command, such as/ usr/ bi n
/diff.

® On the Windows platform, you
may need a Unix-like emulator
such as Cygwin, and install the
optional diff command for that.

Creates a patch file with around
three lines of code, before and
after each change.

Revision information is included by
default, so if you have FishEye,
you may be able to anchor the
patch to get full context.

The - dcu option provides a
combination of "context format"
and "unified format". It provides
the diff in a standard unified diff
format (which we need to parse
the diff) as well as revision
information (which we need to
anchor to FishEye).

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
http://www.cygwin.com/

Documentation for Crucible 3.1 90

diff -u /dev/null Example of using GNU di ff to ap
path_to_added_file >> pend files individually to the patch i
pat ch. t xt n UNIX.

Since Perforce diffs do not include
added and deleted files, you
should use p4 opened to find
such files.

Replace path_t o_added _file
with the actual path of your added
file. You can follow a similar
procedure with deleted files using
p4 print to extract the previous
version of the file.

I Perforce does not directly support creating patches that include all
lines of code. A workaround is to check out 'before’ and 'after' versions
of the file, and use GNU Diff to create a patch between the two files.
That file could then be loaded into a Crucible review.

Mercurial hg di ff > patch. txt Creates a patch file with around
three lines of code, before and
after each change.

Revision information is included
by default, so if you have
FishEye, you may be able to
anchor the patch to get full
context.

If you use Git-style diffs (--git), the
revision information will not be
provided. This means that we
cannot anchor the patch to a
FishEye repository.

Git git diff > patch.txt Creates a patch file with around
three lines of code, before and
after each change.

Revision information is included by
default, so if you have FishEye,
you may be able to anchor the
patch to get full context.

Using Crucible patch anchoring to automatically add full context

Crucible's Patch Anchoring feature allows you to add a regular patch (showing only a few lines of context) to a
review. Then, Crucible will automatically search for the relevant file content in the connected repositories. When
it finds the files, it will seamlessly add in more context from the files so that you can view all of the lines of code
(greatly enhancing the review process).

To use patch anchoring:

1. Click Create review in the Crucible header.

2. Click Pre-commit. In the dialog that appears, click Choose File to locate your file, then Upload. Crucible
will now search for matches in the files in its database. Crucible will analyse all the paths in the patch, find
the branches containing all those paths, then anchor the patch to the trunk or the branch with the most
recent commit activity.

ﬂ Crucible makes a 'best guess' in its processing — you should check that it has anchored the patch to the
correct location in your repository.
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® You can click Edit to change the anchoring, by choosing a new match or removing the anchor. You can
change the anchoring later, after the review is live.

® Start the review. When viewing the diffs, you will be able to choose more than three lines of context from
the View menu.

Screenshot: Crucible Patch Anchoring
Add Content to Review TEST-56

Upload Method: @ select file from file system (max file size: 10MB)
O paste text from clipboard
Charset; US-ASCII

File: | " Browse_

Existing Patch Files:

™ CRUC-2777__Ul_to_anchoring_patches.pat

g srofjavalcom/cenqualcruciblefactionsicreate/A
sro/contentWEB-INFjspicruciblefcreatelanchorPatchResp jsp

™ srofjavalcomicenqgualcrucible/actionsi/create/AnchorP atchAction java
sro/contentWEB-INFfjspicruciblefcreatelcreate_selectPatch.jspf
srofjavalcomicengualcruciblefiew/PatchDO java
srofjavalcom/cenqualcruciblefrevision/source/PatchSource. java
sro/contentWWEB-INF/classeshwork-crucible.xml

Add Mare Cortert ] [ Edit Details ] [ Abandon Review ] [ Start Review ] [ Done ]

Screenshot: Editing the settings for Patch Anchoring

Author & Moderator Reviewers

[ [+] @ [l 3 ~ Prefs~ 7 Fiter (9 2m

Details
Participant Role Time Spent Comments
Edwin Dawson Author & Moderator 2m
. Geoff Crain Reviewer - 0% complete
Total 2m 0
Files: 7
Patches:
CRUC-2¥77 Ul to anchoring patches.patch: fanchored fo| FE

|trunk h |,I Cancel | Remove Anchar

Objectives cuit

Flease ensure you add an acceptance test to your review comments
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Screenshot: Viewing more than three lines with Patch Anchoring

@ ~  Prefs~ % Fiter () 8m
|£| fsrc/content/.../classes/xwork-crucible.xml Changed

49400 working copy o Context

151 151 3Lines

152 152 <action name="edit-patch' class="com 20 Lines te.A

153 153 <interceptor-ref name="[ilellgls

154 154 <param name="n:axin:1.u|:Size 4 1m£‘E5

155 155 </interceptor-ref> Full Context

156 154 <interceptor-ref name="noValida

157 157 <result name="success' type="di Show All Whitespace &/ Cr|

158 158 <result name="successRedirect’ 1/ed

159 159 </result> " Hide Insignificant Whitespace

160 1a&0 <result name="error' type="disp Hide All Whitespace Crea

161 1g1 <result name="AccessError' type; cibl

162 162 </faction> + Ignore Blank Lines

Y 1a4d <action name="anchor-patch' class=" " Unified Diff reate
165 <result name="success' type="di e/cr
186 <result name="error' type="disp Side by Side Diff crea
1&7 <faction> e
168
S 164 1a9 <action name="edit-uplead' class="com.cengua.crucible.actions.create.
165 170 <interceptor-ref name="filelUplcad' >
168 171 <param name="maximumSize'>10485780</param>

Choosing reviewers

This page explains how to add reviewers to a new review, after it has been created.
See Creating a review for information about creating reviews.

On this page:

Entering basic information
Adding and removing reviewers
® Adding users to a review
® Suggested reviewers
® |nviting unregistered users to the review
® Removing reviewers
Checking the draft and starting the review
® Next steps

Entering basic information

Once a review has been created, the Edit Review dialog opens:
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Edit Review Details TEST-164

Project: TEST

de: TEST: Please create multiple comments and threads on this review

Autheor: Seb Ruiz Moderator: Seb Ruiz

Raviewers: * | Suggest Favewers.. 8 Allow anyone fo join

. Beendan Humpheays Geoll Crain

!' Hick Peliow ? Matthew Walsan

Fiease onsuse you add an acosplance test I YOUT Meview comments

Dua Date

Linked Review

Add Content “Dane |

In the Edit Review dialog, the author enters information needed for the review. This includes entering a title and
description for the review, a due date and the key for a related JIRA issue (if any). The project, moderator and
author are pre-selected (for this example, the author should select himself as a moderator.

You must also select reviewers.

Adding and removing reviewers

Before a review can be issued to reviewers, you must decide who can review it. When adding reviewers, you
can add registered users immediately. The usernames will auto-complete, showing partial matches before you
finish typing. You can quickly select one of the matches shown with the keyboard arrow keys, pressing Enter or
Tab to add them to the review.

In addition, you can easily invite external users who do not yet have accounts in Crucible to take part by typing
their email address into the Reviewers field.

Adding users to a review

Select users by typing names into the text field under Reviewers. Crucible will show a list of matches. Press
Enter to select one after each entry.

Clicking Done will save the review as a draft for later issue.

You can also decide to allow any registered user to add themselves as a reviewer in the review. To enable this
option, select Allow anyone to join.

Suggested reviewers

Crucible will automatically suggest reviewers, by analysing the users that have contributed to the files you've
selected and also don't have a lot of open reviews. You can easily pick reviewers from the list of suggestions by
clicking.

Inviting unregistered users to the review
You can invite users who don't have a Crucible account to join a review.

I There are two prerequisites:

1. FishEye's SMTP server must be configured and capable of sending email.
2. The setting Public Signup must be set to ON. Go to the Admin area and click on Authentication,
under 'Security Settings', and look in the 'Built-in' section.
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To invite an external user to a review:

1. Create a new review.

2. On the Create New Review screen, simply type the user's email address into the Reviewers field, then
press Enter to select.

3. Click Save to save the draft review. The users are not sent any information at this time.

4. When you click Start Review, this is when all email invites and notifications are sent out.

5. The external user will receive an email address from the Crucible server, containing a special URL that
they can visit.

6. When the user loads the URL they received via email, they are taken to a special Crucible log in screen.
On this screen, the user can create a new account that will be linked to the current email address. (If they
already have a Crucible account under another address, they can simply sign-in with that username and
password.)

7. When the user has successfully created a Crucible account, they will be able to access the review(s)
associated with their email address and take part.

ﬂ You can enter multiple addresses separated by commas, allowing you to paste in a list of email addresses
from your favourite email application.

When finished, the author clicks Save. The review will now be created in a draft form.
Removing reviewers
You can remove reviewers who no longer need to contribute to the review.
Click Edit Details to open the 'Edit Review Details' screen, hover over the reviewer's name, and click the cross.
Edit Review Details TEST-324
Project: TEST

e Imaven-release-plugin] prepare for next development

Author: Paul Watson

Reviewers: || Suggest reviewers. .. M Allow anyone to join
Nathan Pye
& James Dumay ) /

Objectives: Please ensure you add an acceptance test to your review comments

Checking the draft and starting the review

The draft review opens. In the draft stage, the author can check the contents of the review files to ensure they
are correct and put in any notes for reviewers as comments. During the draft phase, no notification email is sent
out to reviewers. Once the author is finished with the draft phase, he clicks Start Review.

The review will now be started and notification email will go out to all participants. Crucible will now send out an
email natification to all the participants. This lets them know that the review is under way and prompts them to
take action, providing a URL for direct access to the review. (You can also subscribe to an RSS feed.)

Screenshot: A newly created Crucible review
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~
B OO resT- 164 TEST: Mease ¢

€ 3 C [ hiips/ extranetatlassian.com,cruc
DR~
Dashboard  Sowce | »  Prowects |+ People | v Reviews |+

72k Testing Project . TEST-164
“.Y./ TEST:Please create multiple comments and threads on this review

Under Rewview for O hours Autor & Modersior Reviewss
== iHms

TEST-164 23(11) FEE B BB~ Puese % Fie
Do Datalls
mments 4 (2) Participant Role Time Spent Comments Latest Comment

. Sab Ay Auor & Moderstor T B (1 detect)

5 contentWER-INF

it G Raviewer - 100% comgilete o Sk sing sAmMed vet,

- Erengan Humpheays Raviewar - 2% complets 9 moved 1o an i

B ik peacw Raviewer - 17% compisss - t & o IAlce Wt hvs ArnanPy

§ tashen Watson Roviewer - 0% complats
reposionFinderRiesp isp 3 (1) —
i saarch Total 23 (1 defect)

A search jsp 9 (8)
B javacom Flles: 7
2 AAEsIAnNsheYR QuiCkseAChACIon
| DuickSaarehaction java Objectives fu
s canqua Please ansure you add 80 BCODIANGS WA YO fiview cOmments

B crusible/actensiseanchisjas
General

i Laays Seb Fuiz says:

This work was 0one DeCAUse Cruchbie [S0N Ackoms Should not De used in fisheye pages
e Begly Edt

+ Fieg BrAJAXALION jBvE

Sab Rz says
tha problem is that the urks will 404 on FE only instances

Haply Edil Coloin

- el

Next steps

You can now begin Performing the review.
If you have a moderator controlling your review process, you can move onto Starting a review.

Performing the review
This page describes how to find and manage the Crucible reviews that relate to you.
On this page:

Browse your reviews on the Dashboard
Browse all reviews on the 'Reviews' tab
When files change during a review
Next steps

(D Deciding what needs to be reviewed
The 'Statement of Objective' is a brief description of what the review is intended to achieve. Crucible
does not dictate how or what to review. It simply provides a mechanism to record comments.

Browse your reviews on the Dashboard

When you first start Crucible, the Dashboard is displayed, which shows your current reviews and other activity
related to you.

Use the Dashboard to manage your reviews. Read the overview on filtering your view.

Active reviews are listed on each reviewer's dashboard under the default To Review filter. Reviews are listed
under Out for Review until all reviewers indicate they are complete. The reviews then move to the To
Summarize list.

Read more about using the Dashboard.

Browse all reviews on the 'Reviews' tab

All reviews that involve you in any role are listed when you click Inbox or Outbox under the Reviews menu. For
example, choose Reviews > Inbox to see reviews that don't require further action from you, but are still active.

If email notifications are enabled (see SMTP settings in the FishEye documentation), reviewers will receive an
email with information about the review. Click the link within the email to go directly to the review.
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When files change during a review

If a file in the repository changes during a review, Crucible will visually alert you by showing the File Outdated m
enu, when viewing the file:

@ FishEye » CR-FE-3238 ©® Join Review 2% Tools =
./ CRUC-3180: Clean up User Preferences dialog
Closed on 24 Mar Author Reviewers
CRFE-3238 44 F O 8 FBR - eese ¥ oFie
() ferunkisre/ .. . /ysp/profilefauthorzapping.jap {Changed| 3 View~r :-:;htrs_-- |
45040 5624
r -4 m
et <tabl - le" cellspacing="0">

From the File Outdated menu, you can choose to view the latest revision of the updated file, or add the latest
revision to the review:

Screenshot: 'File Outdated' menu

Changed| 3 View~ FishEye =
48040

le class="dialog-table" cellspacing="0">

Next steps

Starting a review

Adding comments

Changeset discussions

Flagging defects

Creating JIRA issues from the review
Viewing reports

Completing your review

Sending a review's comments via Email
Using the Review History Dialog
Using RSS feeds in Crucible

Using Wiki Markup in Crucible
Tracking Crucible Review Metrics

Starting a review

On this page:

® Starting a review
® Editing a review once started

Starting a review
Starting a review simply means formally starting it and inviting people to take part.

Once you have selected the reviewers, the next stage is to notify the reviewers and the author (if different to the
moderator) that they can start reviewing. The review has been in 'Draft' state until this point. Only the moderator
has the permission to start a review.

To start the review:

® |f you are the moderator of the review, click Start Review.
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® [f you are not the moderator of your review, click Send to Moderator. This changes the state to 'Requires
Approval' and notifies the moderator. The moderator can change any aspect of the review before starting
it.

Once the review has been started, the review state becomes 'Under Review'.

Screenshot: Starting a Review

TEST-27 test C—
Draft Author & Moderator, Rosie Jameson & Edit Review [DECEUESENEM £ Tools ~
Draft for: 4 seconds Display Preferences ~ ?Filterv

Comments: 1
Review Objectives

ST documentation testing

C,) Review Comments 1

DI

ﬂ Note that only people with the 'Approve’ permission can start a review.

Editing a review once started
You can quickly add files to, or remove files from, the content of a review at any time:

® Add files to a review by clicking the 'Add content' button.
®* Remove files by clicking the 'Edit' button in the left navigation panel, then clicking the red cross icons
beside files to be removed.

You can edit all the details of a review, including the content, by clicking Edit Details near the top right of the
review.

Screenshot: Launching Edit Mode

Testing Project »* TEST-54
Quick Review for Compliance

Under Review for 30 hours Author & Moderator Reviewers

TEST-54 & BB

Details |Edit the content in this review h
Qbjectives
General Comments Participant

B> trunk Edwin Dawson
Frun

] build.xmi . Geoff Crain

Screenshot: Crucible Edit Mode for Review Content
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Testing Project * TEST-54
Quick Review for Compliance

Under Review for 30 hours Auth

TEST-54 [ [#] (@

This review is in edit mode D

Here you can edit files already in your review
# Clickthe red %'s to remove files and revisions
# Clickthe "Add Revisions' menu item in a file's

toolbar to add newer (or alder) revisions

Details
Ohjectives
General Comments

[=trunk
|<_;| build.xml x

Adding comments
Comments can be added at the level of a review, revision, or line. You can also reply to a comment.
On this page:

® Locating existing comments
® Adding comments
® Draft comments

Locating existing comments

The number beside a filename, in the left-hand panel of a review, indicates the number of comments on that file.

(The number of unread comments, if any, is shown in brackets.)

Screenshot: Comments
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CR-CLOV-136 Test Review for Documentation

[E= corersrefcomicengualcl

|_;| Branchinfo.java

|_;| ClassInfo.java

|_;| Elementinfo.java 4 7 _

*| Methodinfo.java
|£| StatementInfo.java

= ideaTisroicomicengualt
[#] 1deaTestFilter java

E= sretutorial

import cow.cendqua.clover.context.
import cow.cengqua.clover.context.

o

q =

El

private Contextiet context;

Edwin Dawson says:

What is this relative to?

Under Review  Author & Moderatar: Edwin Dawson Edit Review @ Surmmarize £ Tools ~
Unider Review for: 45 days Display Preferences ?FilterY
AR O Elementinfo.java wooires
ggl:::f;:t: : Revisions: 32288 35536 36696
© Review Commants Comments: ? 4 9
B trunk ® B @ Fileview~  FishEye~  File Outdated =

[#] trunk/core/sre/com/cenqualclover/registry/Elementinfo.java

public abstract clags ElementInfo extends SourceRegion impleme

private int relativeDatalndex;

*%  Reply Edit Delete Add Favourite
] puitd.samt
Geoff Crain says:
the speed of light
[ Leave Unread
10 = private int datalength = 1; /7 by default an element occup
11 = private int cowplexity:
Edwin Dawson says:
&‘ 15 this wariable name sensible?
*#%  Reply Edit Delete Add Favourite
Geoff Crain says:
ithink so - may not be complex enough, though
) Leave Unread
7+ |:i.rmort java.io.Serializable;
13 - public ElenentInfo |
14 - BaseFileInfo containingFile, int relatiwveDatalIndex, Co
15 - SourceRegion region, imt complexity) |
18 - sSuper (containingFile, region);
17 = this.relativeDataIndex =
9 + |public ahstract class ElementInfo{T extends 3haredElementInfo>
10 + protected EaseFileInfo containingFile;
11 + protected Contextlet context;

Contextiet;
NamedContext;

relativebatalndex;

Adding comments

There are various types of comments that you can add in Crucible:

To comment on... Do this...

The whole review

general comment (un
Comments").

Click General Comments (in the
left-hand panel), then Add a

General Comments

der ‘General Lukasz Pater says:

Figgybacking ProjectListResource he

+¥ temly eave Unread Crea
| Piolr Swiecicki says:
il's & pure plaasure O raview your cod
+ ¥ Begly ! Leave Unread Crea
Add g general comment

T
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A source file under review Click on the file in the left-hand
panel, then click Add a file
comment (just above the source o K
.. \WJa g e Comimeni T Source ines o
code listing).

I packai
impom
impar
impor
impoxi

Lines of code Click on a line of code in the Thomas Davie a173z28a
displayed source file of a review. AY  Lukasz Pater E
® You can click and drag to Does this need 1o ba imporied?

select multiple lines, and click
individual lines to select or
deselect them. The comment
will appear in the source at the
last line selected. L) 7] Defect

® Hover over the comment to
see the lines to which the
comment applies.

® To select text on the page
without adding a comment,
hold down the Alt key while
dragging the cursor.

A revision or changeset See Changeset discussions.

To reply to a comment, click Reply at the bottom of the comment.

I Only people with the 'Comment' permission can add comments. A comment can only be deleted by the
author of the comment.

ﬂ Read about flagging defects too.

Draft comments

You can save your comment as a draft and then edit it later. When you complete the review, you will be
prompted to post, discard or edit any remaining draft comments.

Changeset discussions

When using Crucible with FishEye, you can have threaded discussions with other users, on any changeset. To
start a discussion, you simply start by adding a comment to a changeset.

ﬂ You need to be logged in to create changeset comments.

Adding comments to changesets

To add a comment to a changeset:
1. Click on a changeset on the Commits tab for the repository. Display comments by clicking Discuss at

the upper right corner, or the speech bubble icon = in the left margin.
2. Click Add a comment (under the repository details near the top left).
3. Type your comment. If required, you can tag your comment as being a defect note by clicking Defect.
4. Click Post.

Once submitted, others can respond to your comment by clicking Reply. Replies are threaded as separate
comment discussions. You can right-click on the permalink icon to copy a link to the comment. The
comment author can edit or delete their own comments.

=]

To hide the changeset comments, click the page icon . You can display the comments panel by clicking the

speech bubble icon . again.
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As you compose a comment, it will auto-save periodically.

Screenshot: Opening Changeset Discussions

r—1 o
=4 49555 3 Tom Davies

NONE: revert to dav hitps for deployrment

pom/artifactla-

E= zelenium Mait Q </ par -
pamami Tom Davies - F I y s0°C SUPPOFL LRe 'davs' prot
'_ i 1 <distributionManagensnts
ore 18 <repository>
i <id>at1a881A0-N2-FEpOSLLOEY</ 1>

Turning changeset discussions on and off

You can turn off changeset discussions in the Admin area:

In the Admin area, click Repositories (under 'Repository Settings' on the left).

Find your repository and choose View from the 'cog' menu in the Actions column.
Click Other Settings in the left panel.

4. Under 'Changeset Discussions' clear the Allow changeset discussions checkbox.

wn e

By default, changeset discussions are on.

Notifications

® Comments show up in the activity stream,
® The author of the changeset will get email notifications when comments are added,
® Comment authors will get email notifications when someone replies to their comments.

Flagging defects

Comments in Crucible can be used to flag a defect in the code under review.

To do this, simply check Defect when adding a comment and select a category from the drop-down list.

Screenshot: Defects

|5 this variable name sensihle?

+ || Select Requires Re-Review ¥ | Select Classification v Past ] ’ Cancel

L) Defect Minor

= 5 Geoff Crai i Mizsing
| Leoll Lrain says: Extra (superluous)
ithink so - may not be complex enough, though Ambiguous
. Inconsistent

) Leave Unread

s |:i.mort Jjawva.io.Berializable;

BaseFileInfo containingFile, imt re
SourceRegion region, int complexity

13 - ‘ public ElementInfo(

15 =

Improwvement desirable

Mot conforming to standards
Risk-prane

Factually incorrect
MNaotimplementakble

Editorial

context,

You may want to mark comments as defects in order to associate defect classifications, or simply to highlight to
the author or moderator that the issue you raised in your comment requires attention. You can use the with

defects filter to find files that have been flagged with defects.

@ crucible intentionally does not mandate how defects are to be used. The Crucible administrator can customis

e the defect classifications.

ﬂ You can only use the defect classifications on comments that are not a reply to an existing comment.
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Creating JIRA issues from the review

From any review comment (general, file, inline) in Crucible, you can create a JIRA issue directly from the
comment. This requires that Crucible is integrated with JIRA, version 5.0 or later, and is disabled if you have an

earlier version of JIRA.
Inline issue creation allows:

® Tracking of the status of the comment
® A faster way to pull out incidental suggestions raised in reviews as JIRA issues
® A quick link back to the comment from the JIRA issue, using Remote Issue Links.

You might find this useful when;

1. Tracking the status of a review:
a. The 'lssues Raised from Comments' section in the review shows the open/closed status of related

issues.
b. Raising related issues enforces dealing with subtasks before the review can be closed.

2. Closing off a review:
a. You can create JIRA issues, unrelated to the current review, to track matters to be dealt with later.

Creating a JIRA issue
To create a JIRA issue from a review, click Create Issue in an existing comment. Note that you need the
'‘Comment’ permission in Crucible to see the Create Issue link.

General Comments

Paul Watson says:

The title of the target page for the help link should be "Setting the REST APl token”
This is it: https:fconfluence atlassian.com/display/FISHEYE/Settina+the+REST+API+token

+¥
Reply Edit Create Issue
Lukasz Pater says:
B~ Done, linked hitps:/confluence atlassian.com/display/FISHEYE/Configuring+Commit+Hooks from the updat
Reply [ Leave Unread Create Issue

Add a general comment.

Crucible suggests a JIRA instance, project and issue type, but you can choose from the available options. You
can choose Sub-task from the JIRA Issue Type list if a JIRA issue is already linked to the review.

Crucible only displays required fields for the issue type; these can be configured in JIRA by your administrator.

Create issue

JIRA Projec:t* | FishEye Crucible Development ?

JIRA Issue Type® [ Bug B

*
Summary " | The title of the target page for the he

Description |The title of the target page for the help link should be "Setting the REST API token”

This is it:
https:/fconfluence.atlassian.com/display/FISHEY E/Setting+the+ REST+AFI+token

Once the issue is created. the comment displays a link to the issue in JIRA, and in JIRA, the issue displays a link
back to the comment in Crucible. The 'Issues raised from comments' section of the review displays links to the

JIRA issues.
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See Creating a review from JIRA.

Viewing reports

This page describes how to use the Reports tab in Crucible to see lists of people whose action is required on
open reviews. These are known as 'blockers'.

On this page:

® Viewing the Review Blockers report
® Viewing the JIRA Blockers report

See also:

® Viewing the Review Coverage report

Viewing the Review Blockers report
To view a list of people who have open reviews assigned to them:

1. Click the dropdown arrow next to the Reviews tab at the top of the page and select Reports.
2. Click Review Blockers (under the 'Reports' sub-tab).
® Click a user's name to go to their 'Activity' screen.
® Click a number in the 'To Complete’ or 'To Summarize' column to go to a list of reviews for that
user.

Screenshot: 'Review Blockers' Report
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Reports

Heviews Reports

JIRABlockers  Review Blockers

Review Blockers Report

User To Complete To Summarize
Matthew Watson 16
Anna Buttfield 4
Craig Sharkie
Felix Schmitz

Tim Pettersen
Michael Studman

b L O = [

8
4
2
4
Giancarlo Lionetti 3
Joe Xje™ G
4
4
2
2
1
3

Andraw Lui

Conor MacHeill
Brendan Humphreys
Don Brown

[ S

Edwin Wang

Geoff Crain

Rosie Jameson -
Andrew Myers -
Edwin Dawson -
Jake Causby 1
Marek Went 1
Matt Cuail 2
Fierre-Etienne Poirot -

P T TR i R % B W |

Ross Rowe -
Seb Ruiz 2 -
Slawek Ginter 1 1

Viewing the JIRA Blockers report

The 'JIRA Blockers' report shows you a list of users whose action is required on open reviews, for a particular
set of JIRA issues. The reviews must be explicitly linked to a JIRA issue or mention a JIRA issue key in the
summary or the objectives.

To view the 'JIRA Blockers' report:

1. Click the dropdown arrow next to the Reviews tab at the top of the page and select Reports.
2. Click JIRA Blockers (under the 'Reports' sub-tab).
3. Enter details for your JIRA server and project, and click Go.

The '"JIRA Blockers' report displays the following information:

® Alist of JIRA issues for which one or more Crucible reviewers has not completed their review.
® Alist of users who have an incomplete Crucible review that relates to a JIRA issue.
® Alist of open JIRA issues for which a Crucible review is closed, and vice versa.

Screenshot: 'JIRA Blockers' Report
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gf Reports

Reviews Reports

JIRA Blockers  Review Blockers
JIRA Blockers Report

Selectthe JIRA instance to retrieve datafrom  jac -

JIRA project key FE
JIRA projects version 240
JIRA "Under Review™ workflow step: Under Review
Issue Review Incomplete
FE-1073 CR-FE-3635 Conor MacMeill
FE-2656 CR-FE-3644 Conor MacMeill
Tim Pettersen
FE-2665 CR-FE-3839 Joe Xje™
Michael
Heemskerk
Tom Davies

Reviewer

Conor MacNeill
Joe Xie™

Michael Heemskerk
Tim Pettersen

Tom Davies

Issue Severity
FE-2656 3¢

FE-2751

=2

FE-2751

=

FE-2702

=

FE-2702

=2

FE-2504

[=

FE-2504 i

The key for the project you want to find review-bloded JIRA issues from.

The wersion for your selected project that you wish to find issues from.

The name of the workflow step from your JIRA instance that indicates an issue is under review.

Incomplete reviews
2

[ A

Problem ?

Issue resolved, reviews are
still open

Issue unresolved, reviews are
closed

Issue unresolved, reviews are
completed by all reviewers

Issue unresolved, reviews are
closed

Issue unresolved, reviews are
completed by all reviewers

Issue unresolved, reviews are
closed

Issue unresolved, reviews are

Review Coverage report

Crucible has useful reports that show you detailed statistics on review activity. The Review Coverage report
allows you to see how much of the code, and which files, in your repository have been reviewed, and when. You

can also access the reviews.

ﬂ This feature requires FishEye integrated with Crucible.

On this page:

Opening the Review Coverage report
Using the Summary Panel

Using the Review Coverage Overview
Using the Individual Committer Stats panel
Using the Changesets panel

Screenshot: The Review Coverage report
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| =

Activity  Files Users Reports Search
Charts ~ Code Metrics ~ Review Coverage

Review Coverage Overview
Lines Changesets Revisions Achangeset is only considered reviewed if all revisions are in review.

“« 19/10/2010 b Owesk ®Day

100%

No code to be reviewed

7%

O reviews 0 comments 0 defects
Olines 0 commits 0 committers =
O unreviewed lines 0 under review lines Oreviswed lines

25%
0 lines unreviewed for every line in review

2 Loading history... 21% 0%
Nov 2009 Jan 2010 Mar 2010 May 2010 Jul 2010 Sep 2010

Individual Committer Stats Changesets in FE on /
Click an entry to view changesets only by that committer. Unreviewed In Review Reviewed
Hame Reviewed Lines Changeset Committer Files +/-Lines Date Reviews
All 0% 00 Mo Changesets in FE on / under date range

Opening the Review Coverage report

To open the Review Coverage report:

1. Click Repositories and choose a repository. The repository you chose sets the scope for the report.
2. If desired, navigate down the tree (in the lefthand panel) and click the desired path you want to view

coverage on.
3. Click Reports in the secondary toolbar.
4. Click Review Coverage from the list of reports in the upper panel.

ﬂ You can view coverage of any path by navigating down the tree to the desired path you want to view

coverage on, before clicking on the Reports tab.

Using the Summary Panel
The summary panel displays the following metrics for your selected repository:

Overall review coverage percentage.

Change in review coverage percentage since the last reporting period.
Total number of reviews.

Total number of comments.

Total number of reported defects.

Total number of Lines of Code (LOC).

Total number of commits.

Total number of committers.

Total number of unreviewed lines.

Total number of lines under review.

Total number of reviewed lines.

A ratio of the number of lines unreviewed against reviewed Lines of Code (LOC).

Screenshot: Summary Panel in the Review Coverage report

4 20/04/2010 B @ Week Day [ Teday |

30% of code is reviewed

A up 24% from previous week ¥ down -70% from next week

1 review 19 comments 1 defect
1,547 lines T commils 2 committers
1,079 unreviewed lings O under resew lines 468 reviewead lings

lines unreviewed for every line in review
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Using the Review Coverage Overview

The Review Coverage Overview shows a timeline of reviews, compared against their percentage of coverage.
Hover your mouse cursor over the data points on the graph to see granular information and click through to a

detailed weekly report.
You can click the tabs to view the coverage expressed as a percentage of lines of code, changesets or

revisions.

Screenshot: Overview Panel in the Review Coverage report

Lines

Changesets

® 634% Reviewed
@ 36.6% Unreviewed

e

Review Coverage Overview

Revisions Achangesetis only considered reviewed if all revisions are in review.

100%

22/11/2000 - 29/11/2009

63% Reviewsd
Wiew Report

Jul 2009 Sep 2009 Mow 2009 Jan 2010 Mar 2010 May 2010

Using the Individual Committer Stats panel

The Individual Committer Stats panel lets you choose a user from your Crucible instance and see all the

changesets by that committer.

Screenshot: Individual Committer Statistics in the Review Coverage report

15t
2nd
ard
4th
5th
Gth
Tth
ath
oth
10th
11th
12th

Individual Committer Stats
Click an entry to view changesets only by that committer.
Hame Reviewed Lines
mwatson 100% 84/84
alyons 100% B7I67
amyers 100% 212
Sruiz 97% 1,140 178
nvenegas 32% 2661326
ahempel 61% 94155
csharkie 91% G647 31
maguail 0% 0154
abuttfield 79% 659333
crmacneill 1% 2187
gerain 58% 408/706
tdavies 26% 306,182
All B 3,692/5 605
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Using the Changesets panel

The Changesets panel lets you see changesets from your Crucible instance (for the time period of the report),
and their level of review coverage. This information can be sorted by the columns in this view and uses colour
coding to denote review coverage (listed in the table below).

Colour Key
Colour State
dark green reviewed
light green in review
red not reviewed

Screenshot: Changesets panel in the Review Coverage report

Changesets in FE on /trunk
Unreviewed In Review Reviewed

Changeset Committer Reviewed Files Date Reviews

54106 tdavies [N 16 +297/-308 1Feb A

54110 Sruiz I 2 +387/-106 1Feb @ CR-FE-3071

54199 csharki... 5 +192/-161 2Febh @ CR-FE-3082

54249 Sruiz . G +134/-136 2Feb @ CR-FE-3071

54322 csharki... B +174 -G8 3Feb @ CR-FE-2082

54228 rvenega.. [ ¢ +731-82 2Feb @ CR-FE-3090

54155 mauail [ +1517-1 1Feb

54555 abuttfi... G +83/-63 5Feb @ CR-FE-2073

543890 gecrain I G +721-73 4Feb & CR-FE-3099

54125 abuttfi.. [ ° +7T1-62 1Feb @ CR-FE-2054

54321 tdavies [N 12 +79/-59 3Feb & CR-FE-3079

54244 cmacnei.. NN +67 | -67 2 Feb

54307 abuttii.. [ G +63/-71 3Feb @ CR-FE-3095

54191 gerain D 4 +86 /-46 2 Feb

54330 sruiz . +71/-50 3Feb @ CR-FE-20096

54159 tdavies [N 15 +89/-25 1Feb & CR-FE-3079 K

Completing your review

Once each reviewer has added comments to the review and has nothing further to add, the next step is for them
to complete their individual review.

To complete your individual review, go to the review and click Complete at the top of the screen, next to the Too
Is menu:

® Complete

o Only people with the ‘Complete’ permission can complete a review.
This notifies the moderator (via email if configured) that you have completed your review.

Reviewers can still continue to add comments until the moderator summarises the review. The moderator does
not have to wait for all reviewers to complete their individual reviews before summarising.

If you have any draft comments, you will be prompted to post/discard/edit any comments before completing the
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review.

Screenshot: Draft comments

Warning

You have draft comments
Draft comments that aren't posted will be deleted.
Wiewy drafts

Delete drafis
Fost drafts

Complete Anpway ] [ Cancel ]
Screenshot: Review complete
Review Complete
You have marked TEST-27 as completed.
The following reviewer is not yet finished:
B Geoff Crain
You can continue to add new comments and reply to comments until the moderatar
(X Rosie Jameson ) summarizes the review.
Reviews requiring your attention:
Task Review Owner Due
Review CH-FE-2170 L % 03 Jul
Summarize TEST-11 & -
[ Dashboard l [ Cloze l
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Sending a review's comments via Email

You can send all of the comments from a review to anyone you want via email. You may wish to do this to allow
a person outside the review to quickly scan the content of the comments, or oversee the review activity.
Alternatively, you may wish to send all participants this information to let them read the current status of the

review and its comments in full.

Before you begin:

® Users who are not logged in cannot send email, but they can view the text content of the review's

comments by clicking View Text that replaces Email Review in the Tools menu.
® Emails of reviews are only sent in plain text, not HTML. HTML emails are only available via watches.

To send all of areview's comments via email:

1. In Crucible, navigate to the review in question.
2. Choose Tools > Email Review (see Screenshot 1 below).

3. Specify the email recipients:

To You can enter multiple email addresses,
separated by commas.

You can type usernames from your Crucible

Recipients
instance, to add them to the distribution list.
Send to Review Participants Send the email to all reviewers.
4. Click Next.

5. You can modify both the Subject and Message parts of the email if required.
6. Click Send when you are ready. The 'Status' page confirms that your email has been sent.

Screenshot 1: The Email Review option in Crucible

2 Einreien © surmanze (RN

@ Create Blank Review

Diovwnload Review as Text

Summarize
Ahandan

kevboard Shartcuts

Screenshot 2: The 'Recipients’ Screen in Crucible
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Email Review Comments

@ Specify recipients

Recipients

Specify the people who should receive the comments of this reviews. You can specify a list of comma separated email
addresses and/or specify one or more Crucible users.

To: |

Recipients:

[ Send To Review Farticipants

Screenshot 3: The 'Message' Screen in Crucible

Email Review Comments

@ Wessage details
Message Details

This is the message as it will be sent. You can modify both the message content, as well as the subject of the emall
befare sending it

Subject: [TEST-27] test: All Comments

Message: Subject: [TEST-27] Review: test -~
This is a list of all comments for TEST-27.
Review Juwmmary: HNo swmnary
ID: TEST-27 https://fextranst.atlassian.cow/crucible/eru/TEST-27
Title: test =

Statement of Objectives:
documentation testing

State: Review

Author: Rosie Jameson
Hoderator: Rosie Jameson b

Cancel ] [ Previous ] lSEndl

Screenshot 4: The Email Confirmation Screen in Crucible
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Email Review Comments

@ Status

Message Sent Successfully
Mail sent successfully

[ Cancel ] [ Previoug ] l?‘ff\ﬁs"é?]

Using the Review History Dialog

The Review History dialog shows a chronological list of interactions within a review. You can see rich information
about those interactions and control their display. You can sort the information by date, actor, or action.

To open the Review History dialog:

1. Open areview in Crucible.
2. Click 'Tools' > 'Review History' at the toolbar at the top right corner of the screen.
3. The Review History dialog opens.

This information can also be displayed in the new timeline mode, a graphical visualisation that shows events on
a horizontal graph over time (click the 'Timeline' tab at the top of the dialog to switch from 'Details’ to timeline
view). Click and drag inside the timeline view to scroll the graph left and right. You can also click on the section
showing months to scroll over a greater time scale.

Additionally, you can get access to the entire review history through the 'CSV export' link in the upper right hand
corner, allowing for easy data import into a spreadsheet or other application.

Screenshot: The Crucible Review History Dialog

History of Review CR-FE-3347

Details | Timeline
Dates  User + Action
0222 MickPellow crealed he review
0222 NickPellow  added files to the review
eyehwebfitersiRestFiter java

eyehweblutilWrappedReques 36
irapp que: 4 58036

3 NickPellow  changed the review's description
From: Tor
review this code review this code

[1s:

ne format parameler 1o specify ne resultformatof ~ CRUG allow the formal parameter to specify the result format of

anyREST 1 any REST requests
NONE: add ip property for faster devspeed MONE: added -Dgwic skip property for faster devspeed

[1] hitps Hextranet allassian.comicrucible/changel ogiF E/7cs=58036 [1] hitps Wextranet atlassian.comicrucible/changelogF Ef7cs=58036

3 MNickPellow  changed the review's due date
From: To:
2010-04-13T07:22.26. 012 2010-04-13T07 22:26.00Z
3 NickPellow  added areviewer Tom Davies
Nick Pellow  added a reviewer Mall Quail
Mick Pellow  added a reviewer Erikvan Zijst
NickPellow  added a comment Comment 29547

First cut of CRUC-1220 - go nuls, tear it to shreds ¢lc elc

Screenshot: The Crucible Review History Dialog, Timeline View
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History of Review CR-FE-3347

Details  Timeline

Gnder Review
DBran

[ ick Pellow changed the rev

[ ick Pellow added a commen
[V/ck Pellow changed the review's description
[ Vick Pellow changed the review's due date
i vick Pellow ade
.I\Lk Pellow added a
[ Vick Pellow added a

[ lick Pellow added files to the review

[ Vick Pellow created the review

Using RSS feeds in Crucible

Subscribing to an RSS feed

In Crucible, all pages with an activity stream, and any page that has a list of reviews, will have an RSS option.

To access the RSS feed for a page, open the Tools menu at the top right corner of the screen, then choose the'

Rss B option.

This will open a page with the RSS feed displayed; you can also paste the URL from that page into your RSS

reader of choice.

Using Wiki Markup in Crucible

RRE"k van Zijst added 2 comment

Crucible supports Wiki Markup text formatting in comments and review descriptions.

The text markup notation on this page is a reference showing the available formatting commands.

o When using FishEye, you can also render Wiki Markup in commit messages.

Headings

Notation

h1.Biggest heading

h2.Bigger heading

h3.Big heading

h4.Normal heading

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.

Description

Turns text into a heading at size 1.

Biggest Text

Turns text into a heading at size 2.

Bigger heading

Turns text into a heading at size 3.

Big heading

Turns text into a heading at size 4.

Normal heading
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h5.Small heading

h6.Smallest heading

Text Effects

Turns text into a heading at size 5.

Small heading

Turns text into a heading at size 6.
Smallest heading

Text effects are used to change the formatting of words and sentences.

Notation
*bold*

_italic_
+underline+
??citation??
-strikethrough-
Asuperscript®

~subscript~

{{rmonospaced}}

bg. Block Quote

{quote}
here is quoteable

content to be quoted
{quote}

{color:red}
look ma, red text!
{color}

Text Breaks

Description

Makes text appear bold.
Makes text appear in italics.
Makes text appear underlined.

Makes text appear in —citation form.

Makes text appear struek-through.

Makes text appear in SUPerscript

Makes text appear in subscript:

Placing double curly-brackets around text makes it
appear nonospaced.

To make an entire paragraph into a block quotation,
place "bg. " before it.

Example:

Some block quoted text

Quote a block of text that's longer than one
paragraph.

Example:

here is quoteable
content to be quoted

Changes the color of a block of text.

Example: look ma, red text!

Wiki Markup allows you to insert breaks or different kinds of hyphens and dashes.

Notation

(empty line)

Description

Produces a new paragraph
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\\

Links

Creating links is easy with Wiki Markup.

Notation

[Crucible Review CR-FE-100|CR-FE-100]

[Atlassian Crucible|http://atlassian.com]

[mailto:mail@example.com]

[file:/llc:templfoo.txt]
[file:/l1z:/filelon/network/share.txt]

{anchor:anchorname}

Lists

Creates a line break.

Creates a horizontal ruler.

Produces em dash — symbol.

Produces en dash — symbol.

Description

Creates a link to a Crucible review or FishEye artifact
using the internal key reference for the item.

Creates a link to an external resource, special
characters that come after the URL and are not part
of it must be separated with a space. External links
are denoted with an arrow icon.

Examples:

® http://www.atlassian.com/crucible

® Atlassian Crucible
Note: The square brackets [, ], around external
links are optional in the case you do not want to
use any alternate text for the link (i.e. just display
the raw URL).

Creates a link to an email address.
Example:
mail@example.com

Creates a download link to a file on your computer or
on a network share that you have mapped to a drive.
To access the file, you must right click on the link and
choose "Save Target As".

Creates a bookmark anchor inside the page. You can
then create links directly to that anchor. So a link like
this: [My Page#here] will link to wherever in "My
Page" there is an {anchor:here} macro, and the link
[#there] will link to wherever in the current page there
is an {anchor:there} macro.

Lists allow you to present information as a series of ordered items. Use asterisks * for bulleted lists and hash

symbols # for numbered lists.
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Notation

* A bulleted list

* Second item

** indented item 1
** indented item 2

# A numbered list
# Second item

## indented item 1
## indented item 2

Images

Images can be referenced from remote sources only.

Notation
Ihttp://www.host.com/image.gif!

Ihttp://www.host.com/image.gif|align=right, vspace=4!

Tables
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Description
Examples:

® A bulleted list

® Second item
®* indented item 1
®* indented item 2

1. A numbered list

2. Second item
a. indented item 1
b. indented item 2

Description
The image will be displayed from the remote source.

For any image, you can also specify attributes of the
image tag as a comma separated list of name=value
pairs as shown in this example.

Tables allow you to organise content in a rows and columns, with a header row if required.

Notation

[[heading 1||heading 2||heading 3||
|col Al|col A2|col A3|
|col B1|col B2|col B3|

The code above produces a table that looks like this:

heading 1 heading 2
col Al col A2
col B1 col B2

Advanced Formatting

Description

Makes a table. Use double bars for a table heading
row.

heading 3
col A3

col B3

This section covers panels, code windows and showing plain text with no formatting.

Notation

{noformat}

Description

Makes a preformatted block of text with no syntax
highlighting. All the optional parameters of the
{noformat} macro are valid for the {panel} macro as
well.

Example:

This is a no-formatted piece
of text,

so *no* formatting_ is done
her e.
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{panel}

{code}code goes here{code}

{code:title=Bar.java|borderStyle=solid}
/l Some comments here

public String getFoo()

{

return foo;

}
{code}

{code:xml}

<test>

<another tag="attribute"/>
</test>

{code}

Miscellaneous Markup Features

117

Embraces a block of text within a fully customizable
panel. The optional parameters you can define are as
follows.

® title: Title of the panel
® borderStyle: The style of the border this panel

uses (solid, dashed and other valid CSS border
styles)

borderColor: The color of the border this panel
uses

borderWidth: The width of the border this panel
uses

bgColor: The background color of this panel
titteBGColor: The background color of the title
section of this panel

Examples:

Some text in a basic panel

My Title
Some text with a title

The code macro displays a preformatted block for
showing code with syntax highlighting. All the optional
parameters of the {panel} macro are valid for {code}.
The default language is Java but you can specify
JavaScript, ActionScript, XML or SQL.

Examples:

Java with a title bar:

Bar.java

/1 Sonme conments here
public String getFoo()
{

return foo;

}

A basic display with XML code:

<test>
<anot her tag="attribute"/>
</test>

Emoticons and often-used images can be easily embedded with the following Wiki Markup Syntax:

Notation

\X
D

Description
Escape special character X (i.e. {)

Graphical emoticons (smileys): 22, (=,
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Tracking Crucible Review Metrics

Crucible tracks each participant's percentage completion through each review and the total time they have
spent.

To learn about these features, see the following pages:
® Using Progress Tracking
® Using Time Tracking

Using Progress Tracking

This page contains instruction on how to use progress tracking in Crucible.
On this page:

How progress tracking works in Crucible
Viewing the progress tracking totals

How to adjust progress tracking on a review
Adjusting settings for progress tracking
Further reading

How progress tracking works in Crucible

As you work your way through the files in a review, Crucible tracks the ones you have viewed. Whenever you
open a file for review, Crucible will automatically mark it as read.

When participating in iterative reviews, progress tracking also takes lines of code and revisions into account.

Viewing the progress tracking totals
The Details view shows a summary of the progress of each participant through the files in the review.

ﬂ If there is only one file in the review, then the progress tracked will either show 0% or 100%.

Screenshot: Viewing the Progress Tracking Totals

F = 1 1 4 .
£ = | ol e Prefls = % Fillar = > 21 mintes
Details
Participant Role Time Spent Comments Latest Comment
R Edwin Dawson Author & Moderator 21 mins 1 This could resullin 3,000 thistles

3 mins

Reviewer - 88 % complela

lotal 24 mins 1

How to adjust progress tracking on a review

You can mark a file as unread by clicking on its name to view the file's contents. In the source view, you have an
option at the top left of the screen, Leave Unread. If you select that, then the file you are looking at will not be

added to your progress percentage.

Screenshot: Marking a File as Unread
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Adjusting settings for progress tracking

Progress tracking is a configurable user preference — choose Profile settings from you user menu. In the Revie
ws sub-section. Auto-mark files as read is on by default. When Auto-mark files as read is set to off, you have

to mark files as read or unread yourself.

Profile settings

Auto-mark files as 'read’
Auto mark files as read: @ Yes (O No

Review Notifications Events

Display Settings
Profile & Email
Authorized Applications

Author Mapping

Watches Comment reply added: () No @ Immediate () Batch
Favourites Participant finished: ) No @ Immediate ) Batch
General message: () No @ Immediate () Batch
Tools File revision added: () No () Immediate @ Batch

Uncomplete review if defect is
raised: @ Yes () No

Uncomplete review if revision
is added: @ Yes () No

My actions: () Yes @ No

(emails sent to pwatson@atlassian.com)

Further reading

You may also want to learn about Crucible's Time Tracking feature.

Using Time Tracking

This page contains instruction on how to use time tracking in Crucible.

On this page:

How time tracking works in Crucible

How to adjust the time tracked on a review
Viewing the time tracking totals

JIRA integration

Further reading

How time tracking works in Crucible

State change: () No @ Immediate () Batch
Comment added: () No @ Immediate () Batch

Crucible will automatically track the time you spend in a Crucible review. When you open a file for review, a
counter in the Review Details panel starts. The time is added to your total when you leave the review screen.

Screenshot: Crucible Time Tracking
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Testing Project »* TEST-47
Theopolis Thistler Review

Under Review for a few seconds Author & Moderator Reviewers
&
TEST-47 @ *  Prefsv Y Fiter @
Details Details

How to adjust the time tracked on a review

You can click and type in the time tracking control to adjust the time you have spent during the session.

Viewing the time tracking totals

The 'Details' view shows a summary of the progress and time tracked on each file.

Screenshot: Crucible Tracking Totals

O B3 [ 6 - prers=  Vriter (& 21 minges
Details
Participant Role Time Spent  Comments Latest Comment
,L:\ Edwin Dawson Author & Moderalor 21 mins 1 This could resullin 2.000 thistles
. Geoff Crain Reviewer - 38 % complela
lotal 24 mins 1

JIRA integration

Using Crucible when integrated with JIRA, you can update time tracking from the following locations:

® The confirmation dialog for a reviewer completing a review,
® The confirmation dialog on closing a review,
® The regular toolbar location in Crucible.

Screenshot: JIRA Time Tracking Integration

) Om Wark all comments as read

Submit time to JIRA

Time Spent | 15m

|3’

Comment | Review by Edwin Dawsor|

Further reading
You may also want to learn about Crucible's Progress Tracking feature.

JIRA integration in Crucible

JIRA is Atlassian's issue tracking and project management application.

When Crucible is integrated with JIRA, you and your team get all the benefits described on this page.

In Crucible, you can:

® Link your Crucible review to a JIRA issue
® Create a JIRA issue from a review comment
® Transition JIRA issues from within Crucible
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® See issues from multiple instances of JIRA
In JIRA, you can:

® Create a Crucible review directly from an issue in JIRA

Related pages:

® Creating a review from JIRA

® Creating JIRA issues from the review
® Transitioning JIRA issues

® Linking Crucible to JIRA

0 Before you begin, both your Crucible and JIRA instances must be configured to use make use of these JIRA
integration features. The Crucible project requires a linked JIRA project before issues can be linked to reviews.
Read more.

Link your Crucible review to a JIRA issue

When creating, or editing, your review, Crucible will suggest a JIRA issue that can be linked to the review, if a
JIRA issue key is found in the review title. You can:

® click the suggested JIRA issue key, to link it to the review
® delete the suggested JIRA issue and specify a different issue key and click Link to save it.

Edit Review Details CR-FE-6139
Project: CR-FE

Title: CRUC-5879: Set default due due to duration rounded to nearest half hour instead of exact duration from

Author: Adam Ahmed

Reviewers: :l Suggest reviewers ™ Allow anyone to join
m Seb Ruiz

. Tim Pettersen

Obijectives: | d3484bebad122053e4e37457cb2b5085666541db: CRUC-5879: Set default due due to duration rounded to nearest half hour instead of exact
duration from now. This matches the Ul options and avoids randem due date changes when editing details and dumb-looking due dates
showing up in the Ul ('Due at 3:14:15 tomorrow' looks dumb)

Due Date: 07/09/2011 12:00 AM

Linked Revis | Link |

Linked Issue: @ CRUC-5879 — Review due and reminder dates that change by < second are tracked

| Add Content | | Done |

Create a JIRA issue from a review comment

When viewing any review comment (genaral, file, inline), you can click Create Issue in the comment to create a
JIRA issue. Crucible suggests the JIRA instance, project and issue type, but you can modify these. This requires
JIRA 5.0, or later, and is disabled if Crucible is integrated with an earlier version of JIRA.

See Creating JIRA issues from the review for more details.
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Create issue

Description

JIRA Project™

JIRA Issue Type*

Summary™

[ FishEye Crucible Development l-ﬂ

F Bug W-l

The title of the target page for the he

The title of the target page for the help link should be "Setting the REST API token"
This is it:
https://confluence.atlassian.com/display/FISHEYE/Setting+the+ REST+API+token

Cancel

Transition JIRA issues from within Crucible

For Crucible reviews that have linked JIRA issues, you can advance the JIRA workflow for the issue from within
Crucible. You can do this at any time by clicking the linked issue, or when you close the review:

CR-FE-6163 Closed

Linked issue

Issue:  [§] FECRU-1401 — Add a review action in the Ul to send manual reminder...

Status: 9 To be reviewed

Transition issue: Close ~ ?-—.

Log work: ) Submit 43m

You're done!

You have no outstanding reviews to attend to right now.

Dashboard  Close

See Transitioning JIRA issues for more details.

See issues from multiple instances of JIRA

Crucible can link to more than one JIRA server at a time, so different teams can work with their own projects in
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different JIRA instances, or a single team can link to issues across multiple JIRA servers.
Summarising and closing the review

Summarize is an optional step before closing a review.

To enable or disable the Summarize step, you will have to configure the permission in your Permission Scheme.
Crucible ships with two permission schemes:

® 'Agile’ - the summarize step is disabled for all users
® 'Default' - the summarize step is enabled for the moderator

You can choose to either summarize a review or close a review at any time, given that your Permission
Scheme allows it. You can skip the summarize step by directly clicking the Close button.

Note that you need the 'Summarize', 'Close' or 'Re-Open' permission to summarize, close or re-open a review.

Normally, we recommend that you wait for all reviewers to complete their reviews, before summarizing or closing
the review.
The reviews that the reviewers have completed will be in your Ready to Close menu on the Dashboard.

To summarize a review,

Click Summarize at the right of the screen.

Optionally enter a summary of the review.

If you have no further comments to add, click Close Review; otherwise, click Continue Without Closing.
On clicking Summarize, you may be prompted to confirm the action if there are incomplete reviews or
draft comments in the review. These are warnings, however; the review can still be summarized and
closed.

Screenshot: 'Summarize' button. We can see that Geoff Crain has still not finished reviewing, because there is
no green tick next to his name.

TEST-27 test ‘ .
Under Review Author & hoderator Rosie Jameson ..&' Edit Review [ i Tools 7
. + .
Under Review for: 102 minutes Display Preferences ¥ 57 Filter~
Comments: 1 i L.
o Review Objectives
Reviewers: . ;
. documentation testing
. Geoff Crain
@

Once the review is in the 'Summarize' state, the moderator can optionally add a review summary, for example, to
describe the outcomes/tasks/etc:
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Summarize Review

Summarize the review outcomes (optional)
Testing successful. Thanks for your time, evervone.

[ Continue “Without Closing ] [ Cloze Beview

Screenshot: Review Closed

Review Closed

Review Summary
Testing successful. Thanks for vour time, everyane.

Feviews requiring your attention:

Task Review Owner Due
Feview CR-FE-2170 L Y 03 Jul
[ [Drashboard ] [ Cloze ]

The summary is sent to all participants and is displayed at the top of the closed review.

® Reviews in the 'Review' or 'Summarize' state can be closed.

® Reviews in the 'Summarize' or 'Closed' state can be re-opened. Re-opening changes the review's state

back to 'Under Review', allowing all participants to add comments.
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® See this page for a list of the states that a review can be in.

1 Re-opening a review is not the recommended way to 're-review'. You should create a new review with
the reworked changes and link it to its parent review (create a hyperlink back to the original review in the
new Review's Objectives field).

Managing your reviews

See:

® Using Review Reminders
® Moving a Review to Another Project
® Deleting a review

Using Review Reminders
Crucible will automatically send reviewers a reminder email one working day before the deadline.
Review authors and moderators can also do the following:

® Send manual reminders to reviewers whose work is still pending.
® Configure preset reminders for reviews that have a deadline.

Reminders are only sent if Crucible's SMTP server is configured. Please see Configuring the SMTP server.

Preset Reminders

When a review has a deadline (due date), Crucible (by default) will send a preset reminder to all of the pending
reviewers, one working day before the deadline.

To edit the timeframe for the reminder, firstly edit the review, then click Remove next to Send Reminder.
Now, set the day for the reminder email to be sent (a number of working days before the deadline).

ﬂ The Send Reminder setting is only available if the review has a due date set.

Manual Reminders
Crucible can send manually-initiated reminders to all the reviewers that have not yet completed their reviews.
To do this, click Tools > Notify Pending Reviewers. The reminder message will be sent immediately.

ﬂ This capability is only open to those participants who are authorised to summarize the review.
Moving a Review to Another Project

You can move reviews between projects once they have been created.
To move a review between projects:

1. Open the review. Click the 'Edit Review' button at the top of the screen.

2. The 'Edit Review' window will open, allowing you to change various aspects of the review.

3. Under 'Project’ click the drop-down menu. This will allow you to select a new parent project for the
review.

4. Click the 'Done' button at the bottom of the screen.

Screenshot: Changing a Review's Parent Project
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Edit Review

Review Details Title:

Rewiew Content ‘ Atast review
Change Sets

Project: Moderator:
Files | Testing Project jl Rosie Jameson

Search

I~ Start typing the reviewsrs name fhen
auggeshons press enter fo seleod.

Geaff Crain

Patches
O miiow anyone to join

Uploads
Get Reviewer SUWH stions:

I Suggest Beviewers i

Due Date: ) Linked JIRA |ssue:

lz5ue key:
Linked Review

Reewiew Key: |
Statement of Objectives:

Teat moving m review to another project.

Deleting a review

To delete a review you must first abandon the review. To do that, follow the instructions below.

1 Deleted reviews cannot be retrieved.

Related page:

® Deleting hung reviews manually

To abandon and then delete areview:

. Open the review.
. Choose Tools > Abandon.

. In the list of abandoned reviews, click the name of the review you wish to remove.

1

2

3. Now, on the Crucible dashboard, click My Abandoned Reviews in the left-hand navigation bar.

4

5. Once the review details are displaying, choose Tools > Delete. The review will be instantly deleted.

Screenshot: Deleting a review in Crucible
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57 Edit Review @ Fecover DeaM

e
Display Preferences = 57 Filter = EB Create Blank Review

Review Objectives Download Review as Text
Testing the deletion of & review
Email Review

Recover Dead Review

® & &
L) Review Comments Delete

There are no files in this review

fa]
o]

keyboard Shortcuts

Transitioning JIRA issues

When Crucible is linked to JIRA, you can advance the workflow for a JIRA issue directly from within Crucible.
You can transition a JIRA issue in two ways:

® Transitioning any JIRA issue at any time
® Transitioning a linked JIRA issue when closing the review

Related pages:

¢ JIRA integration in Crucible

® Creating JIRA issues from the
review

® Linking Crucible to JIRA

Transitioning any JIRA issue at any time

You can easily transition a JIRA issue at any time from within Crucible. Click on a JIRA issue link anywhere in
Crucible to see a dialog with the available workflow steps:

JIRA Issue 'FECRU-3776"

FishEye Crucible Development / FECRU-3776
* Y4 "Exoand all' button doesn't expand entries

Start Progress Close Issue

Detd

Type: (s] Bug Status: % Open
Priority: + Minor Assignee: [} tukasz Kuzynski
Description

Click on a step in the dialog, and complete any displayed fields as required. If there are custom required fields
that are unsupported by Crucible, just click Edit this field in JIRA to transition the issue directly in JIRA.

Transitioning a linked JIRA issue when closing the review

When closing a Crucible review you may also want to close a JIRA issue that is linked to that review.

In the Review Summary screen, click Close near the top right. In the 'Closed’ dialog, the available workflow
transitions for the linked JIRA issue appear in the Transition issue dropdown:
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CR-FE-6163 Closed

Linked issue
Issue: [¢§] FECRU-1401 — Add a review action in the Ul to send manual reminder...

Status: W To be reviewed

Transition issue: Close k—_—-—

Logwork: (%) Submit 43m

Choose a step from the dropdown, and click Close.

Notes

® JIRA administrators can activate or deactivate JIRA issue transitions (the workflow) from the JIRA
administration interface.
® Only the transitions accessible by the user are displayed.

® The list of available transitions only appears if the user has visibility to any available workflow transitions.

o This feature does not support editing fields on the issue, only setting the resolution field if required by the
transition.

Administering Crucible

The Admin area allows you to administer your Crucible instance and to manage your repositories, users and
back-end settings.

Once Crucible is installed and running, you can log in to the Admin area by either:

® |ogging in with an administrator's account.

® clicking Administration at the foot of the page.

® pavigating to ht t p: / / HOSTNAME: 8060/ admi n/ , where HOSTNAME is the name of the server on which
you installed Crucible.

Once logged in as an administrator you can get to the Admin area by clicking the 'cog' menu in the
FishEye/Crucible header, and choosing Administration.

For information on administering FishEye, please refer to the FishEye documentation.
Topics

Best practices for Crucible configuration
Crucible and FishEye

Administering projects

Configuring repositories

Setting up users and security
Permissions

Migrating to an external database
Backing up and restoring Crucible data
Customising Crucible

Integrating Crucible with other applications
Managing add-ons

Best practices for Crucible configuration

1. Set up a separate FISHEYE_INST folder location on the same system for Crucible's data.

This will allow for easy upgrades of the core program and neatly separated data backup.

2. Run Crucible on a dedicated machine, accessing its data on the local file system.

This is the best environment for swift Crucible performance. Avoid running Crucible in a virtual environment.
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3. Do not give Crucible projects the same key as your JIRA projects.

When naming projects, take care to ensure that the key you assign to them is not the same as any of your JIRA

projects. The reason for this is, if one of your Crucible projects has the same key as one of your projects in JIRA,
then all links with that key will lead back to Crucible, rather than leading to JIRA, removing the ability to navigate

between the two applications.

To avoid this, name your Crucible project keys differently. For example, you could place the following text at the
beginning of each project key: CR- to distinguish it. So, for this case, if you have an existing JIRA key of 'RHUBA
RB', you would create a Crucible key called 'CR- RHUBARB' so that they do not conflict.

4. Do not use the built-in HSQLDB database for production use.

The Crucible built-in database, running HSQLDB is somewhat susceptible to data loss during system crashes.
We recommend that you do not use HSQLDB for production systems. External databases are generally more
resistant to data loss during a system crash and are more suited for production use.

To see a list of external databases that Crucible supports, see the Supported platforms page. For information on
how to set up an external database, see the Crucible Database documentation.

Crucible and FishEye

This page gives an overview of the joint installation of Crucible and FishEye. Both Crucible and FishEye are Atla
ssian products.

® FishEye allows you to extract information from your source code repository and display it in sophisticated
reports.
® Crucible allows you to request, perform and manage code reviews.
® Both of these products can run in isolation. If you are using Subversion, Git, Mercurial, CVS or Perforce
you can significantly enhance your Crucible experience by also using FishEye.
® See What happens if | decide to stop using FishEye with Crucible? to learn more.

1 Your Crucible installation package includes the files required for FishEye
If you use FishEye and Crucible together, they run as one instance.

Purchasing and installing Crucible/FishEye

® If you install Crucible, there is no need to do a separate installation of FishEye.

® Upgrading Crucible to also use FishEye requires only a simple licence change in the admin area.

® Upgrading an existing FishEye installation to also use Crucible requires a Crucible install. You can either
keep the original FishEye installation or install Crucible and FishEye as a fresh install. Refer to the guide
on upgrading from FishEye to Crucible.

The <Crucible home directory> and FISHEYE_INST

Throughout the Crucible documentation, references are made to the <Cr uci bl e hone di r ect or y>, which
refers to the location of the Crucible application. Be aware that, when Crucible is run with FishEye, this location
is equivalent to the location referred to by <Fi shEye hone direct or y> in the FishEye documentation.

Crucible also makes use of this FishEye environment variable:
® FI SHEYE | NST - the location of the FishEye data.

Refer to the FishEye documentation for more about the environment variables.

Installing the Crucible binary files

See the following for Crucible install instructions:

® |nstalling Crucible on Windows
® |nstalling Crucible on Linux and Mac

Setting up a repository for use with stand-alone Crucible

For complete instructions, see Configuring repositories.
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Setting up a Repository for use with FishEye and Crucible

If you intend to use Crucible and FishEye with:

® Subversion, please read Supported platforms, Subversion client setup, and granting permission to
FishEye to scan your repository.

Git, please read Supported platforms and Git Client setup.

Perforce, please read Supported platforms and Perforce Client setup.

CVS, please read Supported platforms and CVS Client setup.

Mercurial, please read Supported platforms and Mercurial Client setup.

Detailed Documentation
You can find more information in:

® Crucible Getting Started
® FishEye Getting started

Administering projects

A Crucible project provides a way to group and manage related reviews — typically reviews that are all involved
with the same software project. A Crucible project allows you to

® define default moderators, authors and reviewers for the reviews in that project.

® define which people are eligible to be reviewers for the reviews in that project.

® use permission schemes to restrict who can perform particular actions (e.g. 'Create Review') in that
project.

Every Crucible review belongs to a project. Each project has a name (e.g. ACME Development) and a key (e.g.
ACME). The project key becomes the first part of that project's review keys, e.g. ACME-101, ACME-102, etc:

By default, Crucible contains one project. This default project has the key 'CR' and the name 'Default Project'.

When administering your Crucible projects from the projects listing in the admin area, you can:

® Click Add a new project (at the bottom of the list) to create a new project.
® Click Edit (in the 'Crucible Settings' column) for an existing project to edit its settings.
® Click Delete for an existing project to delete it. See Deleting a project below.

Deleting a project
Before you begin:

® By default, Crucible contains one project; it has the key 'CR' and the name 'Default Project'’. This project
cannot be deleted.
® Deleted projects cannot be recovered.

To delete a Crucible project:

1. Go to the admin area and click Projects (under 'Project Settings').

2. Click Delete (in the 'Crucible Settings' column) for the project you wish to remove.

3. If empty, the project instantly disappears.
If the project contains reviews, you will be prompted to either delete all the reviews in the project, or move
them into the default project.

Creating a project

A Crucible project provides a way to group and manage related reviews — typically reviews that are all involved
with the same software project. A Crucible project allows you to

® define default moderators, authors and reviewers for the reviews in that project.

® define which people are eligible to be reviewers for the reviews in that project.

® use permission schemes to restrict who can perform particular actions (e.g. 'Create Review') in that
project.
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Every Crucible review belongs to a project. Each project has a name (e.g. ACME Development) and a key (e.g.
ACME). The project key becomes the first part of that project's review keys, e.g. ACME-101, ACME-102, etc:

By default, Crucible contains one project. This default project has the key 'CR' and the name 'Default Project'.

To create a new project:

1.

aprwN

Click the 'cog' menu in the Crucible header, and choose Administration. You need to be logged in as an
administrator to see this.

Click Projects (under 'Project Settings').

Click Add a new project (at the bottom of the list).

Complete the fields in the 'Edit Project’ page (described below).

Click Save to create your new project.

Identification ®* Name — the plain language name as displayed
in the Crucible interface.
® Key — the project key used when giving
reviews their unique code names. If you
change the key for a project all open, and
closed, reviews in the project are updated with
the new key.

Content ® Default Repository — the repository that
contains the source code for this project. This
is the repository that will be searched by
default when you add files to a review.

® Store the contents of files in reviews —
check to have the source files under review
stored in the Crucible database, along with the
comments and review data. This retains a
copy of all the source files under review even
if the repository is disconnected from Crucible.
See Storing all revisions under review.

Permission Scheme Permission Scheme — the permission scheme ap
plied to this project. (A permission scheme
controls who can perform particular actions, for
example, create a review.)

Moderator ®* Enable the Moderator role — clear to have
reviews run by the author only. See Enabling
the moderator role.

® Default Moderator — the user who will be set
as the moderator for all new reviews created
in the project. Leave this field blank to force
the review's creator to choose a moderator.
See Creating a review.

Default Reviewers ® By default, allow anyone to join reviews

after creation — sets the default state of the A
I[low anyone to join checkbox on the 'Choosi
ng reviewers' screen.

® Users — set the individual users to whom new
reviews will be assigned by default.

® Groups — set the groups to which new
reviews will be assigned by default.

Allowed Review Participants Use Users and Groups to restrict who can have a
role (author/creator/moderator/reviewer) in this
project's reviews. These users will be the only
ones whose names appear when a review is assig
ned. Leave these fields blank to allow all users to
have access.
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Review Duration Default duration — the default length of time (in
week days) for reviews in this project. If you leave
the field blank, then no time restriction is applied.
Reviews that are overdue will show up in red on
the reviewer's dashboards. Note that the review
duration only affects the default due date that
appears when creating a review. The review's cre
ator or moderator can specify a different date if
they wish.

Default Review Objectives Default Objectives — specify some text that will
appear by default in the Review Objectives field
of each new review. This text can be edited, as
with any text in the Review Objectives text box.
See Setting default review objectives.

Screenshot: The Edit Project Screen

Edit Project @

Identification
Name:

Key:

Default Review Content Repository
Default Repository:  pptr -
Store the contents of files in reviews
Project Permissions Scheme @

Permission Scheme: . -

Moderator @

Enable the Moderator role for this project

Default Moderator: Starttyping a user name then press enter to select

Default Reviewers @

[] By default, allow anyone to join reviews after creation
Users: Starttyping a user name then press enter to select

Groups: Starttyping a group name then press enter to select.

Allowed Review Participants @ (Leave blank to let all users access this project)
Users: Start typing a user name then press enter to select

Groups: Starttyping a group name then press enterto select.

Review Duration @

Default duration in week days:

Default Review Objectives @

Default Review Objectives:

Praview

Save

Storing all revisions under review

When creating a project or editing a project's properties, you can set Crucible to save all files (and revisions of
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those) associated with a review to Crucible's database. This allows you to be able to view that file content
whether or not the repository is online or accessible to Crucible. It also creates an enhanced audit trail should
you require it, saving the review content regardless of whether or not it is deleted or lost from the repository.

ﬂ Note that the storage of files must be set per-project. Also, the storage only applies to reviews created after
Revision Storage is enabled. This means that for existing projects, pre-existing reviews will not have files stored
unless you look at them again after Revision Storage is enabled.

Enabling file storage
You can enable file revision storage on the 'Edit Project' page.
For an existing project:

1. Go to the admin area and click Projects (under 'Project Settings').
2. Click Edit (in the 'Crucible Settings' column) for an existing project.
3. Check Store the contents of files in reviews (under 'Content’).

4. Click Save.

Editing a project

Once a project is created, an administrator can edit the default values for settings such as repository, moderator,
allowed reviewers, allowed groups and permissions scheme. These are the settings that are applied to any new
review created for the project.

To edit project settings:

1. Inthe admin area, click Projects (under 'Project Settings").
2. In the list of projects, click Edit in the (‘Crucible' column) for the required project.
3. Modify the available settings, as required:

Identification ®* Name — the plain language name as displayed
in the Crucible interface.
® Key — the project key used when giving
reviews their unique code names. If you
change the key for a project all open, and
closed, reviews in the project are updated with
the new key.

Content ® Default Repository — the repository that
contains the source code for this project. This
is the repository that will be searched by
default when you add files to a review.

® Store the contents of files in reviews —
check to have the source files under review
stored in the Crucible database, along with the
comments and review data. This retains a
copy of all the source files under review even
if the repository is disconnected from Crucible.
See Storing all revisions under review.

Permission Scheme Permission Scheme — the permission scheme ap
plied to this project. (A permission scheme
controls who can perform particular actions, for
example, create a review.)

Moderator ® Enable the Moderator role — clear to have
reviews run by the author only. See Enabling
the moderator role.

®* Default Moderator — the user who will be set
as the moderator for all new reviews created
in the project. Leave this field blank to force
the review's creator to choose a moderator.
See Creating a review.
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Default Reviewers

Allowed Review Participants

Review Duration

Default Review Objectives

Screenshot: The Edit Project screen in Crucible

134

* By default, allow anyone to join reviews
after creation — sets the default state of the A
[low anyone to join checkbox on the 'Choosi
ng reviewers' screen.

® Users — set the individual users to whom new
reviews will be assigned by default.

® Groups — set the groups to which new
reviews will be assigned by default.

Use Users and Groups to restrict who can have a
role (author/creator/moderator/reviewer) in this
project's reviews. These users will be the only
ones whose names appear when a review is assig
ned. Leave these fields blank to allow all users to
have access.

Default duration — the default length of time (in
week days) for reviews in this project. If you leave
the field blank, then no time restriction is applied.
Reviews that are overdue will show up in red on
the reviewer's dashboards. Note that the review
duration only affects the default due date that
appears when creating a review. The review's cre
ator or moderator can specify a different date if
they wish.

Default Objectives — specify some text that will
appear by default in the Review Objectives field
of each new review. This text can be edited, as
with any text in the Review Objectives text box.
See Setting default review objectives.
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Edit Project e

Identification

Name |FINANCE
Key |piN

Content
Default Repository | trinity =

& Store the contents of files in reviews

Permissions Scheme @

Permission Scheme | default #

Moderator @
# Enable the Moderator role for this project

Default Moderator Start typing a user name then press enter to select.

Default Reviewers @
By default, allow anyone to join reviews after creation

Users Start typing a user name then press enter to select.

Groups Start typing a group name then press enter to select.

Allowed Review Participants @ (Leave blank to let all users access this project)

Users Start typing a user name then press enter to select.

Groups Start typing a group name then press enter to select.

Review Duration @

Default duration

Default duration in week days

Default Review Objectives @

Default Objectives

Enabling the moderator role

135

By default, Crucible projects do not have a moderator. This allows for a streamlined review handling process,
where the review author is the sole person who starts and stops the review. However, you can enable the
moderator role for Crucible projects, if required.

The moderator role can only be set by a Crucible administrator.
On this page:

® Enabling the moderator role
® Removing the moderator role from an existing project
® Adding the moderator role to an existing project

Enabling the moderator role

The moderator role is configurable in Crucible as a per-project setting. By default, all reviews have an author and
a moderator. However, the moderator role can be disabled.

To enable or disable the moderator role on a project:

1. Go to the admin area in Crucibleand click Projects (under 'Project Settings").
2. Click Edit (in the 'Crucible Settings' column) for the project.
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3. Check Enable the Moderator role (under ‘Moderator’).

Removing the moderator role from an existing project

When you remove the moderator role from an existing project, note that:

® EXxisting reviews, created before the change, will still retain the moderator they were assigned.

® Reviews created after the change will not have the moderator role.

* If the removal of the moderator conflicts with other Crucible project settings, a warning will be shown on
the Projects page.

ﬂ If in doubt about the impact of removing the moderator role, you can create a new project, and set the
moderator status while doing that.

Adding the moderator role to an existing project

If you add the moderator role to an existing project, note that:

® Existing reviews, created before the change, will still have no moderator.

®* Reviews created after the change will have the moderator role added.

* |f the addition of the moderator role conflicts with other Crucible project settings, a warning will be shown
on the Project page.

ﬂ If in doubt about the impact of adding the moderator role, you can create a new project, and set the
moderator status while doing that.
Setting default review objectives

To set default review objectives for all the reviews in a given project:

1. Go to the admin area and click Projects (under 'Project Settings’).

2. Click Edit (in the 'Crucible Settings' column) for the project.

3. In the Default Objectives text box specify the text that will appear by default in the Review Objectives fi
eld of each new review. This text will be able to be edited, as with any text in the Review Objectives text
box.

4. Click Save.

See Editing a project for more information about project defaults.

Screenshot: Default Review Objectives in Crucible

Default Review Objectives

Ta =h

Defaull Review
Objectives) | compl

Provwview ]

Save

Configuring repositories
The instructions for configuring your repositories differ, depending on your Crucible setup:

If you are running Crucible with Atlassian's FishEye, you can manage your repositories using FishEye. See
the FishEye documentation for more information.

If you are running Crucible alone, you can manage your repositories using native repository access (bundled
with Crucible):

Go to the Crucible admin area.
Click Repositories (under 'Repository Settings'), and then Native Repository Access (if necessary).

Click Add Existing...
Refer to the following pages in the FishEye documentation for details about setting up particular

repositories:

e N
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CVSs

Git
Mercurial
Perforce
Subversion

Please also see the What happens if | decide to stop using FishEye with Crucible page for important information
about light FishEye.

1 Crucible SCM plugins superseded by Native Repository Access
Crucible now ships with native repository access, which allows you to connect to repositories without a
working version of FishEye. Crucible SCM plugins will still work, but we recommend that you stop using
them in favour of native repository access. See What happens if | decide to stop using FishEye with
Crucible for instructions.

Setting up a Git repository in Crucible

This page describes how to use Crucible's native repository access to connect to an external Git repository. This
native access uses a FishEye component (without requiring a FishEye license) which is why the description
below refers to FishEye in places. See What happens if | decide to stop using FishEye with Crucible for more
information.

Crucible interacts with Git repositories by executing the Git command in a separate process. Hence, the server
running Crucible needs to have Git installed. Crucible indexes Git repositories by making a private, bare clone of
your repository within Crucible's cache area. It uses this private clone for most Git operations.

ﬂ See the Supported platforms page for the version of Git that is required by the server running Crucible.

Git repository setup

To add an external Git repository to FishEye:

1. Click the'cog' menu in the FishEye header, and choose Administration. You will need to be logged in as
an administrator to see this link.

2. Click Repositories (under 'Repository Settings').

3. Click Add Existing...

4. Complete the wizard:

Step 1
Field Description
Repository Type Select Git.
Name Enter a name for this repository. The name may
contain alphanumeric, underscore, '-' or '.' characters.
This will be repository name in FishEye.
Description Enter a short description of this repository.
Step 2
Field Description
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Repository Location

Path

Block Size

Command Timeout

Rename Detection

Step 3

Field
Store Diff Info

Enable Repository After Adding

Screenshots: Adding a Git repository

Enter the URL describing the Git repository location.
FishEye will clone this repository for indexing
purposes. You can use any URL recognised by Git
itself. Fisheye recognizes the following URL's:
git://server_name[:port]/path_to_reposi
tory
http://server_nane[:port]/path_to_repos
itory
https://server_nane[:port]/path_to_repo
sitory

ssh://server_name[: port]/path_to_reposi
tory
file://[hostnane]/path_to_repository

Do not use spaces in your URL.

(optional) Enter the path within the Git repository that
you want FishEye to index. This lets you limit FishEye
to indexing a subset of the complete Git repository.

(optional) Enter how many commits you want
FishEye to process in one batch. Larger values
require more memory and increase the amount of
work FishEye commits to the database in a single
operation. The default is 400. The minimum being 1.
This field only accepts positive whole numbers.
Requires a repository restart.

(optional) Enter the time that a single Git command is
allowed to take to execute. Any command that
exceeds this time is terminated and the operation will
fail.

(optional) Select which Git rename detection strategy
FishEye will use to detect copy and move operations
within the repository. Please refer to the Git
documentation for more information.

Description

Tick this checkbox, if you want FishEye to cache
information about file diffs in its database. This is
required for some FishEye features. See Configuring
Repository Details for more information on this
setting.

Tick this checkbox, to enable the repository after
adding (i.e. when you click the 'Add" button).
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Step 2

When FishEye indexes a Git repository, it indexes by the available branches. As it processes the commits on a
branch, FishEye will assign the commit to the branch it first sees the commit on. Commits are only indexed once
so if a commit belongs to multiple branches, the commit will not be indexed against subsequent branches.

Furthermore, indexing of a Git repository can be slow when new branches are pushed. Performance in such
cases can be improved by setting a command line option for FishEye. See this KB page for more information.

Setting up a Perforce repository in Crucible alone

This page describes how to configure Crucible access to Perforce repositories.

1 Crucible SCM plugins superseded by Native Repository Access
Crucible now ships with native repository access, which allows you to connect to repositories without
having FishEye integrated with your Crucible instance. Crucible SCM plugins will still work, but we
recommend that you stop using them in favour of native repository access. See What happens if |
decide to stop using FishEye with Crucible for instructions.

Setting up a Perforce repository using native access
To set up native access to a Perforce repository:

1. Go to the Crucible admin area.

Click Repositories (under 'Repository Settings'), and then Native Repository Access (if necessary).

2.
3. Click Add Existing...
4,

Refer to Perforce in the FishEye documentation for detailed information about completing the wizard.

Setting up the Crucible Perforce SCM plugin

This section describes how to configure the Crucible Perforce SCM plugin to access Perforce repositories.

To set up Perforce in Crucible alone:

1. Ensure that the Perforce executable file is on the system path, in the Crucible server's Environment

Variables
Start Crucible and go to the admin area.

N

3. Click Manage Add-ons (under 'Systems Settings").
4. Find and click on the Crucible Perforce SCM Plugin (click Show System Plugins) and then click Confi

gure.
5. Click Add arepository and complete the form:

Name

Repository Server

Choose a unique name for the repository.

Enter the base URL and port for the repository, for
example:
exanpl e. com 666.
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Repository Path Add the path to your Perforce repository. For
example: / / depot / code/ exanpl e/ mai n.

Perforce Username Enter the username of the Perforce account that
Crucible will use. (optional)

Note that this account should only have read-only
access to the repository.

Perforce Password Enter the password of the Perforce account that
Crucible will use. (optional)

6. Click Save.

Your Perforce repository is now set up for Crucible. You will be able to select changesets from it when creating
reviews.

Notes

® There is no 'initial scanning' required in this process, as Crucible's access to Perforce (when running
alone) is strictly on-demand. Data is not indexed, hence there is no scanning.
® Crucible executes the Perforce command-line tool to enable this functionality.

Setting up a Subversion repository in Crucible alone

This page describes how to configure Crucible access to Subversion repositories.

1 Crucible SCM plugins superseded by Native Repository Access
Crucible now ships with native repository access, which allows you to connect to repositories without a
working version of FishEye. Crucible SCM plugins will still work, but we recommend that you stop using
them in favour of native repository access.

For more information, see

® Advantages of Native Repository Access over lightSCM plugins
* \What happens if | decide to stop using FishEye with Crucible

Setting up a Subversion repository using native access
To set up native access to a Subversion repository:

1. Go to the Crucible admin area.

2. Click Repositories (under 'Repository Settings'), and then Native Repository Access (if necessary).
3. Click Add Existing...

4. Refer to Subversion in the FishEye documentation for detailed information about completing the wizard.

Setting up the Crucible Subversion SCM plugin

This section describes how to configure the Crucible Subversion SCM plugin to access Subversion repositories.
The plugin is bundled with Crucible.
To set up Subversion in Crucible alone:

1. Start Crucible and go to the admin area.

2. Click Manage Add-ons (under 'Systems Settings').

3. Find and click on Crucible Subversion SCM Plugin (click Show System Add-ons) and then click Conf
igure.

4. Click Add arepository and complete the form:

Name Choose a unique name for the repository.

Repository Root Enter the repository root URL for the repository.
See Finding your repository root below for
instructions on how to find this.
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Repository Path Add the path on the base URL where your
repository. For example, if you used the root URL
above, and the full path to your Subversion
instance is 'http://svn.example.com/svn5/', you
would enter 'svn5' into this field.

SVN Username Enter the username of the Subversion account
that Crucible will use.

Note that this account should only have read-only
access to the repository.

SVN Password Enter the password of the Subversion account
that Crucible will use.

5. Click Save.

Your Subversion repository is now set up for Crucible. You will be able to select changesets from it when
creating reviews.

Note that there is no ‘initial scanning' required in this process, as Crucible's access to Subversion (when running
alone) is strictly on-demand. Data is not cached, hence scanning is not required.

Finding your repository root

Run the following command:

svn info SVN_URL

where SVN_URL is the complete URL of the repository you want to add.

You will get something like the following:

>svn info http://svn. exanpl e. com svn5/

Pat h: svn5

URL: http://svn.exanpl e.com svn5/

Repository Root: http://svn. exanpl e. com

Repository UUI D: ce062a09-193b-427a-a7b3-a85007076e5d

Revi si on: 83

Node Kind: directory

Last Changed Author: ryan

Last Changed Rev: 83

Last Changed Date: 2009-05-07 10:48:41 +1000 (Thu, 07 May 2009)

Next to "Repository Root" is the URL you should define as your repository root. The path will be whatever is
remaining.

Enabling reviews from the server file system in Crucible

You can set up the server file system to be a code repository for Crucible. You will be able to browse files and
directories on the hard drive and select files from it when creating reviews.

To set up the file system as a code repository in stand-alone Crucible:

1. Go to the admin area in Crucible.

2. Click Manage Add-ons (under 'Systems Settings').

3. Find and click on Crucible FileSystem SCM Plugin (click Show System Plugins, then click Enable if
that is displayed).
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4. Click Configure then Add a repository.
5. Complete the form:

Name Choose a unique name for the repository.
Base Path Choose the lowest level of directory that Crucible
will access.
6. Click Save.

Setting up a repository via FishEye

To use FishEye to access an external source control repository, such as Subversion or Git, for Crucible, see the
FishEye documentation for how to add a repository.

CVSs

Git
Mercurial
Perforce
Subversion

1 Building index and cache
FishEye needs to build an index and cache of the contents of your repository, so some information will
not appear in FishEye until this is complete. This may take some time to complete, depending on the
size of the repositories.

ﬂ' We recommend you access the repository with a user that has only read access to the repository.

Setting up users and security

User management and security settings are covered in the FishEye documentation.

Other related security resources

F§] Configuring User Managed Mappings
é“] Creating a permission scheme

& Creating a user

] How to Report a Security Issue

% Security Advisory Publishing Policy
2] Security Patch Policy

% Severity Levels for Security Issues

Creating a user

@ Some user management functions are identical in both Crucible and FishEye. See more user
management documentation in the FishEye documentation.

There are two types of user accounts:

® ‘'Built-in' user accounts — these are stored in the local database for FishEye/Crucible.
* ‘'External' user accounts — these are stored in an external directory (e.g. LDAP), if configured. See Config
uring External Authentication Sources.

1 Note regarding external directories:
®* New users can only be added if they already exist in the external directory. Your external
directory will not be modified.
® |f you have enabled ‘auto-add' for your external directory, users who don't exist locally in
FishEye/Crucible will be automatically added the first time they log in to Crucible.

To add a new user:
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1. Inthe admin area, click Users under 'User Settings'.

2. Click Add user at the bottom of the screen.
3. Configure the following settings:

Username

Display name
Email
Auth Type

Password

4. Click Add.

Add New User @

Information about the new user

Lsermname

Type the user's login name. You can use the
following characters:

letters and numbers
hyphen (')
underscore (*_")

‘at' sign ('@")

The user's display name appears in the user
interface.

The email address is where the user will receive n
otifications.

Select either built-in or the appropriate external
directory where the user identity will be stored.

(For built-in users only) 0 The user can easily ch
ange their own password later.

Display name

Email

Auth Type [ built-in 1]

FPassword

Confirm Password

I.f Y

[ Add ) Cancel

Permissions

A permission is the ability to perform a particular action in Crucible, e.g. 'Create Review'.

Permissions in Crucible are managing through the use of permission schemes.

A permission scheme assigns particular permissions to any or all of the following:

Particular Users.

Particular Groups.

All logged-in users.

Anonymous Users

People in particular Review Roles, such as:
® Author
® reviewer
® creator
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® moderator

The scheme's permissions will apply to all reviews belonging to the project(s) with which the scheme is
associated.

You can create as many permission schemes as you wish. Each permission scheme can be associated with
many projects or just one project, allowing you to tailor appropriate permissions for individual projects as
required.

Further reading

® Creating a permission scheme
® Associating a permission scheme with a project
® Agile permissions schemes in Crucible

Creating a permission scheme
This page contains information on how to create a permission scheme in Crucible.
On this page:

® Creating a permission scheme
® Editing a permission scheme
® List of Crucible permissions

Creating a permission scheme
To create a permission scheme:

1. Inthe admin area, click Permission Schemes, under 'Security Settings'.

2. Under 'Add a new permission scheme', enter a Name to uniquely identify your new scheme.

3. Click Add. Your new permission scheme will have the default assignees shown in the permissions table b
elow.

4. If required, edit this permission scheme, as described below.

@ Next step: see Associating a permission scheme with a project.

Screenshot: Adding a Permission Scheme

Add a new permission scheme

Mame

Editing a permission scheme

To edit a permission scheme:

1. Inthe admin area, click Permission Schemes under 'Security Settings'.
2. Click edit for the scheme you wish to change.
3. Click edit for the permission you wish to modify, and choose the appropriate assignee(s) for this

permission:
Allow Anonymous users Assign this permission to anonymous users
Allow All logged in users Assign this permission to all logged-in users
Individuals Enter a username to assign this permission to a
particular user.
Groups Enter a group name to assign this permission to a

particular group of users.
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Review Participants Select check boxes to assign this permission to

users who belong to any of the Reviewer / Creat
or / Author / Moderator participants.
Click Save when you are done.
I Note: for ongoing ease of management, it is recommended that you grant permissions to groups of pa
rticipants rather than to individual users.

4. Click Save.

Screenshot: Editing the 'Close' permission

Edit User Action @

Close: Ability to close a review once it has been summarized.

] Allow All logged in users

Individuals Start typing a user name then press enter to select.

# Seb Ruiz

Groups Start typing a group name then press enter to select.
Review Participants M Reviewer # Creator @ Author @ Moderator

=
( | Cancel
Save

List of Crucible permissions

The following permissions are available:

Permission Description Default Assignees
Abandon Ability to abandon (i.e. cancel) a Creator
review. Author Moderator
Approve Ability to approve a review (i.e. Creator
issue it to the reviewers). Author Moderator
Close Ability to close a review once it Creator
has been summarised. Author
Reviewer
Moderator
Comment Ability to add or remove a Creator
comment to or from a review. Author
Reviewer
Moderator
Complete Ability of a reviewer to change Reviewer
their individual review status to
Complete.
Create Ability to create a review. All logged-in users
Delete Ability to delete a review. Creator

Author Moderator
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Edit Review Details

Re-Open

Recover

Reject

Submit

Summarise

Uncomplete

View

Ability to edit a review's details and
change the set of revisions being
reviewed.

Ability to re-open a closed or
abandoned review.

Ability to resurrect an abandoned
(i.e. cancelled) review.

Ability to reject a review submitted
for approval (i.e. prevent it from
being issued to reviewers).

Ability to submit a review for
approval (i.e. request that the
review be issued to the reviewers).

Ability to summarise a review.
(Normally this would be done after
all reviewers have completed their
review.)

Ability of a reviewer to change
their individual review status from
Complete to Uncomplete.

Ability to view a review. (People
without this permission will not
know that the review exists.)

Associating a permission scheme with a project

Creator
Author
Reviewer
Moderator

Creator
Author
Reviewer
Moderator

Creator
Author
Reviewer
Moderator

Creator
Author Moderator

Creator
Author Moderator

Reviewer

Anonymous users
All logged-in users
Creator

Author

Reviewer
Moderator

This page explains how to associate a permission scheme with a Crucible project and show details of the default
permission schemes included with Crucible.

On this page:

® Associating a permission scheme with a Crucible project

® Overview of the permission schemes bundled with Crucible
® Default permission scheme settings
® Agile permission scheme settings

® Related links

Associating a permission scheme with a Crucible project

To associate a permission scheme with a project:

1. In the admin area, click Projects (under 'Project Settings').
2. Find the project you wish to associate with your permission scheme, and click Edit (in the 'Crucible

Settings' column).

3. Under 'Permissions Scheme', choose a scheme from the Permission Scheme list.
© You will be shown a list of the schemes that have been created in Crucible. You can create a new
permission scheme if necessary.

4. Click Save.

Overview of the permission schemes bundled with Crucible
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Crucible comes with two permission schemes. 'Default' and 'Agile’. The following tables show the default settings

in detail; note that these can be easily edited by admin users to suit your needs.

Default permission scheme settings

This table shows the various permissions and which user groups have them by default.

Permission

Abandon

Approve
Close

Comment

Complete

Create

Delete

Edit Review
Details

Recover

Reject
Re-Open
Submit
Summarize
Uncomplete

View

Anonymous

false

false
false

false

false

false

false

false

false

false
false
false
false
false

false

All Logged In

false

false
false

false

false

true

false

false

false

false
false
false
false
false

true

Individuals

None

None
None

None

None

None

None

None

None

None
None
None
None
None

None

ﬂ The default permission scheme has changed since Crucible 1.6.

Agile permission scheme settings

This table shows the various permissions and which user groups have them by default.

Permission

Abandon

Approve

Anonymous

false

false

All Logged In

false

false

Individuals

None

None

Groups

None

None
None

None

None

None

None

None

None

None
None
None
None
None

None

Groups

None

None

Review Roles

Creator,
Moderator

Moderator
Moderator

Reviewer,
Creator, Author,
Moderator

Reviewer
No roles.

All logged-in
users

Creator,
Moderator

Creator,
Moderator

Creator,
Moderator

Moderator
Moderator
Creator
Moderator
Reviewer

Reviewer,
Creator, Author,
Moderator

All logged-in
users

Review Roles

Creator, Author,
Moderator

Creator, Author,
Moderator
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Close

Comment

Complete

Create

Delete

Edit Review
Details

Recover

Reject

Re-Open

Submit

Summarize
Uncomplete

View

Related links

® Creating a permission scheme
Agile permissions schemes in Crucible

This page contains information about using and editing Agile permission schemes in Crucible.

Understanding the Agile Permissions Scheme

false

false

false

false

false

false

false

false

false

false

false
false

true

false

false

false

true

false

false

false

false

false

false

false
false

true

None

None

None

None

None

None

None

None

None

None

None
None

None

None

None

None

None

None

None

None

None

None

None

None
None

None

Reviewer,
Creator, Author,
Moderator

Reviewer,
Creator, Author,
Moderator

Reviewer
No roles.

All logged-in
users

Creator, Author,
Moderator

Reviewer,
Creator, Author,
Moderator

Reviewer,
Creator, Author,
Moderator

Creator, Author,
Moderator

Reviewer,
Creator, Author,
Moderator

Creator, Author,
Moderator

No roles.
Reviewer

Reviewer,
Creator, Author,
Moderator

Anonymous
users

All logged-in
users

Agile development teams may not want to use the default Crucible permission schemes that require one person
to approve or summarise reviews. Crucible ships with a pre-defined Agile permission scheme. By Agile, we
mean permission schemes that have no moderator and very liberal permissions, suited to Agile or
self-organising teams.

To use the Agile permissions scheme when creating a project, simply select agile from the Permissions
Scheme list on the 'Edit Project' screen.
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Considerations

ﬂ If you began your installation of Crucible with Crucible 2.1 or later, then this permission scheme will appear in
the list of permission schemes in the administration menu.

I If you have upgraded from an earlier version of Crucible (pre Crucible 2.0), then the Agile permission may not
appear by default. However, you can still create the equivalent by disabling the moderator when creating
projects, allowing freer access to summarising, closing and generally tending to Crucible reviews.

ﬂ If you disable the moderator role on the Edit Project screen, then Crucible will check the current permission
scheme. If the current permission scheme requires a moderator, a warning will be shown and you will be
prompted to create a new permission scheme which will be called 'Agile’ (or Agile-X if the name Agile already
exists, where X is a number appended to the scheme name). The new permissions scheme will not require a
moderator to carry out any actions.

Screenshot: Warnings on Permission Schemes that Require a Moderator
Project Permissions Scheme @

Permission |default
Scheme:

The permizsion scheme "default” requires the Moderator role, which has been disabled.

All existing permission schemes require the Moderator role. Create an "unmoderated”
permissicn scheme.

Moderator @

@ble the Moderator role for this@

Migrating to an external database

This page contains information about migrating Crucible from its default embedded HSQL database to an
external database. Advantages of using a database other than the embedded HSQL database include:

®* Improved Protection Against Data Loss: The Crucible built-in database, running HSQLDB is somewhat
susceptible to data loss during system crashes. External databases are generally more resistant to data
loss during a system crash. HSQLDB is not supported in production environments and should only be
used for evaluation purposes.

® Performance & Scalability: if you have many users on your Crucible instance, running the database on
the same server as FishEye may slow it down. When using the embedded database, the database will
always be hosted and run on the same server as Crucible.

® Data Stored in the Crucible Database: The Crucible database stores all information besides the cache
for repository scans. This means all reviews, comments, review states, user data and user preferences
information.

On this page:

® Supported Databases
® Support for Other Databases
* Notes

Supported Databases

You can use a number of alternatives to the built-in HSQLDB database for storing FishEye and Crucible's
relational data. The supported alternative databases are listed on the Supported platforms page. Please note,
that only the database versions listed on that page are supported.

The pages linked below outline the steps required to switch to an external database:

Migrating to MySQL
Migrating to Oracle
Migrating to PostgreSQL
Migrating to SQL Server
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Support for Other Databases

If you are using another database product that you would like to see supported, please create a JIRA issue for it
under the Crucible project.

Notes

Crucible uses Read Committed transaction isolation. There is no requirement to configure this explicitly when
setting up an external database - Crucible will configure the transaction isolation when connecting to the
database.

Migrating to MySQL

This page describes how to use FishEye/Crucible with both MySQL Enterprise Server and MySQL Community
Server. Note that when they are used together, FishEye and Crucible share the same external database.

To switch to a MySQL database, install MySQL and then follow the steps below. Please note that during the
migration of database servers, the FishEye/Crucible instance will not be available to users or to external API
clients.

I Note that for FishEye 2.9+, the JDBC driver for MySQL is not bundled with FishEye/Crucible (due to licensing
restrictions).

MySQL 5.6.x Compatibility
For MySQL 5.6, Fisheye requires 5.6.11 or later.

Prerequisites

To start with:

1. Install a supported version of MySQL. Check the Supported platforms page for the exact versions that are
supported.
2. Download and install the JDBC driver, if necessary. Note that for FishEye 2.9+, the JDBC driver for
MySQL is not bundled with FishEye/Crucible (due to licensing restrictions).
a. Download the MySQL Connector/J JDBC driver from the MySQL download website.
b. Expand the downloaded zip/tar.gz file.
c. Copy the mysql - connector-java-x.y.zz-bin.jar fileto your Fl SHEYE_| NST/ | i b director
y. Ifthe | i b/ directory doesn't already exist, you will need to create it.
d. Restart FishEye/Crucible.
On this page:

® Prerequisites

® Step 1. Create a MySQL database

® Step 2. Configure FishEye/Crucible to use
MySQL, and migrate data

Related pages:

Migrating to PostgreSQL
Migrating to Oracle

Migrating to SQL Server
Migrating to an external database
Troubleshooting Databases

Step 1. Create a MySQL database
Set up a MySQL database as follows:

Configure the database to use the InnoDB storage engine

Create a database on MySQL for FishEye/Crucible to use

Create a FishEye user on the database

Configure the database to use ut f 8 character set encoding

Configure the database to use ut f 8_bi n collation (to ensure case sensitivity).
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Here is an example of how to do that. When FishEye/Crucible and MySQL run on the same machine (accessible
through | ocal host ), issue the following commands (replacing f i sheyeuser and passwor d with you own
values):

mysqgl > SET GLOBAL storage_engine = 'InnoDB' ;

nysql > CREATE DATABASE fi sheye CHARACTER SET utf8 COLLATE utf8_bin;
mysqgl > GRANT ALL PRI VI LEGES ON fisheye.* TO 'fisheyeuser' @I ocal host'
| DENTI FI ED BY ' password';

mysql > FLUSH PRI VI LEGES;

mysql> QUIT

This creates an empty MySQL database with the name f i sheye, and a user that can log in from the host that
FlshEye is running on who has full access to the newly created database. In particular, the user should be
allowed to create and drop tables, indexes and other constraints.

You will also need to set the Server Char act er set to ut f 8. This can be done by adding the following in ny.
i ni for Windows or my. cnf for other operating systems (create the file at /etc/my.cnf if it doesn't already exist).
It has to be declared in the Server section, which is the section after [ mysql d] :

[ nysal d]
character-set-server=utf8

You'll need to restart MySQL for that change to take effect. Now use the st at us command to verify database
character encoding information:

mysqgl > use fisheye;
mysqgl > st at us;

Screenshot: Using the MySQL status command

Yer 14,12 Distrib 5§ . Tor apple-da
Fwing. 11,1 (1

Connection id: Ted
root@localhost
M
stdout

delimiter:

G 27 Source distribution
tocal

wat via UNIX socket

SEL

Opens: 468445 Flush tables: 1

mysql= D

1 Both the server and database character set must be UTF-8. You may not initially notice a problem
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because of the characterset overlap but this is indeed a requirement. We've verified that when using a
charset such as Swedish 7 bit as the server charset and UTF-8 as the database charset data corruption
is easy to reproduce and obvious. This proves that the server character set is as important and that
data corruption is possible when there is a charset mismatch. We absolutely cannot suggest a
configuration where the server charset and database charset are anything other than UTF-8.

Step 2. Configure FishEye/Crucible to use MySQL, and migrate data

In order to migrate to a different database backend, you must create a backup of sql data, configure the
database and finally import the data via a backup restoration process. This can be done from either the
FishEye/Crucible administration console, which streamlines the process, or via the command line tool which
FishEye/Crucible provides.

Option 1: Migrate using the Ul (FishEye/Crucible Administration)
1. Navigate to the Dat abase page in FishEye/Crucible's Administration console.

To log in to the Admin area, you can either:
® click Administration at the foot of the page.
® pavigate to http://HOSTNAME:8060/admin/, where HOSTNAME is the name of the server on which
you installed Fisheye.

Once logged in as an administrator you can also get to the Admin area by clicking the ‘cog’ menu in the

FishEye/Crucible header, and choosing Administration.

Choose Edit > Test Connection to verify that FishEye/Crucible can log in to the database.

3. Select MySQL from the database type.

4. Fill in the appropriate fields, replacing the host, port, database name, username and password using the
same connection details as used when creating the MySQL database in Step 1 above.

5. Click Test Connection to validate the values.

N

Screenshot: Testing the connection

Database Configuration @

To switch to a different database, specify the database's configuration settings in the form below and use the Test Connection button to verify that the database can be used.
We are currently connected to the Oracle database at jdbc:oraclethin:@localhost:1521 xe.

Built-In
Changes to connection pool §  pogigresgL  EStAr before the new settings will take effect

Oracle

T\fpeﬁ-mﬂp.#‘

Driver Location: | User Supplle-d_—FISHEYE_INST.ihh ?

URL: jdbc:mysgl://localhost/dbname

User Name: Username

Password:  sssssses
Minimum Pool Connections: 5

Maximum Pool Connections: 20

|useUnicode=true
characterEncoding=UTF8
Parameters: |connectionCollation=UTF&_bin

P
|_ Test Connection )

Cancel ) Save & Migrate Save

If this fails, verify that you have the MySQL JDBC driver . j ar file in the classpath (see Prerequisites secti
on above for instructions on how to install the driver). Also, ensure that the database user can log in to the
database from the machine that FishEye/Crucible is running on and that all the required privileges are
present.

6. Click Save & Migrate to start the migration process.

During the migration process (which will take several minutes, depending on the size of your database
and network throughput), the product will be inaccessible to users and external API clients. Users will see
a maintenance screen that informs them of the process. Should the migration fail for any reason,
FishEye/Crucible will not switch to the new database and report on the encountered problems. Because
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the destination database may now contain some, but not yet all data, drop all tables, indexes and
constraints before attempting a new migration.

Screenshot: Migrating the database

Migrating Database

*% Migrating database...

From: jdbc:hsgldb:file:/Users/ervzijst/cengqua/demotion/var/data/crudb/crucible
To: jdbc:mysql://localhost/crucible

Started

Creating table definitions...

1 rows written, 0 tables completed.

9 rows written, 1 tables completed.
2328 rows written, 2 tables completed.
7327 rows written, 2 tables completed.
11143 rows written, tables completed.
12676 rows written, tables completed.
12740 rows written, tables completed.

30492 rows written,
30493 rows written,
30497 rows written,

tables completed.
tables completed.
tables completed.

3
3
4
22739 rows written, 4 tables completed.
5
5
[

Option 2: Migrate using the command line

1. Create a backup of the sql data from the FishEye/Crucible instance. Read Backing up and restoring
FishEye data and Backing up and restoring Crucible data for information on how to create a backup.
2. Run the following command from the bi n directory in FI SHEYE_| NST

$ ./fisheyectl.sh restore --sqgl \
--file /path/tol/backup.zip \
--dbtype nysqgl \
--jdbcurl jdbc:mysql://hostnane/ dbnane \
--username crucible \
--password password

3. When the import is complete, FishEye/Crucible can be started and will use MySQL.

Migrating to Oracle

To switch to an Oracle database, install Oracle and follow the steps below. When they are used together,
FishEye and Crucible share the same external database.

Please note that during the migration of database servers, the FishEye/Crucible instance will not be available to
users or to external API clients.

(D Oracle support for FishEye/Crucible and Crucible was introduced in version 2.5.0. In order to migrate to
Oracle, your instance must be currently running at least version 2.5. If you are running an older version,
then you will be required to first upgrade FishEye/Crucible and then migrate.

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/FISHEYE/Backing+up+and+restoring+FishEye+data
https://confluence.atlassian.com/display/FISHEYE/Backing+up+and+restoring+FishEye+data

Documentation for Crucible 3.1

On this page:

® Step 1. Install and Create a Oracle Database
® Step 2. Configure FishEye/Crucible to use
Oracle, and Migrate Data

Related pages:

Migrating to MySQL

Migrating to PostgreSQL
Migrating to SQL Server
Migrating to an external database
Troubleshooting Databases

Step 1. Install and Create a Oracle Database

1. The JDBC drivers for Oracle are bundled with FishEye/Crucible. Skip to step 2 if this meets your needs. If

you want to install a specific, different version of the bundled JDBC driver, download the download the
Oracle JDBC driver . j ar file from the Oracle website
(hhttp://www.oracle.com/technetwork/database/features/jdbc/index-091264.html) and copy the . j ar file
to your FI SHEYE_| NST/ | i b directory (create the | i b/ directory if it doesn't already exist). Move the
existing JDBC . j ar file to another location (and back it up). Restart FishEye/Crucible to have it pick up
the new driver.

. Because creating a database with Oracle is a complex process, we recommend speaking to your resident

DBA for creation of a new database for usage with Crucible. We highly recommend installing Oracle with
the AL32UTF8 encoding otherwise you may see encoding issues in the product.

Permissions
Ensure the database user has CREATE SEQUENCES and CREATE TRIGGER permissions in addition

to the read/write permisisons to the database.

Step 2. Configure FishEye/Crucible to use Oracle, and Migrate Data

In order to migrate to a different database backend, you must create a backup of sql data, configure the
database and finally import the data via a backup restoration process. This can be done from either the
FishEye/Crucible administration console, which streamlines the process, or via the command line tool which

FishEye/Crucible provides.

Option 1: Migrate using the Ul (FishEye/Crucible Administration)

1.

w N

Navigate to the Dat abase page in FishEye/Crucible's Administration console.

To log in to the Admin area, you can either:
® click Administration at the foot of the page.
® pavigate to http://HOSTNAME:8060/admin/, where HOSTNAME is the name of the server on which

you installed Fisheye.

Once logged in as an administrator you can also get to the Admin area by clicking the ‘cog’ menu in the
FishEye/Crucible header, and choosing Administration.

Then choose Edit > Test Connection to verify that FishEye/Crucible can log in to the database.

Select O acl e from the database type

Fill in the appropriate fields, replacing the host, port, database name, username and password using the
same connection details as used when creating the Oracle database in Step 1 above.

Click on Test Connect i on to validate the values

Screenshot: Testing the Connection
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Database Configuration @

To switch to a different database, specify the database's configuration settings in the form below and use the Test Connection button to verify that the database can be used
We are currently connected to the PostgreSQOL database at jdbe:postgresql/Mocalhosticrucible.

Changes to connection pool s g ij-in estart before the new settings will take effect.
Postgre50L
TYpe] MySQL =
Driver L tis "a

URL: jdbcioracle:thin:@localhost:1521:crucible

User Name:  crucible

Password: sesesssss
Minimum Pool Connections: 5
Maximum Pool Connections: 20

Parameters:
i
[ Test Connection
Cancel Save & Migrate Save

If this fails, verify that you have the Oracle JDBC driver . j ar file in the classpath (by placing the . j ar file
in FI SHEYE_I NST/ | i b). Also, ensure that the database user can log in to the database from the
machine that FishEye/Crucible is running on and that all the required privileges are present.

6. Click Save & Migrate Data to start the migration process.

During the migration process (which will take several minutes, depending on the size of your database
and network throughput), the product will be inaccessible to users and external API clients. Users will see
a maintenance screen that informs them of the process. Should the migration fail for any reason,
FishEye/Crucible will not switch to the new database and report on the encountered problems. Because
the destination database may now contain some, but not yet all data, drop all tables, indexes and
constraints before attempting a new migration.

Screenshot: Migrating the Database

Migrating Database

Database migration successful.

From: jdbc:hsqldb-file:/Users/seb/dev/crucible/feloutput/dist_instivar/data/crudb/crucible
To: jdbc:oracle:thin:/llocalhost:1521/crucible

507 rows written, 31 tables completed.
511 rows written, 33 tables completed.
512 rows written, 33 tables completed.
514 rows written, 34 tables completed.
529 rows written, 35 tables completed.
531 rows written, 37 tables completed.
532 rows written, 37 tables completed.
532 rows written, 39 tables completed.
533 rows written, 39 tables completed.
541 rows written, 40 tables completed.
543 rows written, 41 tables completed.
546 rows written, 43 tables completed.
547 rows written, 43 tables completed.
558 rows written, 44 tables completed.
572 rows written, 46 tables completed.
Adding database constraints...
Updating database to latest version...
Switching to new database at: jdbc:oracle:thin:/ /localhost:1521/ crucible...
Complete

Option 2: Migrate using the command line

1. Create a backup of the sql data from the FishEye/Crucible instance. Information on how to create a
backup can be found at Backing up and restoring FishEye data \ Backing up and restoring Crucible data

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/FISHEYE/Backing+up+and+restoring+FishEye+data

Documentation for Crucible 3.1 156

2. Run the following command from the bi n directory in FI SHEYE | NST

$ ./fisheyectl.sh restore --sqgl \
--file /path/tol/backup.zip \
--dbtype oracle \
--jdbcurl jdbc:oracle:thin: @ostnane: port: dbnane \
--usernanme crucible \
--password password

3. When the import is complete, FishEye/Crucible can be started and will use Oracle.
Migrating to PostgreSQL

To switch to a PostgreSQL database, install PostgreSQL and follow the steps below. When they are used
together, FishEye and Crucible share the same external database.

Please note that during the migration of database servers, the FishEye/Crucible instance will not be available to
users or to external API clients.

On this page:

® Step 1. Install and Create a PostgreSQL
Database

® Step 2. Configure FishEye/Crucible to use
PostgreSQL, and Migrate Data

Related pages:

Migrating to MySQL

Migrating to Oracle

Migrating to SQL Server
Migrating to an external database
Troubleshooting Databases

Step 1. Install and Create a PostgreSQL Database

1. The JDBC drivers for PostgreSQL are bundled with FishEye/Crucible. Skip to Step 2 if this meets your
needs. If you want to install a specific, different version of the bundled JDBC driver, download the
download the PostgreSQL JDBC driver . j ar file from the PostgreSQL website and copy the . j ar file to
your FI SHEYE | NST/ | i b directory (create the | i b/ directory if it doesn't already exist). Move the
existing JDBC . j ar file to another location (and back it up). Restart FishEye/Crucible to have it pick up
the new driver.

2. Create a new database user (replacing 'username' and '‘password’ with the appropriate values):

$ psql
> create user usernane password 'password';

3. Create a UTF-8 database and make the newly created user the owner:

> create database cruci bl e ENCODI NG ' UTF-8" OWER user nane;

4. Make sure the user has full access to the database:

> grant all on database crucible to usernane;

Step 2. Configure FishEye/Crucible to use PostgreSQL, and Migrate Data

In order to migrate to a different database backend, you must create a backup of SQL data, configure the
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database and finally import the data via a backup restoration process. This can be done from either the
FishEye/Crucible administration console, which streamlines the process, or via the command line tool which
FishEye/Crucible provides.

Option 1: Migrate using the Ul (FishEye/Crucible Administration)
1. Navigate to the Dat abase page in FishEye/Crucible's Administration console.

To log in to the Admin area, you can either:
® click Administration at the foot of the page.
® navigate to http://HOSTNAME:8060/admin/, where HOSTNAME is the name of the server on which

you installed Fisheye.

Once logged in as an administrator you can also get to the Admin area by clicking the ‘cog’ menu in the
FishEye/Crucible header, and choosing Administration.
Choose Edit > Test Connection to verify that FishEye/Crucible can log in to the existing database.
Select Post gr eSQL from the database Type.
4. Fill'in the appropriate fields, using the same connection details as used when creating the PostgreSQL
database in Step 1 above.
a. Driver Location: either your own PostgreSQL JDBC or the Bundled one that came with FishEye
b. URL: create this field by replacing the host, port, and database name with your own
(i.e. jdbc:postgresql://localhost:5432/<dbname> e.g. jdbc:postgresql://localhost:5432/crucible)
Username: your DB username
Password: your DB password
Minimum Pool Connections: 5 is the default
Maximum Pool Connections: 20 is the default
Parameters: (one per line)
i. useUnicode=true
ii. characterEncoding=UTF8
5. Click Test Connection to validate the values.

wn

Q@ -? 2o

Screenshot: Testing the Connection

Database Configuration @

To switch to a different database, specify the database's configuration settings in the form below and use the Test Connection button to verify that the database can be used.
We are currently connected to the PostgreSQL database at jdbe:postgresql:ocalhost:5432/crucible.

Changes to connection pool sizes require a full restart before the new settings will take effect.
Built-In

Type ERTSEE_ e
| Oracle E :}.
Driver Location: MySQL -

URL: Tjopcpostgresygl:/ /localhost:5432 (crucible

User Name: crucible

Password: *e*eesese
Minimum Pool Connections: 5

Maximum Pool Connections: 20

useUnicode=true
characterEncoding=UTF8
Parameters:

P e "
(_ Test Connection |

Cancel ) Save & Migrate

If this fails, verify that you have the PostgreSQL JDBC driver . j ar file in the classpath (by placing the . j
ar file in FI SHEYE | NST/ | i b). Also, ensure that the database user can log in to the database from the
machine that FishEye/Crucible is running on and that all the required privileges are present.

6. Click Save & Migrate to start the migration process.

During the migration process (which will take several minutes, depending on the size of your database
and network throughput), the product will be inaccessible to users and external API clients. Users will see
a maintenance screen that informs them of the process. Should the migration fail for any reason,
FishEye/Crucible will not switch to the new database and report on the encountered problems. Because
the destination database may now contain some, but not yet all data, drop all tables, indexes and
constraints before attempting a new migration. If successful, the following message is displayed:
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Screenshot: Migrating the Database

Migrating Database

Database migration successful.

From: jdbc:hsqldb:file:/Users/seb/dev/crucibleffe/output/dist_inst/ivar/data/crudb/crucible
To: jdbc:postgresqgl:/flocalhost/crucible

507 rows written, 31 tables completed.

511 rows written, 33 tables completed.

512 rows written, 33 tables completed.

514 rows written, 34 tables completed.

529 rows written, 35 tables completed.

531 rows written, 37 tables completed.

532 rows written, 37 tables completed.

532 rows written, 39 tables completed.

533 rows written, 39 tables completed.

541 rows written, 40 tables completed.

543 rows written, 41 tables completed.

546 rows written, 43 tables completed.

547 rows written, 43 tables completed.

558 rows written, 44 tables completed.

572 rows written, 46 tables completed.

Adding database constraints...

Updating database to latest version...

Switching to new database at: jdbc:postgresgl:/ /localhost/crucible. ..
Complete 1

B

Option 2: Migrate using the command line

1. Create a backup of the sgl data from the FishEye/Crucible instance. Information on how to create a
backup can be found at Backing up and restoring FishEye data / Backing up and restoring Crucible data.
2. Run the following command from the bi n directory in FI SHEYE | NST:

$ ./fisheyectl.sh restore --sqgl \
--file /path/to/backup.zip \
--dbtype postgresqgl \
--jdbcurl jdbc:postgresqgl://hostnane/ dbnane \
--username crucible \
--password password

3. When the import is complete, FishEye/Crucible can be started and will use PostgreSQL.
Migrating to SQL Server

To migrate FishEye/Crucible to an SQL Server database, install SQL Server and follow the steps below. When
they are used together, FishEye and Crucible share the same external database.

Before you begin

Check that you are using version of SQL Server that is supported for use with FishEye. See Supported platforms

An existing Java bug prevents connection with Java 1.6.0_29 and above (including Java 1.7.0). Read more
about the issue and possible workarounds here.

Step 1. Install and create an SQL Server database

See the SQL Server Online resources (MSDN) for instructions on how to install and create an SQL Server
database.

Please note the following FishEye/Crucible-specific information when installing and creating an SQL Server

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/FISHEYE/Backing+up+and+restoring+FishEye+data
https://confluence.atlassian.com/display/FISHEYE/Supported+platforms
http://msdn.microsoft.com/en-us/sqlserver/default.aspx
http://confluence.atlassian.com/pages/viewpage.action?pageId=284365810

Documentation for Crucible 3.1

database:

The JDBC jtds drivers for SQLServer are bundled with Crucible. We do not support using the Microsoft
distributed jdbc driver.

The FishEye database user must have permission to connect to the database and to create and populate
tables.

The database user should not be the database owner, but should be in the db_owner role. (See SQL
Server Startup Errors for details.)

Your database server must be configured to use the Lati n1_Gener al _CS_AS collation set.

Your database server should be configured to use snapshot mode for the transaction isolation level. To
enable snapshot mode, run:

ALTER DATABASE cruci bl e
SET READ_COWM TTED SNAPSHOT ON;

See this and this Microsoft MSDN articles for more information.

Note that it is preferable to run the above command after stopping FishEye/Crucible (and with no other
applications connected to the SQL Server database), especially if you find that the al t er statement does
not complete quickly.

On this page:

® Before you begin

® Step 1. Install and create an SQL Server
database

® Step 2. Configure FishEye/Crucible to use SQL
Server and migrate data

Related pages:

Migrating to MySQL

Migrating to PostgreSQL
Migrating to SQL Server
Migrating to an external database
Troubleshooting Databases

Step 2. Configure FishEye/Crucible to use SQL Server and migrate data

In order to migrate to a different database backend, you must create a backup of your SQL data, configure the
database and finally import the data via a backup restoration process. This can be done from either the Crucible
administration console, which streamlines the process, or via the command line tool which Crucible provides.
These two methods are described below. The following resources may be of interest:

Backing up and restoring FishEye data
Backing up and restoring Crucible data
SQL Server Online resources (MSDN)

Option 1: Migrate using the Ul (FishEye/Crucible Administration)

Before you begin:

Note, during the migration process (which will take several minutes, depending on the size of your
database and network throughput), the FishEye/Crucible instance will be inaccessible to users and
external API clients. Users will see a maintenance screen that informs them of the process.

If you are attempting a migration after a previous migration has failed, you must drop all tables, indexes
and constraints before attempting a new migration. This is because the destination database may contain
data from the previous migration attempt.

Verify that you have the jtds JDBC driver . j ar file in the classpath (by placing the . j ar file in FI SHEYE _
I NST/ 11 b).

Ensure that the database user can log in to the database from the machine that FishEye/Crucible is
running on and that all the required privileges are present.
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Please ensure that you use a SQL Server user account to log into your database, not a Windows user
account.

To configure FishEye/Crucible to use SQL Server and migrate data using the administration console:
1. Navigate to the Database page in FishEye/Crucible's Administration console.

To log in to the Admin area, you can either:
® click Administration at the foot of the page.
® pavigate to http://HOSTNAME:8060/admin/, where HOSTNAME is the name of the server on which
you installed Fisheye.

Once logged in as an administrator you can also get to the Admin area by clicking the ‘cog’ menu in the
FishEye/Crucible header, and choosing Administration.
2. Configure FishEye/Crucible to use SQL Server, as follows:
® Choose Edit > Test Connection to verify that FishEye/Crucible can log in to the database.
® Select SQLServer from the Type dropdown.
®* Complete the appropriate fields, replacing the URL (host, port and database name), User Name a
nd Password as required, using the same connection details as used when creating the SQL
Server database in Step 1 above.
NOTE: The default SQL server instance listens on port 1433. If your instance is not the default,
use the port number that is associated with your particular instance.
e.g. URL:jdbc:jtds:sqlserver://localhost:1433;databaseName=your database name here;
3. Click Test Connection to verify that FishEye/Crucible can log in to the database (see 'Testing the
Connection' screenshot below).
4. Click Save & Migrate Data to start the migration process (see 'Migrating the Database' screenshot
below). If the migration fails, FishEye/Crucible will not switch to the new database and will report the
problems encountered.

Screenshots: Configuring FishEye/Crucible to use SQL Server and migrating data (click to view full-size images)
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2. Migrating Data 1. Configuring the Database

Option 2: Migrate using the command line

To configure FishEye/Crucible to use SQL Server and migrate data using the command line:

1. Create a backup of the sql data from the FishEye/Crucible instance. Information on how to create a

backup can be found at Backing up and restoring FishEye data \ Backing up and restoring Crucible data
2. Run the following command from the bi n directory in FI SHEYE | NST:

$ ./fisheyectl.sh restore --sqgl \
--file /path/tol/backup.zip \
--dbtype sql server 2008 \
--j dbcurl
"jdbc:jtds: sql server://hostnane: port; dat abaseNanme=dbNane; " \
--username crucible \
--password password
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3. When the import is complete, FishEye/Crucible can be started and will use SQLServer.
Backing up and restoring Crucible data

Crucible data can be backed up from the admin interface or command line. This page contains the command
syntax, options and the required procedure to backup and restore your Crucible instance.

Backing up Crucible data
The Crucible admin backup process

1. Navigate to the Crucible Admin area (click the Administration link in the footer of any Crucible page).

2. Click Backup (under 'System' heading in the left navigation bar).

3. The File Path field indicates where the backup file (in .zip format) will be stored. You can manually edit this
path to change it. Under 'Include’, a list of check boxes is shown, with the following items:

On this page:

® Backing up Crucible data
® The Crucible admin backup process
® The Crucible command line backup
process
Components of a Crucible backup
Backup command line options
Command line examples
Advanced backup command line settings
® Known limitations
® Scheduling Crucible backups
® Restoring Crucible data
® Restoring Crucible data from the
command line
® Command line restore options
¢ Advanced command line restore settings

Plugins and their configuration data

SQL database

Web templates

Uploaded files and local copies of files under review.

Repository and application caches.

ﬂ Repository and application caches contain temporary data stored from repository scans and library
caches that improve startup time. Both will be recreated automatically by re-scanning the source
repositories, so the backup files can be reduced by a significant amount by excluding these (if the cost of
re-scanning is acceptable).

4. Once you have chosen your options, click Create Backup Now.

Screenshot: The Crucible Backup Screen
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Backup e

to your requirements is in place. Read more

Create a new backup

Your managed repositories will not be backed up!
FishEye does not automatically backup content stored in your managed repositories. Please ensure that a backup process which is satisfactory

FishEye and Crucible will be unavailable until the backup completes

Depending on the number of repositories and reviews, the backup may take a long time to complete and may require large amounts of disk
space (especially when you are including the cache). Please make sure you have enough disk space before proceeding

Include ® ActiveObjects

™ SQL database
™ web templates

Filename | hackup_2011-07-09_0152.zip

Specify the filename on the server where FishEye and Crucible should export.
This file will be created in /optf2ee/domains/atiassian. comieac-fisheye/databackup

™ repository and application caches
) plugins and their configuration data

™ uploaded files and local copies of files under review

Choose the components that FishEye and Crucible should inciude in the backup.

Create Backup Now | or Manage Scheduled Backups

The Crucible command line backup process

ﬂ Your Crucible instance must be running during the backup.

1. Open a command line interface on the Crucible server computer.

2. Navigate to the <Cr uci bl e hone di rect ory>/ bi n/ directory.

3. Run the backup command on the command line with the desired options.

4. The backup is created as a new Zip archive file and placed in the FI SHEYE | NST/ backup/ directory.
ﬂ Note that if your Crucible instance uses a custom FI SHEYE | NST directory; make sure the
environment variable is properly set when running the backup command.

Components of a Crucible backup

The Crucible backup is highly configurable and allows for many different configurations. This table shows the
various components of the backup, what they are for and how they can be used.

Component

SQL Database

Cache

Plugins

Purpose

Refers to the SQL content
database (used by both FishEye
and Crucible and containing all
user profile data, reviews and their
comments).

The cache contains data that
reflects the state of FishEye's
repositories. Without it, FishEye
must re-scan its repositories after
a backup is restored. The cache
also contains OSGlI library data
that increases startup time. These
too can be excluded and will be
generated automatically when the
application is started.

Plugins are 3rd-party extensions
that you may have installed, and
configuration for all plugins (this
includes configuration for
Crucible's set of standard plugins).

Defaults

Backed up by default.

The cache is not backed up by
default as it tends to be large
(running a risk of pushing the
maximum file size for Java
backups), whilst also representing
replaceable data.

Configuration data for all plugins
are backed up by default, as well
as all plugins installed in FI SHEYE
_I NST/ var/ pl ugi ns/ user.
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Templates

Uploads

ActiveObjects

In this context, these are custom
freemarker templates that you or
your users have created. They live
in FI SHEYE_| NST/ t enpl at e.

In this context, uploads refers to
files which are added to Crucible
via the web interface (such as
patch file reviews). It also includes
each repository-backed file that
went under review, when Crucible
is configured to make a local copy
of every reviewed file.

Configuration data stored by
plugins

Templates are backed up by
default. You can choose to
exclude them from the backup if
your templates directory is
covered by some other backup
mechanism.

Uploads are backed up by default.
You can choose not to back them
up for example when the FI SHEYE

_I NST/ var / dat a/ upl oads dire

ctory is already covered by some
other backup mechanism.

Backed up by default

Note that the backup will always include the configuration data (conf i g. xm ), your license file and the FishEye

user data.

Backup command line options

These examples are for use in a Linux-like operating system. When using these commands on Windows, use
the file name fi sheyect | . bat and use the correct slashes. Run the command from the <Cr uci bl e hone

di rect or y>/ bi n/ directory.

The basic syntax of the backup command is as follows:

$ ./fisheyectl.sh backup [ OPTI ONS]

To see inline help for all backup options, run the following command in the <Cr uci bl e hone directory>/b

i n/ directory:

$ ./fisheyectl.sh backup --help

|| Option || Switch || Description || Default setting ||

Quiet mode -q OR --quiet

Output filename -f OR --file

Compression level --compression OR -c

Suppresses output

Specify a different path
and filename to the FI SH
EYE | NST/ backup/ ba
ckup_YYYY- DD- MM _HH
mm zi p file. When
filename is omitted, the
backup filename contains
the date and time.

Sets the Zip compression
level, from 1-9. Runs at
level 6 if no argument is
passed.

No

FI SHEYE | NST/ backu
p/ is the default
directory.

Yes (6)
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Anonymise -a OR --anonymise Anonymises the SQL No
database by replacing all
text with 'x'. This is only
useful when sending a
backup to Atlassian as
part of a support case. PI
ease do not anonymise
data unless the
Support Engineer
handling your support
case has specifically
requested the data
anonymised (as often
anonymised data will
not help reproduce the

issue).

Cache Backup --cache Include the repository No. By default, the cache
caching files in the data is excluded from
backup. These hold backups.

information gained from
scanning the repositories
and can be quite large

(many gigabytes).
However, it can shorten
the time needed to
re-scan the repositories
after data is restored.

Command line examples

ﬂ' These examples are for use in a Linux-like operating system. When using these commands on Windows, use
the filename fi sheyect | . bat and use the correct slashes. Run the command from the <Cr uci bl e hone
di rect ory>/ bi n/ directory.

Backing up with compression of 9, quiet mode and setting an output location

$ ./fisheyectl.sh backup --conpression 9 -q -f
[ appl i cation_backups/fisheye/ 20090215. zi p

Backup including cache data (also includes all default components)

$ ./fisheyectl.sh backup --cache

Restoring a backup with cache data (also restores all default components)

$ ./fisheyectl.sh restore --cache

Advanced backup command line settings

In some cases it might be preferable to only backup a limited set of items. This could be useful when your
instance uses an external database such as MySQL or PostgreSQL and your DBA has already configured
automatic backups in the database. The commands below allow this.

Option Switch Description Default
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Exclude Plugins

Exclude Templates

Exclude Uploads

Exclude SQL Database

Show help

Known limitations

Please note that the below limitations are common for any Java based backup tool.

--no-plugins

--no-templates

--no-uploads

--no-sql

--help OR -h

Archives Containing Over 65535 Files
Versions of Java earlier than v1.6 (b25) are incapable of handling zip files that contain more than 65,535 files.
The solution for this problem is to either upgrade to a version of Java later than v1.6 (b25), or ensure that the
archive does not exceed the threshold (contains less than 65,535 files). The FishEye cache (not included in

backups by default) can be a contributor of many small files. Hence, exclude the cache from backups if this is

likely to be a concern.

Archives Larger Than 4GB

Excludes plugins from
the backup.

Excludes templates from
the backup.

Excludes uploaded files
(such as patch reviews,
stored in Crucible's
internal database) from
the backup.

Excludes the SQL
content database used
by both FishEye and
Crucible.

Shows inline help on the
command line.

No. By default, plugins
are included in every
backup.

No. By default, templates
are included in every
backup.

No. By default, uploads
are included in every
backup.

No. By default, this data
is included in every
backup.

No

Java has trouble reading and writing zip files that are larger than 4GB. As of release 1.5 Java appears capable
of reliably creating archives that are over 4GB, but remains unable to extract them. For details see Sun's bug
report. Also be aware of the fact that some file systems (including FAT32) have trouble with files larger than

4GB.

As a workaround, make sure you do not create archives that are larger than 4GB. The FishEye cache (not
included in backups by default) can be a contributor of a lot of small files (although these tend to compress very
well). If you still want to archive everything and end up with an achive that is too large, consider creating
separate backups for the FishEye cache and uploaded files respectively.

Scheduling Crucible backups

To set a schedule for automatic backups, open the administration screen and click '‘Backup' under 'System' on
the left navigation bar. The 'Backup' page opens. Now, click the link 'Manage Scheduled Backups' at the
bottom of the page. The 'Scheduled Backups' page opens.

On the 'Scheduled Backups' page, click 'Edit’ to adjust the backup schedule. Set the desired options and click 'S

ave.

The options for scheduled backups are detailed in the table below.

Option name

Disable Scheduled Backups

Backup path

Description

place.

The path where the backup .zip

file will be stored.

Stops regular backups from taking

Allowed Values

On (disabled) or Off (enabled)

Any system or network path that

FishEye or Crucible can access.
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Backup file prefix

Backup file date pattern

Backup frequency

Backup time (HH:mm)

Include

Characters that will be added to
the beginning of the backup file
name.

Sets a date for the next (or initial)
backup to take place.

Sets how often the backup will
take place.

The time when the backup will
take place.

Specifies which items must be
included in the backups (these
components are explained at the
top of this page).

Any string of characters that can
be used as part of a filename on
the local operating system.

Any valid date in the format yyyy
MM dd (year, month, day of the
month).

Can be set to 'every day’, 'every
Sunday’, 'Monday to Friday'and
first day of the month'.

Any valid 24-hour time in the
format HH: nm(hours, minutes).

As per the options for regular
on-demand backup (These
components are explained at the
top of this page).

Screenshot: Scheduling Backups in FishEye and Crucible

Scheduled Backups e

Please ch the
backup process.

le for your backup fully. FishEye and Crucible will be unavailable for the duration of the

Your managed repositories will not be backed up!

FishEye does not automatically backup content stored in your managed repositories. Please ensure that a backup process which
is satisfactory to your requirements is in place. Read more

Schedule backups

Disable scheduled
backups

Backup directory

Backup file prefix

Backup file date
pattern

Backup frequency

Backup Time
(HH:mm)

Include

Switch scheduwed backups on and off.

loptij2eeld e fatlacei | fisheyeldatalb p
The location to store the backups. Edit config.xmi to change this setting.

backup_eac_
The prefiv for the generated backup fie.

yyyy_MM_dd
The datetime format you specify wil be added to the fie prefi to differentiate between backup files.

every day =
How often do you want FishEye and Crucible to run a backup.

11:59

What time would you like FishEye and Crucible to run the backup, e.g. 17:30.

Note that this is 24 hour notation in local server time. Current local server time is: 02:04.
ActiveObjects
repository and application caches

™ plugins and their configuration data

™ SOL database

™ web templates

™ uploaded files and local copies of files under review

Choose the components that FishEye and Crucible showd inciude in the backups

save | Cancel

o Be aware that scheduled backups can fill up disks unless you regularly move or delete old archives.

Restoring Crucible data

Restoring Crucible data from the command line

ﬂ There is currently no way to restore a backup from the web interface because Crucible must be shut down
during a data restore.

1 Restoring a backup will irreversibly overwrite the data of your installation with the data from the backup

archive.

If you made a backup from production which connected to an external database, and restore this
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backup to a test server without specifying another database to restore too, you will drop and
restore to your production database. Thus when restoring to a test server, always ensure you specify
the correct database to restore to (or restore to an in-built database).

1. Install Crucible into a new, empty directory (this must be the same version that the backup was created
from, or later).
I Note that you cannot restore data into versions of Crucible which are older than the version that
created the backup.
Make sure the Crucible instance is not running.
Open a command line interface on the Crucible server computer.
Run the restore command on the command line with the desired options.
The specified elements will be restored.
Start the Crucible instance.
When using FishEye integrated with Crucible, you will need to re-index your repositories after restoring
data, unless the backup archive was created with the - - cache option.

NogaA~WN

Command line restore options

ﬂ These examples are for use in a Linux-like operating system. When using these commands on Windows, use
the filename f i sheyect | . bat and use the correct slashes. Run the command from the <Cr uci bl e hone
di rect or y>/ bi n/ directory.

The basic syntax of the restore command is as follows:

$ ./fisheyectl.sh restore -f /path/to/backup_2009-10-02_1138. zi p [ OPTI ONS]

To see inline help for all backup options, run the following command in the <Cr uci bl e hone directory>/b
i n/ directory:

$ ./fisheyectl.sh restore --help

Restores a FishEye/Crucible backup instance.
If you are using an external database (as opposed to the default built-in database), make sure the JDBC driver
file is present in the FI SHEYE_| NST/ | i b directory when running restore.

Option Switch Description Default

Suppress output --quiet OR -q Suppress the output No
messages from the
restore program on the
command line.

Choose file to restore --file PATH/FILENAME Restore the backup from  Yes (required)
from OR -f PATH/FILENAME PATH/FILENAME.
Show inline help --help OR -h Displays help for options  No

on the command line.

Advanced command line restore settings

By default, the restore program will restore all items found in the backup archive (so if you included the caches
using the - - cache option, these will automatically be restored). However, it is possible to only restore a subset
of items from the backup, by explicitly specifying the item names on the command line and only those will be
restored.

Option Switch Description
Restore FishEye cache --cache Restore the repository cache
backup.
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Restore plugins

Restore templates

Restore uploads

Restore Crucible reviews

Set database type

Set JDBC URL

Set JDBC username

JDBC password

JDBC class

Notes on migrating backup data

--plugins

--templates

--uploads

--sql

--dbtype OR -t

--jdbcurl OR -j

--username OR -u

--password OR -p

--driver OR -d

168

Restore 3rd-party plugins and their
configuration data.

Restore freemarker templates
from the backup (the restored
instance will use the built-in
templates).

Restore uploads (e.g. patch files
uploaded into Crucible and
contents of files under review).

Restore the SQL database
containing user profiles, reviews
and review comments.

SQL database type (‘'mysql’,
'postgresql’, 'sqlserver2008' or
'built-in"). Only required when
restoring to a database location
different to that used at used at
backup time.

JDBC URL of the SQL database.
Only required when restoring to a
database location different to that
used at used at backup time (not
applicable for 'built-in").

JDBC username of the SQL
database. Only required when
restoring to a database location
different to that used at used at
backup time (not applicable for
'built-in").

JDBC password of the SQL
database. Only required when
restoring to a database location
different to that used at used at
backup time (not applicable for
'built-in").

Specifies the JDBC driver class
name needed to access the SQL
database. Only required when
restoring to a database location
different to that used at used at
backup time and when using a
different JDBC driver than the
standard driver associated with the
database specified through - - dbt
ype. (Not applicable for 'built-in".)

When the process restores a SQL database, it looks at the configuration data (confi g. xm ) included in the
backup archive to learn which database product was used and how to connect to it. When Crucible uses the
built-in HSQLDB database (which is the default), the restored instance will also use that.

However, when the restored instance will use a different database than the backed up instance (for instance,
HSQLDB was used at the time the backup was created, but it needs to be restored on MySQL), use the

command line options to point the process to the new database.

Command line example: migrating backup data to MySQL
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ﬂ These examples are for use in a Linux-like operating system. When using these commands on Windows, use
the filename fi sheyect | . bat and use the correct slashes. Run the command from the <Cr uci bl e hone
di rect or y>/ bi n/ directory.

Restoring to a Crucible instance that uses a different database (ensure the mysql driver jar file is
present in the FI SHEYE | NST/ | i b directory)

$ ./fisheyectl.sh restore \

--usernane john \

--password smith \

--jdbcurl jdbc:nmysqgl://1ocal host: 3306/ crucible \
--dbtype nysqgl \

--file /path/to/ backup_2009-10-02_1138.zip

Customising Crucible

This section describes the ways in which you can configure Crucible.

Customising the Welcome Message
Customising email notifications
Customising the defect classifications
Configuring User Managed Mappings
Enabling Access Logging in Crucible

Customising the Welcome Message

To customise the welcome message which is shown when Crucible opens, access the administration page and
click 'Customize Front Page' under 'Global Settings' on the left navigation bar.

The 'Customize Front Page Messages' page opens.

On this page, you can provide your own custom text for the Cruciblee welcome message that is displayed to
users when they first log in. You can also provide custom Support text, providing the contact details of your own
support organisation, which also appears on the opening page.

You can enter text into the boxes provided for either message and click the small 'Save Welcome Message' or '
Save Support Message' button to save it, or enter text for both messages and click 'Save All'. The changes are
made immediately.

Screenshot: Crucible Customize Welcome and Support Messages

Customize Front Page Messages @

Here, you can provide your own custom text for the FishEye and Crucible welcome message that is displayed to
users when they first log in.

You can also provide custom Support text, providing the contact details of your own support organisation, which
also appears on the ocpening page.

Note: If left blank, the default support or welcome message will be used. See the documentation for more
information

Welcome Message

Hail; warm greetings heartily extended to our esteemed customers and partners.

Save welcome message

Support Message

BICYS

Save support message ]
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Using HTML

The content in the welcome screen can be arranged using basic HTML tables, image references or anchor tags
such as the following:

<a href="http://ww:. at| assi an. cont>Link to Atl assian Hone Page</a>

Restoring the default messages

To revert to the default Welcome or Support messages, simply delete all text shown in the text box and click the
corresponding 'Save' button.

Manually editing the opening screen

You can also directly edit the XML file that contains the welcome and support messages. This file is called conf
i g. xm , located in your installation folder.

To do this, simply add the following XML tags to confi g. xm :

<content >
<front - page- nessage>Exanpl e wel come nessage here</front-page- nessage>

<support - nressage>Exanpl e support nessage here</support-nessage>
</ cont ent >

Customising email notifications

Email notifications in Crucible can be customised to change their formatting, by editing template files. This page
contains instructions for this process.

Editing Crucible email templates
Template files for Crucible are stored in the <Cr uci bl e hone directory>/tenpl at e/ cruci bl e/ folder.

There are sets of templates for both HTML and plain-text emails. Note that these templates do not support
embedding full diffs into notifications. They are only for changing the appearance and order of certain content

inside the messages.

1 If you edit the templates of an operational Crucible instance, you may disrupt notifications that are being
sent at that time. To avoid this, shut Crucible down during template editing.

Editing the subject line
1. Openthe cruci bl e-notification-subject.ftl template file from <Cruci bl e hone
di rectory>/tenpl at e/ cruci bl e/ in atext editor. This template is used as the subject template for

all Crucible email notifications.
2. Type in new text for the email subject, ensuring that all of the content is contained within line 1 of the

template.
3. Save and close the file.
4. Restart Crucible to activate the new templates.

Editing the header
Header information will be included at the beginning of the email body text.

1. Open the 'crucible-notification-header.ftl' template file from <Cr uci bl e honme directory>/tenpl a
t e/ in atext editor. This template is used as the header template for all Crucible email notifications.

Add your new header content.
3. Save and close the file.

n
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4. Restart Crucible to activate the new templates.

Editing the footer

Footer information will be included at the end of the email body text.

1. Open the 'crucible-notification-footer.ftl' template file from <Cr uci bl e hone directory>/tenpl at
e/ in atext editor. ‘crucible-notification-footer.ftl' is used as the footer template for all Crucible email

notifications.
2. Add your new footer content.
3. Save and close the file.

4. Restart Crucible to activate the new templates.

After an edit, the change to the email template will take place immediately. No restart is required.

(D Try and avoid editing the live template file, as Crucible may try to use it while you are editing. This could
have unpredictable results. Instead, back up the template file (it's wise to keep original versions of all
these files), edit a copy you have made, then overwrite the 'live' template once you have finished.

Advanced editing of Crucible email templates

The emalil notification templates use the Freemarker format. Freemarker is a general templating engine enabling

automated content.

If you are familiar with Freemarker, more advanced customisations can be made to the email notification
templates. However, you make such adjustments at your own risk.

Crucible email template files

The following template files for Crucible notification are stored in the <Cr uci bl e honme directory>/tenpl a

t e/ folder.

Template filename
crucible-notification-subject.ftl
crucible-notification-header.ftl
crucible-notification-footer.ftl
state-closed-notification.ftl
all-completed-notification.ftl
state-changed-notification.ftl
completed-notification.ftl
general-notification.ftl
uncompleted-notification.ftl
all-no-longer-completed-notification.ftl
comment-notification.ftl
reply-notification.ftl
review-precis-plain.ftl

review-reminder-notification.ftl

Purpose

Subject template

Header template

Footer template

State Closed template

All Completed template
State Changed template
Completed template

General notification template
‘Uncompleted' template
All-No-Longer-Completed template
Comment template

Reply template

Precis template

Review Reminder template

See also Customising FishEye Email Notifications.
Freemarker Data Model for Email Templates

Customising Crucible email templates with Freemarker
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See the Freemarker documentation for instructions on Freemarker syntax. Use the templates that ship with
Crucible as a guide to the properties available on each object.

Specific email types will have extra data associated with them, and this data will be available in that particular
template (but not in others).

Example

The syntax to access the data-model, using the data model object 'link' as an example, place this code into the
email at the desired position.

${notification.link}

Customising the defect classifications
This page explains how to customise defects and their classifications in Crucible.
On this page:

® Defects in Crucible comments
® Changing classification settings
® Default Crucible classifications
® Ranking
® (Classification

Defects in Crucible comments

Defects are comments made by reviewers that indicate a problem in a review. Defects can be classified by rank
and type. Custom classifications can also be defined. The default classifications are shown in the screenshot
below.

Screenshot: The list of defect classifications

public ClassFileInfo getClassFileInPackage (String name) |

107
10 return getClassFile(getPath({) + name);

+
-

m

}
public List getllasses() |

Why on Earth are we getting a list of classes here?

Defect | Major +| i Select Classification it Draft Discard

Seflect Classification
Missing
protected Extra (superfluous)
Lrray Ambiguous

ist(}:

168 = for (|nconsistent BFiles.wvalues().iterator(); iterator.hasNext();) |
189 = I Improvement desirable AbstractFilelnfo) iterator.nmext():
170 - ! Nat conforming to standards ~ fotlassesll)s )
163 + for | Erd e les.values () .iterator(); iterator.hasNext();) {
164 + H . eInfo = {BaseSourceFileInfo) iterator.next{):
165 + 1 Factua”y incorrect nfo.getClasses());
1 MNotimplementable
172 - for (Editorial HFiles.values () .iterator(); iterator.hasNext({);) |
173 - AbstractFileInfo fileInfo = (AbstractFileInfo) iterator.next():
174 - tnpClasses.addhll (fileInfo.getClasses () )
167 + for (Iterator iterator = classFiles.walues().iterator(); iterator.hasWNext();} [
168 + ClassFileInfo classFileInfo = (ClassFileInfo) iterator.next():
168 + tnpClasses.add (classFileInfo.getDeclaredClass () ) ;

Changing classification settings
ﬂ Only Crucible Admin users can edit defect classifications.
To change the default classifications:

1. In the Admin area, click Crucible under 'Global Settings'.
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2. Click Edit Defect Classifications.

3. You can add and remove classifications, and add fields to, or remove fields from, classifications.

Any changes made to defect classifications will only apply to reviews created after the change is saved.

Screenshot: Editing defect classifications in Crucible

Defect Classifications e

Note: Changes will only apply to new reviews
Current defect classification version is 9.

Ranking

Name  panking

Values Major

remove

Minaor

./7\.
[ Add field )

(" Remove this Classification )

Classification

Name | c|;ssification

remove

Values Wrong

remove

Can be improved

remove

Risk-prone

remove

Security hole

remove

Over engineered

remove

Code duplication

P \
[ Add field )

(Remove this Classification )

remove

(‘Add a new Classification ) [ Save changes ) (Cancel )

Default Crucible classifications

There are two default defect classifications that are preset in Crucible: Ranking and Classification. These
settings (and their sub-categories) can be edited or removed; other custom classifications can be added.

Ranking

Crucible users can rank a defect as Major or Minor, indicating the importance of the defect.

Classification

This setting helps to provide more detail about the defect. This classification can be set to one of the options

described in the following table:

Value

Missing

Extra (superfluous)

Ambiguous

Description

The defect applies to code or information that is
missing (absent).

The defect applies to code or information that should
be removed.

The defect applies to code or information that is not
clear or easy to understand.
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Inconsistent

Improvement desirable

Not conforming to standards
Risk-prone

Factually incorrect

Not implementable

Editorial

Configuring User Managed Mappings

The defect applies to code or information that is
applied in several different ways.

The defect applies to code or information that needs
to be revised.

The defect applies to code or information that breaks
established conventions.

The defect applies to code or information that takes
unacceptable risks.

The defect applies to code or information that is
wrong.

The defect applies to code or information that may be
impossible to create.

The defect applies to code or information where the
classification as a defect may be subject to personal
opinion.

In Crucible, Administrators can control whether users can use the Author Mapping setting to map their own
Crucible usernames to repository committer accounts or not. By default, the setting allows users to set their own

mappings.

If you wish to lock down the mappings for security or audit reasons, this setting lets you restrict all management

of mappings to Crucible administrators only.

To do this, click Administration in the footer of the Crucible interface and then Authentication (under 'Security
Settings') in the left navigation bar. You can set User Managed Mappings either On or Off. The setting is applied

immediately.

Screenshot: User Managed Mappings

Built-in

Public Signup @ :

Use CAPTCHA @: ON (Turn Off)

PR LLEV TUUTS

OFF (Turn On)

ﬂ User managed mappings :  ON (Turn Off) :

lNecarnama Ointinem

Enabling Access Logging in Crucible

To enable access logging in FishEye 3.0 and later:

1. Stop Fisheye/Crucible,

2. Create the file FI SHEYE_HOVE/ cont ent / V\EB- | NF/ j et t y- web. xm with the following content:
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<?xm version="1.0" encodi ng="1S0O 8859-1"?>
<I DOCTYPE Configure PUBLIC "-//NMort Bay Consulting//DTD
Configure//EN'" "http://ww.eclipse.org/jetty/configure.dtd" >
<Configure class="org.eclipse.jetty.webapp. WebAppCont ext " >
<Set name="handl er" >
<New
cl ass="com cenqua. fi sheye. web. jetty. Fi shEyeRequest LogHandl er" >
<Set nane="requestLog">
<New i d="Request Logl npl "
class="org. eclipse.jetty.server. NCSARequest Log" >
<Ar g><SystenProperty name="jetty.| ogs”
defaul t="./var/log/" />fisheye-access-yyyy_nm dd. | og</Arg>
<Set nane="ret ai nDays" >90</ Set >
<Set nane="append">true</ Set >
<Set nane="ext ended" >f al se</ Set >
<Set nane="LogTi neZone" >GMI</ Set >
</ New>
</ Set >
</ New>
</ Set >
</ Confi gure>

3. Restart Fisheye/Crucible.

This will create an access log in FI SHEYE_HOVE/ var /| og/ fi sheye- access-yyyy nmm dd. | og format (e.qg.
fisheye-access-2010_03_17.log). If you want to change the path to your FI SHEYE_| NST directory, change the d

efaul t="./var/| og/" to the path to the log folder in FI SHEYE | NST.

1 Thelog directory must exist

If the path to the log directory given by the def aul t attribute of the Syst enPr opert y tag (defined in
the line 10 inthe j et t y- web. xml above) does not exist, then FishEye will fail to start and will not log

any error message.

The path given in the example below is correct when FI SHEYE_| NST and FI SHEYE_HOVE are the

same directory, otherwise please use the absolute path of your FI SHEYE | NST/ var /| og directory.

Log format

The logs are written in NCSA format:

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.

175


http://creativecommons.org/licenses/by/2.5/au/
http://publib.boulder.ibm.com/tividd/td/ITWSA/ITWSA_info45/en_US/HTML/guide/c-logs.html#common

Documentation for Crucible 3.1 176

172.20.5.186 - - [17/Mar/2010:22:50:21 +0000] "GET

/ fel conmi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y& epnanme=Test Repo&ou
t puttype=i mage HTTP/1.1" 200 256

172.20.5.186 - - [17/ Mar/2010:22:50:21 +0000] "GET

[ fel conmi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y&r epnane=npanday&out
puttype=i mage HTTP/1.1" 200 177

172.20.5.186 - - [17/Mar/2010:22:50:21 +0000] "GET

/ fel conmi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y& epnane=j uti | s&out p
uttype=i nage HTTP/ 1. 1" 200 775

172.20.5.186 - - [17/Mar/2010:22:50:21 +0000] "GET

/ fel conmi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y& epname=P4&out putty
pe=i mage HTTP/1.1" 200 177

172.20.5.186 - - [17/ Mar/2010:22:50:21 +0000] "GET

[ fel conmi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y& epnane=Rai | s&out pu
ttype=i mage HTTP/ 1.1" 200 1311

172.20.5.186 - - [17/Mar/2010:22:50: 22 +0000] "CGET

/ fel commi t Spar kl i ne. do?w=280&h=48&cont ext =r eposi t or y& epnanme=FE- 2363&out
puttype=i mage HTTP/1.1" 200 128

Please refer to the Jetty documentation for more configuration options.
Compatibility

If you are using an earlier version of FishEye than FishEye 2.7.8, replace com cenqua. fi sheye. web. jetty
. Fi shEyeRequest LogHandl er by or g. nort bay. j etty. handl er. Request LogHandl er.

Fi shEyeRequest LogHandl er was added in 2.7.8 to fix an issue where the user credentials would not be
added to the NCSA log: FE-3040.

Integrating Crucible with other applications

® Linking Crucible to JIRA
® Configuring Application Links
® Trusted Applications

Linking Crucible to JIRA

JIRA is Atlassian's issue tracking and project management application. This page describes how to integrate
JIRA with Crucible.

When Crucible was first installed, JIRA integration may have been configured using the setup wizard, which
configures the JIRA connection automatically using the most common options. See Configuring JIRA integration
in the Setup Wizard.

However, JIRA integration with Crucible can be configured at any time after installation, as described on this
page.

Initial configuration in JIRA
Configure the following setting in each instance of JIRA that you wish to link to Crucible:
® Allow remote API access
Consider also the following settings, to make full use of the integration between Crucible and JIRA:

® Enable subtasks
® Allow unassigned issues
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On this page:
® Initial configuration in JIRA
® Linking Crucible with JIRA instances
® 1. Configuring an application link with JIRA
® 2. Connecting to JIRA for user
management
® Inline issue creation

Related pages:

® JIRA integration in Crucible

® User management limitations and
recommendations

® Configuring application links

Linking Crucible with JIRA instances

You can integrate Crucible with one or more instances of JIRA using the Crucible administration screens. There
are two parts to integrating each JIRA instance:

* A peer-to-peer link between JIRA and Crucible for sharing information and facilitating integration features.
This link is set up using Application Links.

® A client-server link between Crucible and JIRA for delegating user and group management to your JIRA
server.

1. Configuring an application link with JIRA

This section describes how to create a two-way trusted applications link between Crucible and JIRA. We
assume that your Crucible and JIRA servers are using the same set of users. If not, please refer to Adding an
application link for information about the various options available.

To add a two-way trusted applications link between Crucible and JIRA:

1. Go to your Crucible administration screen and click Application Links (under 'Global Settings').
2. Now:
a. Click 'Add Application Link'. Step 1 of the link wizard will appear.
b. Enter the server URL of the application that you want to link to (the 'remote application').
c. Click the 'Next' button.
d. Enter the following information:
® 'Create alink back to this server' — Tick this check box to add a two-way link between the
two applications.
® 'Username’ and 'Password’' — Enter the credentials for a username that has administrator
access to the remote application.
Note: These credentials are only used to authenticate you to the remote application, so that
Application Links can make the changes required for the new link. The credentials are not
saved.
® 'Reciprocal Link URL'— The URL you give here will override the base URL specified in
your remote application's administration console, for the purposes of the application links
connection. Application Links will use this URL to access the remote application.
e. Click the 'Next' button.
f. Enter the information required to configure authentication for your application link:
® 'The servers have the same set of users' — Tick this check box, because the users are the
same in both applications.
®* These servers fully trust each other' — Tick this check box, because you trust the code in
both applications and are sure both applications will maintain the security of their private
keys.
For more information about configuring authentication, see Configuring Authentication for an
Application Link_OLD.
g. Click the 'Create’ button to create the application link.

2. Connecting to JIRA for user management
This option is available only with JIRA 4.3 and later.

To manage your Crucible users using JIRA, configure a connection in JIRA and then set up the user directory in
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Crucible. Both steps are described below.
2.1. To configure a new connection for user management in JIRA:

1. Log into JIRA as a user with the 'JIRA System Administrators' global permission.
2. Click Administration on the JIRA top navigation bar.
a. Go to the JIRA administration screen for configuring the applications that have been set up to use
JIRA for user management:
® In JIRA 4.3: Click 'Other Applications' in the 'Users, Groups & Roles' section of the JIRA
administration screen.
® In JIRA 4.4: Select 'Administration’ > 'Users' > 'JIRA User Server'.
b. Add an application.
c. Enter the application name and password that your application will use when accessing JIRA.
d. Enter the IP address or addresses of your application. Valid values are:
® Afull IP address, e.g. 192. 168. 10. 12.
® A wildcard IP range, using CIDR notation, e.g. 192. 168. 10. 1/ 16. For more information,
see the introduction to CIDR notation on Wikipedia and RFC 4632.
® Save the new application.

2.2. To set up the JIRA user directory in Crucible:

Go to your Crucible administration screen.
1. Click Authentication (under 'Security Settings').
2. Click Setup JIRA/Crowd authentication. Note, if LDAP authentication has already been set up, you will
need to remove that before connecting to JIRA for user management.
3. Make the following settings:

Authenticate against Select a JIRA instance

Application name and password Enter the values that you defined for your
application in the settings on JIRA.

JIRA URL The web address of your JIRA server. Examples:

http://ww. exanpl e. com 808
O/jiral
http://jira. exanpl e.com

Auto-add Select Create a FishEye user on successful
login so that your JIRA users will be automatically
added as a FishEye user when they first log in.

Periodically synchronise users with JIRA Select Yes to ensure that JIRA will synchronize all
changes in the user information on a regular
basis. Change the value for Synchronise Period

if required.

When Synchronisation Happens Select an option depending on whether you want
to allow changes to user attributes from within
FishEye.

Single Sign On Select Disabled. SSO is not available when using

JIRA for user management and if enabled will
make the integration fail.

4. Click Next and select at least one user group to be synchronised from JIRA. If necessary, you could
create a new group in JIRA, such as 'fisheye-users', and select this group here.
5. Click Save.

Inline issue creation
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Inline issue creation allows a user to create a JIRA issue from a review comment. The user must have the
‘Comment' permission in Crucible to see the Create Issue link in the comment. See Creating JIRA issues from
the review.

This requires that Crucible is integrated with JIRA 5.0, or later, and is disabled if Crucible is integrated with an
earlier version of JIRA.

When creating the issue, the Create Issue dialog only displays required fields for the selected issue type.

* A JIRA administrator can configure other fields to be required (and so displayed) from within JIRA. See S
pecifying Field Behaviour.

® Not all field types are supported. In particular, unbundled custom field types are not supported. See Supp
orted fields for inline issue creation.

* If any required field for the selected issue type is not supported, Crucible displays an error, with a link to
create the issue directly in JIRA. This link will pre-populate the project, issue type, summary and
description fields, but will not create a link from the comment to the issue.

In the new issue in JIRA, you see a link back to the comment in Crucible. However:

® |ssue links may be disabled in JIRA.

® The JIRA login that Crucible uses needs permission to create links.

® The FishEye plugin (available from the Atlassian Marketplace) must be installed in JIRA for permission
checking on the display of issue links in JIRA.

You can disable the Inline Issue Creation plugin in Crucible to restore the earlier behaviour.
User management limitations and recommendations

This page describes the optimal configurations and limitations that apply when you are connecting Crucible to
JIRA for user management.
On this page:
® Recommendations for connecting to JIRA for user management
® Single Sign-On Across Multiple Applications is Not
Supported
Custom Application Connectors are Not Supported
Custom Directories are Not Supported
Optimal Number of Users and Applications
® Recommendations
® Related pages

Recommendations for connecting to JIRA for user management

Please consider the following limitations and recommendations when connecting to a JIRA server for user
management.

Single Sign-On Across Multiple Applications is Not Supported

When you connect to JIRA for user management, you will not have single sign-on across the applications
connected in this way. JIRA, when acting as a directory manager, does not support SSO.

Custom Application Connectors are Not Supported

JIRA, Confluence, FishEye, Crucible and Bamboo can connect to a JIRA server for user management. Custom
application connectors will need to use the new REST API.

Custom Directories are Not Supported

Earlier versions of JIRA supported OSUser Providers. It was therefore possible write a special provider to obtain
user information from any external user directory. This is no longer the case.

Optimal Number of Users and Applications
Please consider the following limitations when connecting to a JIRA server for user management:

® Maximum 500 users.
® Maximum 5 connected applications.

Recommendations

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/JIRA/Specifying+Field+Behaviour
https://confluence.atlassian.com/display/JIRA/Specifying+Field+Behaviour
https://marketplace.atlassian.com/

Documentation for Crucible 3.1

Your environment Recommendation

If all the following are true: Your environment meets the optimal requirements for

using JIRA for user management.
® You have fewer than 500 users.

® You want to share user and group management
across just a few applications, such as one JIRA
server and one Confluence server, or two JIRA
servers.

® You do not need single sign-on (SSO) between
JIRA and Confluence, or between two JIRA
servers.

® You do not have custom application connectors.
Or, if you do have them, you are happy to convert
them to use the new REST API.

® You are happy to shut down all your servers
when you need to upgrade JIRA.

If one or more of the following are true: We recommend that you install Atlassian Crowd for

user management and SSO.
® You have more than 500 users.

® You want to share user and group management
across more than 5 applications.

® You need single sign-on (SSO) across multiple
applications.

® You have custom applications integrated via the
Crowd SOAP API, and you cannot convert them
to use the new REST API.

® You are not happy to shut down all your servers
when you need to upgrade JIRA.

If you are considering creating a custom directory Please see if one of the following solutions will work
connector to define your own storage for users and for you:
groups...

® |f you have written a custom provider to support a
specific LDAP schema, please check the
supported LDAP schemas to see if you can use
one of them instead.

® |f you have written a custom provider to support
nested groups, please consider enabling nested
groups in the supported directory connectors
instead.

* If you have written a custom provider to connect
to your own database, please consider loading
the data into the application's database instead.

® |f you need to keep the custom directory
connection, please consider whether Atlassian
Crowd meets your requirements. See the
documentation on Creating a Custom Directory
Connector.

Related pages

Linking Crucible to JIRA
Supported fields for inline issue creation

Inline issue creation allows a user to create a JIRA issue from a review comment. See Creating JIRA issues
from the review.

This requires JIRA 5.0, or later, and is disabled if Crucible is integrated with an earlier version of JIRA. See Linki
ng Crucible to JIRA.

When creating the issue, the Create Issue dialog only displays required fields for the selected issue type.
However, a JIRA administrator can configure other fields to be required (and so displayed) from within
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JIRA. See Specifying Field Behavior.

Note that:

® Unbundled custom field types in JIRA are not supported for inline issue creation.

* |f any required field for the selected issue type is not supported, Crucible displays an error, with a link to
create the issue directly in JIRA. This link will pre-populate the project, issue type, summary and
description fields, but will not create a link from the comment to the issue.

The tables below list the supported JIRA field types.

Built-in fields
Field Name
Affects Version/s
Assignee
Attachment
Comments
Component/s
Description
Due Date
Environment
Fix Version/s
Issue Type
Labels
Linked Issues
Log Work
Priority
Reporter
Resolution
Security Level
Summary

Time Tracking

Bundled custom field types

Field Name

Bug Import Id
Date Picker
Free Text Field

Hidden Job Switch
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Job Checkbox
Multi Checkboxes
Multi Select
Number Field
Radio Buttons
Select List
Text Field
User Picker
Cascading Select
Date Time
Group Picker
Import Id N/A

Labels YES

Multi Group Picker
Multi User Picker
Project Picker YES

Read-only Text Field N/A

Single Version Picker YES

URL Field

Version Picker YES

Using Crucible gadgets

This page explains how to add a Crucible gadget to a JIRA dashboard. The process is similar for adding a
gadget to a Confluence page.

On this page:

Overview of Crucible gadgets
1. Add an application link from FishEye to JIRA

2. Add the Crucible gadget to JIRA's Gadget Directory
3. Add the Crucible gadget to a JIRA dashboard

Overview of Crucible gadgets

As of the release of Crucible 2.3, you can display Crucible data in other Atlassian applications, such as JIRA and
Confluence, by using Crucible gadgets.

Crucible bundles the following gadgets by default:

Gadget Name Description and Gadget URL Screenshot
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Hassle Review Blockers

Overdue Reviews

Review Inbox

This gadget shows you who you
are still waiting on; in other words,

which reviewers haven't completed

your reviews.

The URL for this gadget is:

ht t p: / / HOSTNAME: 8060
/ rest/ gadgets/1.0/g/
com at | assi an. f ecru.
f ecru- gadget s- pl ugi n
:over dueRevi ews/ gadg
et s/ hassl e. xmi

Where HOSTNAME: 8060 is the
hostname of your Crucible
instance.

This gadget shows you reviews
that are yet to be completed in the
project, across all authors. This is

useful for managers or team leads.

The URL for this gadget is:

ht t p: / / HOSTNAME: 8060
/ rest/ gadgets/1.0/g/
com atl assi an. fecru.
f ecru- gadget s- pl ugi n
:over dueRevi ews/ gadg
et s/ over dueRevi ews. x
m

Where HOSTNAME: 8060 is the
hostname of your Crucible
instance.

This gadget is a list of Crucible
to-do items including reviews to
do, comments to read or reviews
to summarise.

The URL for this gadget is:

ht t p: / / HOSTNAME: 8060
/ rest/ gadgets/1.0/g/
com at | assi an. f ecru.
f ecru- gadget s- pl ugi n
:over dueRevi ews/ gadg
et s/ todo. xm

Where HOSTNAME: 8060 is the
hostname of your Crucible
instance.

Crucible: Hassle Review Blockers

reviewer ] Hame

' CR-1 FE-1234:
H CR-1

CR-4 FE-4567:

FE-1234:

Crucible: Overdue reviews in All Pro,

D Hame
CH-3 FE-3456: Make stuff nicer

CR-4 FE-4567: Disentangle states

Crucible: Review Inbox

state [n] Hame

Summarize CR-3 FE-3456:
Respond CR-1 FE-1234:
Review CR-2 FE-2345:
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Review Coverage This gadget shows content from

the innovative Review Coverage
report, letting you investigate how FE/

much of your codebase has been

under code review. Past 7 days Full Report

The URL for this gadget is as Ol user . _
follows: [C] & Remove System.out.print
[C]  §  Avoid NPEin eyeql with n
ht t p: / / HOSTNAVE: 8060 [ & MNONE:Ifthe 500 page thr
/rest/ gadggt s/ 1: 0/ g/ & ﬁ MOME: fix tests
Z?:ne\a/lit Ie:fz;sg'r;gifz [] & Remove TODOin error m
port / gadget s/ r ecent - [ [ CRUC-3529: Fix NPE link
changesets. xni [[] & Fixcheckstyle
[l E CRUC-3529: Revert RS3
Where HOSTNAME: 8060 is the [ E CRUC-3529: Rewrite /sni|
hostname of your Crucible [l CRUC-3543: fix bug when
instance. [ branch for 2.3.x
[ H CRUC-3548: fix Crucible i
[[] ¥ CRUC-3445: snippet com
[ E‘; CRUC-3440: review rewol
=1 - _—— = e .

1. Add an application link from FishEye to JIRA

Go to the admin area in FishEye and set up an application link from FishEye to JIRA.

When completing the wizard, leave the Also create a link checkbox selected, and choose the These servers
fully trust each other option.

2. Add the Crucible gadget to JIRA's Gadget Directory

As a JIRA administrator you allow the use of these gadgets by adding them to the Gadget Directory. You'll need
the URL listed in the table above for each gadget that you want to add.

See the JIRA documentation for details on this process.

3. Add the Crucible gadget to a JIRA dashboard
As a JIRA user, you can add gadgets to a JIRA dashboard that you have created.

Once added, the gadget will appear on your JIRA dashboard and display information drawn from Crucible and
FishEye.

You can also add Crucible gadgets to the Confluence dashboard. See the General Gadgets Documentation for
more information.

Configuring Application Links

An application link is a trust relationship between two applications. Linking two applications allows you to share
information and to access one application's functions from within the other.

For example, you may want to set up a trust relationship between Crucible and two JIRA servers.
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Configure Application Links @ 4F Add Application Link

Name Application Application URL Incoming Authentication @  Outgoing Authentication @ Primary Actions
B Jooc JRA https://jdog atlassian com/secure/Dashboard jspa Trusted Applications none Configure | Delete | Make Primary

i vour Company JIRA JIRA http:/flocalhost:8080 Trusted Applications Trusted Applications [] Configure | Delete

Screenshot above: Application links to two JIRA servers

Related Topics

® Adding an application link

Configuring Authentication for an Application Link
Deleting an Application Link

Editing an Application Link

Making an application link the primary link
Relocating an Application Link

Upgrading an Application Link

Configuring Project Links across Applications

Adding an application link

This page describes how to add a new application link in Crucible. The process for adding an application link
depends on whether or not the application you are linking Crucible to supports Atlassian's Application Links.

If you are linking Crucible to an application that does not have Application Links, you will need to do additional
configuration in that application. This is because Application Links in Crucible will not be able to automatically
configure authentication in your remote application.
On this page:
® Before you begin
® For applications that support
Application Links
® For applications that do not
support Application Links

Before you begin
Check the following settings. This is required for synchronisation to work correctly:

® Make sure that the base URL is set correctly in Crucible. See the FishEye documentation on configuring
the web server.

® Make sure that the base URL is set correctly in the application you wish to link to. See the appropriate
instructions for JIRA, FishEye, Bamboo and Confluence.

For applications that support Application Links

To link to an application that supports Application Links:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.
Click 'Add Application Link'. Step 1 of the link wizard will appear.
Enter the server URL of the application that you want to link to (the 'remote application’).
Click the 'Next' button. Step 2 of the link wizard will appear.
Enter the following information:
® ‘Create alink back to this server' — Tick this check box if you want to create a two-way link
between the remote application and your application. If you want to do this, you will need to enter
the username and password of an administrator for the remote application.
Note: These credentials are only used to authenticate you to the remote applicaiton, so that
Application Links can make the changes required for the new link. The credentials are not saved.
® 'Reciprocal Link URL'— The URL you give here will override the base URL specified in your
remote application's administration console, for the purposes of the application links connection.
Application Links will use this URL to access the remote application.
6. Click the 'Next' button. Step 3 of the link wizard will appear.
7. Enter the information required to configure authentication for your application link:
® 'The servers have the same set of users' or 'The servers have different sets of users' — Select

LN
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one of these options depending on how you manage users between the two applications.
®* 'These servers fully trust each other' — Tick this check box if you know that the code in both
applications will behave itself at all times and are sure each application will maintain the security of
its private key.
For more information about configuring authentication, see Configuring Authentication for an
Application Link.
8. Click the ‘Create’ button to create the application link.

Screenshots: Adding an application link to an application that supports Application Links (click to view full-sized
images)

T
Link to another server @ Link to FishEye / Crucible @ Set Users and

RetApp Relfpp cappuzGing
9 LT
® & ) D rd B,
B Tha aenvace hwm the
¥ Create a ink back 1o s servar. Frowse admamistralor cradenhals far e ——
wappusing Thess s wsed oo n sdlanticats yu snd vl el ba
sawed. Read Ware
Sean 1AL hatp Megdoay slasamn oo SRR
JARAms  glmin sl B Thecia earsera L1y Inied @ac
Eithm: mapeer can make mn
RETLI . O ———" sy imphslions, il
Acceasbls URL of this apdice: on for the mopoca Ink her 1z no trusled relshons
hitp M=ydeay sllss an com SA037
Lyl Het Fresindw hod =i
Step 1 Step 2

For applications that do not support Application Links

To link to an application that does not support Application Links:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click 'Add Application Link'. Step 1 of the 'Link to another server' dialogue will be displayed.

3. Enter the server URL of the application that you want to link to, in the 'Server URL' field. Click the 'Next'
button. Step 2 of the 'Link to another server' dialogue will be displayed.

4. Fill out the fields, as follows:

* 'Application Name' — Enter the name by which this remote application will be referred to, in your
application.

® 'Application Type' — Select the type of application that you are linking to: Generic,
FishEye/Crucible, Confluence, Stash, Bamboo, JIRA.

® 'Application URL' — This will be set to the server URL you entered in the previous step and will
not be editable.

5. Click the ‘Create’ button to create the application link. The ‘Configure Application Links' page will be
displayed, listing all of the application links that have currently been set up for your application including
the one you just added.

6. Configure the desired authentication type (Trusted Applications, OAuth, basic HTTP, none) for your new
application link. See Configuring Authentication for an Application Link.

7. In your application that does not support Application Links, configure the same type of authentication that
you configured for your application link's outgoing authentication (in the previous step). For example, if
you configured outgoing Trusted Applications authentication in your Application-Links-enabled
application, you also need log into your non-Application-Links application and manually configure Trusted
Applications (see the relevant administrator's documentation for the application).

Screenshots: Adding an application link to an application that does not support Application Links (click to view
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Related Topics

Making an application link the primary link
Configuring authentication for an Application Link
Configuring project links across applications

Configuring Authentication for an Application Link

When you configure authentication for an application link, you are defining the level of trust between Crucible
and the application that it is linked to.
On this page:
® Choosing Authentication for an Application Link
® Security Implications for each Authentication
Type
® About Primary Authentication Types
® About Impersonating and Non-Impersonating
Authentication Types

Choosing Authentication for an Application Link
The level of authentication that you should configure for your application link depends on a number of factors.

* Do the two applications trust each other? In other words, are you sure that the code in the application will
behave itself at all times and that the application will maintain the security of its private key?

® Do the two applications share the same user base?

* Do you have administrative access to the application you are linking to?

Common scenarios include:

® |f the two applications you are linking trust each other and share the same user base, configure two-w
ay authentication using Trusted Applications for both incoming and outgoing authentication. For
example, you may link your internal Crucible server to an internal JIRA server.

® |f the two applications you are linking trust each other but do not share the same user base, configure
two-way authentication using OAuth for both incoming and outgoing authentication. For example, you
may link your internal Crucible server to an external (customer-facing) JIRA server.

® If you do not have administrative rights to the application that you are linking to (for example,
linking to a public Crucible server), configure a one-way outgoing link authenticated using basic HTTP
authentication or do not configure any authentication for the link. For example, you may link your
external Crucible server to a partner organisation's Crucible server. An unauthenticated link will still allow
the local application to render hyperlinks to the remote application or query anonymously-accessible
APIs.
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The flowchart below provides a guide to what authentication you should configure for your application link.

Read the following topics for information on how to configure authentication for an application link:

Configuring Basic HTTP Authentication for an Application Link

® Configuring OAuth Authentication for an Application Link
® Configuring Trusted Applications Authentication for an Application Link
® Incoming and Outgoing Authentication
Do you have
Yes admin rights to No
both servers?
QOutgoing =
Does your local Basic HTTP
Yes app trust the No huthentication or
remote app? ho authenticatior|
Does the Does the
remote app remaote app
trust your local trust your local
app? app?
Yes No Yes
No
Do both apps Do both apps Do both apps Two-way Basic
share the same share the same share the same HTTP
r user base? W F user base? 7 [' user base? T authentication
Yes No Yes No Yes No or no
‘ ‘ authentication
Two-way .
Two-way Incoming = . Incoming = .
CLAut:.n':r;assl_e:d OAuth or Basic OAuth or Incoming = Basic HTgTP Inco_mmg =
ppH1'I'P ' HTTP Trusted Apps OAuth. Ruthentication or Basic HTTP
. authentication authentication: authentication Unauthenticated| |3uthentication or
authentication Outgoing - Outgoing = Outgoing = 1 |unauthenticated:
Basic HTTP Basic HTTP OAuth or Outgeing =
puthentication or| uut.henuum.m o Trusted Apps OAgth .
unauthenticated| |UMauthenticated authentication authentication

Flowchart above: Determining what authentication to configure for an Application Link

Security Implications for each Authentication Type

If you configure Trusted Applications authentication for your application (meaning that your servers have the
same set of users and they fully trust each other) please be aware of the following security implications:

® Trusted applications are a potential security risk. When you configure Trusted Applications
authentication, you are allowing one application to access another as any user. This allows all of the
built-in security measures to be bypassed. Do not configure a trusted application unless you know that all
code in the application you are trusting will behave itself at all times, and you are sure that the application

will maintain the security of its private key.

If you configure OAuth authentication for your application (meaning that your servers have different sets of
users and they fully trust each other) please be aware of the following security implications:

® Adding an OAuth consumer requires the transmission of sensitive data. To prevent 'man-in-the-middle'
attacks, it is recommended that you use SSL for your applications while configuring OAuth authentication.

® Do not link to an application using OAuth authentication, unless you trust all code in the application to
behave itself at all times. OAuth consumers are a potential security risk to the applications that they are

linked to.
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@ The servers have the @ The semvers have
same set of users. different sets of users.

@ These servers fully trust each other.
Either server can make remote requests as any user. Read more on the
security implications, particularly if vou have public signup enabled.

) There is no trusted relationship between these servers.

[ Previous ] [ Create ] Cancel

Screenshot above: Configuring authentication during application link setup

About Primary Authentication Types

You can configure multiple authentication types for each application link. When a feature makes a request using
an Application Link, it will use one of the configured authentication types. If more than one authentication type is
configured, it will by default use the authentication type that is marked as the primary authentication type. The

default authentication type is indicated by the green tick ] next to the authentication type on the list application
link screen.

You cannot configure which authentication type is the primary authentication type. The primary authentication
type is determined automatically by Application Links and depends on a weight defined by each authentication
type method. However, every feature that uses Application Links can also choose to use a specific
authentication type and might not use the default primary authentication type.

About Impersonating and Non-Impersonating Authentication Types
Applications Links allows you to configure 'impersonating’ and 'non-impersonating’ authentication types:

®* |mpersonating authentication types make requests on behalf of the user who is currently logged in.
People will see only the information that they have permission to see. This includes OAuth and Trusted
Applications authentication.
®* Non-impersonating authentication types always use a pre-configured user when making a request.
Everyone logged into the system will see the same information. This includes basic HTTP authentication.
Configuring Basic HTTP Authentication for an Application Link

Tthis page describes how to configure Basic HTTP authentication for incoming and/or outgoing authentication
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for an application link.

Basic HTTP authentication allows Crucible to provide a specific set of user credentials to a remote application
and vice versa. Once authenticated, one application can access specified functions on the other application on
behalf of that user. For example, if you supply the credentials of a Crucible administrator on your Crucible server
to a remote application, the remote application will be able to access all functions on your Crucible server that
the Crucible administrator can access.

This method of authentication relies on the connection between Crucible and the remote application being
secure. We recommend that you use Trusted Applications authentication or OAuth authentication for your
application link instead, if possible.
On this page:
® Before You Begin
® Configuring Basic HTTP
Authentication for Outgoing
Authentication
® Configuring Basic HTTP
Authentication for Incoming
Authentication

Before You Begin

® The instructions assume that both of the applications that you are linking have the Application Links
plugin installed. If the remote application that you are linking to supports Basic HTTP authentication, but
does not have the Application Links plugin installed, you will need to configure Basic HTTP authentication
from within the remote application. See the relevant administrator's documentation for the application.
This is in addition to configuring the outgoing/incoming authentication for the application link described
below.

® You must be a Crucible administrator to configure Basic HTTP authentication for an application link.

Configuring Basic HTTP Authentication for Outgoing Authentication

Configuring outgoing basic http authentication will allow Crucible to trust a remote application. This allows the
remote application to access specified functions in Crucible.

To configure basic http authentication for an outgoing application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click the 'Configure' link next to the application link that you want to configure authentication for.

Click the 'Outgoing Authentication' tab. The outgoing authentication page will be displayed.

Click the '‘Basic Access' tab.

Click the 'Configure' button and enter the credentials (username and password) that the remote
application will use to log into your application .

Click the 'Apply' button to save your changes.

akrwnN

o

Configuring Basic HTTP Authentication for Incoming Authentication

Configuring incoming basic http authentication will allow the remote application that you are linking to, to trust
Crucible. Crucible will be able to access specified functions on the remote application.

To configure basic http authentication for an incoming application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.
Click the 'Configure' link next to the application link that you want to configure authentication for.
Click the 'Incoming Authentication' tab. The incoming authentication page will be displayed.
Click the 'Basic Access' tab.
Click the 'Configure' button and enter the credentials (username and password) that the your application
will use to log in to the remote application.

6. Click the 'Apply' button to save your changes.
Related Topics

aprwN
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Configuring OAuth Authentication for an Application Link
Configuring Trusted Applications Authentication for an Application Link
Configuring OAuth Authentication for an Application Link

This page describes how to configure OAuth for outgoing authentication and/or incoming authentication for an
application link.

OAuth is a protocol that allows a web application to share data/resources with any other OAuth-compliant
application. These applications could be another web application (such as a JIRA site or an iGoogle home
page), a desktop application or a mobile device application, provided that they are accessible from within your
network or available on the Internet.

A typical scenario is to set up an application link between two applications which trust each other, have the
Application Links plugin installed, but do not share the same set of users. In this case, you would configure
OAuth for both outgoing and incoming authentication.

Key OAuth Terminology:

® Service provider — An application that shares (‘provides’) its resources.
® Consumer — An application that accesses (‘consumes') a service provider's resources.
® User — An individual who has an account with the service provider.
On this page:
® Before You Begin
® Configuring OAuth for
Outgoing
Authentication
® Configuring OAuth for
Incoming
Authentication

Related pages:

® Configuring Basic
HTTP Authentication
for an Application Link

® Configuring Trusted
Applications
Authentication for an
Application Link

Before You Begin

® Adding an OAuth consumer requires the transmission of sensitive data. To prevent 'man-in-the-middle'
attacks, it is recommended that you use SSL for your applications while configuring OAuth authentication.

® Do not link to an application using OAuth authentication, unless you trust all code in the application to
behave itself at all times. OAuth consumers are a potential security risk to the applications that they are
linked to.

® The instructions assume that both of the applications that you are linking have the Application Links
plugin installed. If the remote application supports OAuth but does not have the Application Links plugin
installed, you will need to configure OAuth from within the remote application (see the administrator's
documentation for the application) in addition to configuring the outgoing/incoming authentication for the
application link as described below.

® You must be a Crucible administrator to configure OAuth authentication for an application link.

Configuring OAuth for Outgoing Authentication

Configuring outgoing OAuth authentication will allow Crucible to access data in a remote application on behalf
of a user. In other words, Crucible can access specified functions in the remote application.

To configure OAuth authentication for an outgoing application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.
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Click the 'Configure' link next to the application link that you want to configure OAuth for.

Click the 'Outgoing Authentication' tab. The outgoing authentication page will be displayed.

Click the 'OAuth' tab.

If you are not currently logged in to the remote application (or you logged in to the remote application

under a variant of the application's hostname, such as the IP address), a login dialogue will display.

® Enter the 'Username' and 'Password’ for the remote server, not your local server, and click the 'Lo

gin' button. The remote server needs to learn the identity of your local server for the OAuth
protocol to work and your admin credentials are used to store your local server's public key on the
remote server. If you are already logged into your remote server, then the appropriate changes can
be made without having to log in again.

. Click the 'Enable’ button to enable OAuth authentication for the outgoing link. Your application will be

automatically set up to be the ‘consumer' and the remote application as a 'service provider'.

Configuring OAuth for Incoming Authentication

Configuring incoming OAuth authentication will allow the remote application to access data in Crucible.

To configure OAuth authentication for an incoming application link:

1.

aprwN

Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click the 'Configure' link next to the application link that you want to configure OAuth for.

Click the 'Incoming Authentication' tab. The incoming authentication page will be displayed.

Click the 'OAuth' tab.

Click the 'Enable’ button to enable OAuth authentication for the incoming link. The remote application will
be automatically set up to be the 'consumer' and your local application as a 'service provider'.

Configuring Trusted Applications Authentication for an Application Link

This page describes how to configure Trusted Applications for outgoing and/or incoming authentication for an
application link.

Trusted Applications authentication allows one application to gain access to specified functions within another
application on behalf of any user, without the user having to log in to the second application.

A typical scenario is to set up an application link between two applications which trust each other, have the same
set of users and have the application links plugin installed. In this case, you would configure Trusted
Applications for both outgoing and incoming authentication.

On this page:

® Before You Begin

® Configuring Trusted
Applications for
Outgoing
Authentication

® Configuring Trusted
Applications for
Incoming
Authentication

Before You Begin

® Trusted applications are a potential security risk. When you configure Trusted Applications

authentication, you are allowing one application to access another as any user. This allows all of the
built-in security measures to be bypassed. Do not configure a trusted application unless you know that all
code in the application you are trusting will behave itself at all times, and you are sure that the application
will maintain the security of its private key.

The instructions below assume that both of the applications that you are linking have the Application
Links plugin installed. If the remote application supports Trusted Applications but does not have the
Application Links plugin installed, you will need to configure Trusted Applications from within the remote
application (see the relevant administrator's documentation for the application) in addition to configuring
the outgoing/incoming authentication for the application link as described below.

You must be a Crucible administrator to configure Trusted Applications authentication for an application
link.
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Configuring Trusted Applications for Outgoing Authentication

Configuring outgoing Trusted Applications authentication will allow the remote application to trust Crucible.
In other words, Crucible will be able to access specified functions and data on the remote application.

To configure Trusted Applications authentication for an outgoing application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Configure' link next to the application link that you want to configure Trusted Applications
authentication for.

3. Click the 'Outgoing Authentication' tab. The outgoing authentication page will show, with the 'Trusted
Applications' tab displayed.

4. If you are not currently logged into the remote application (or you logged into the remote application under
a variant of the application's hostname, e.g. the IP address), a login dialogue will display.

® Enter the 'Username' and 'Password’ for the remote server, (not your local server), and click the '
Login' button. You need to enter the credentials for the remote server, as the remote server needs
to be instructed to trust your local server for the Trusted Applications protocol to work. If you are
already logged into your remote server, then the appropriate changes can be made without having
to log in again.

5. Configure the settings for the Trusted Applications authentication:

* '|P Patterns' — Enter the IP addresses (IPv4 only) from which the remote application will accept
requests (this effectively is the IP address your local server). You can specify wildcard matches by
using an asterisk (*), e.g. '192. 111. *. *' (note, you cannot use netmasks to specify network
ranges). If you are entering multiple IP addresses, separate them with commas or spaces.

I Please note, if you are setting up Trusted Applications between two applications that both have
the Application Links plugin installed, you can leave this field blank (or explicitly use *. *. *, *),
However, if your remote application does not have the Application Links plugin installed and you
are configuring the IP Patterns in the remote application (not the Application Links plugin), you
must not leave this field blank nor use *. *. *. *_ Failure to configure IP address restrictions in
this scenario is a security vulnerability, allowing an unknown site to log into your site under a user's
login ID.

Consider the following scenarios, if you want to limit access by using this field:

® |f your local application is using a proxy server, you need to add the proxy server's IP
address to this field.

® |f your local application is a clustered instance of Confluence, you need to configure the
remote server to accept requests from each cluster node. If you do not set up each node
appropriately, your Confluence users may not be able to view any information from the
remote server. You can set this up by either specifying each individual IP address for each
node of the cluster (e.g. 172. 16. 0. 10, 172.16.0.11, 172.16. 0. 12), or specifying
the IP address for the clustered Confluence instance using wildcards (e.g. 172. 16. 0. *).

* 'URL Patterns' — Enter the URLSs in the remote application that your local application will be
allowed to access. Each URL corresponds to a particular application function. Enter one URL per
line, as follows:

® If your remote application is JIRA, enter the following URL Patterns: / pl ugi ns/ servl et/
streams,/sr/jira.issuevi ews: searchrequest,/secure/ RunPortlet,/rest,/
rpc/ soap

® If your remote application is Confluence, enter the following URL Patterns: / pl ugi ns/ ser
vl et/ streans,/pl ugi ns/servl et/ applinks/whoanmn

® 'Certificate Timeout (ms)' — Enter the certificate timeout. The default is 10 seconds. The
certificate timeout is used to prevent replay attacks. For example, if a Trusted Applications request
is intercepted and (maliciously) re-sent, the application will be able to check when the request was
first sent. If the second request is sent more than 10 seconds (or whatever the certificate timeout is
set to) after the initial request, it will be rejected. Please note, you should not have to change the
default value of this field for most application links. Note that the certificate timeout relies on the
clocks on both servers being synchronised.

6. Click the 'Apply' button to save your changes.

Configuring Trusted Applications for Incoming Authentication
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Configuring incoming Trusted Applications authentication will allow Crucible to trust the remote application.
The remote application will be able to access specified functions and data on Crucible.

To configure Trusted Applications authentication for an incoming application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Configure' link next to the application link that you want to configure Trusted Applications
authentication for.

3. Click the 'Incoming Authentication' tab. The incoming authentication page will show, with the 'Trusted
Applications' tab displayed.

4. The tab will show whether Trusted Applications is currently enabled or not. Use the 'Modify' or 'Configur
e' button to configure Trusted Applications. The Trusted Applications configuration settings will be
displayed:

* '|P Patterns' — Enter the IP addresses (IPv4 only) from which our application will accept requests.
You can specify wildcard matches by using an asterisk (*), e.g. '192. 111. *. *' (note, you cannot
use netmasks to specify network ranges). If you are entering multiple IP addresses, separate them
with commas or spaces.

I Please note, if you are setting up Trusted Applications between two applications that both have
the Application Links plugin installed, you can leave this field blank (or explicitly use *. *. *, *),
However, if your remote application does not have the Application Links plugin installed and you
are configuring the IP Patterns in the remote application (not the Application Links plugin), you
must not leave this field blank nor use *. *. *. *_ Failure to configure IP address restrictions in
this scenario is a security vulnerability, allowing an unknown site to log into your site under a user's
login ID.

Consider the following scenarios, if you want to limit access by using this field:

* |f the remote application is using a proxy server, you need to add the proxy server's IP
address to this field.

* |f the remote application is a clustered instance of Confluence, you need to accept requests
from each cluster node. If you do not specify each node's address, Confluence users may
not be able to view any data from your application. You can set this up by either specifying
each individual IP address for each node of the cluster (e.g. 172.16.0.10, 172.16.0.11,
172.16.0.12), or specifying the IP address for your clustered Confluence instance using
wildcards (e.g. 172.16.0.%).

* 'URL Patterns' — Enter the local URLs that the remote application will be allowed to access. Each
URL corresponds to a particular application function. Enter one URL per line, as follows:

® |f your local application is JIRA, enter the following URL Patterns — / pl ugi ns/ servl et/
streans,/sr/jira.issueviews: searchrequest,/secure/RunPortlet,/rest,/
rpc/ soap

® If your local application is Confluence, enter the following URL Patterns — / pl ugi ns/ serv
| et/ streans,/plugins/servlet/applinks/whoam

® 'Certificate Timeout (ms)' — Enter the certificate timeout. The default is 10 seconds. The
certificate timeout is used to prevent replay attacks. For example, if a Trusted Applications request
is intercepted and (maliciously) re-sent, the application will be able to check when the request was
first sent. If the second request is sent more than 10 seconds (or whatever the certificate timeout is
set to) after the initial request, it will be rejected. Please note, you should not have to change the
default value of this field for most application links. Note that the certificate timeout relies on the
clocks on both servers being synchronised.

5. Click the 'Apply' button to save your changes.

Related Topics

Configuring Basic HTTP Authentication for an Application Link
Configuring OAuth Authentication for an Application Link
Incoming and Outgoing Authentication

When you configure authentication for an application link, you are defining the level of trust between the two
linked servers. When configuring a link from one application to another, you can set up:

®* Incoming authentication (authentication of requests coming from a linked application into this
application).
® Qutgoing authentication (authentication of requests sent from this application to a linked application).

See Configuring Authentication for an Application Link.
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Deleting an Application Link

Deleting an application link stops the two applications from sharing information. You will no longer be able to
make requests from one application to the other. This means that certain integration features may not work.

If you have set up application links to multiple servers of the same application type, for example you have linked
Crucible to multiple JIRA servers, deleting the primary link will mean that another of the links will be made the
primary link.

Deleting an application link will also delete all project links set up for that application link.
To delete an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Delete’ link next to the application link that you want to delete. A confirmation screen will be
displayed.

3. Click the 'Confirm' button to delete the application link.

RELATED TOPICS

Editing an Application Link
Relocating an Application Link
Editing an Application Link

You can change the details, such as the application name and display URL, for an existing application link.

To edit an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the ‘Configure' link next to the application link that you want to edit the details for. The application
details for the application link will be displayed.

3. Update the application details as desired. Please note, you cannot update the Application Type nor the
Application URL.

® 'Application Name' — Update this field to change the display name for the application that you are
linking to.

® 'Display URL'— This URL is used when displaying links to the application in the browser. When
creating the application link, you may have used a URL that is not accessible to other users, such
as an internal IP address. If so, you can change the display URL to an address in a domain that is
accessible to other users.

4. Click the 'Update' button to save your changes.
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Configure JAC

Outgoing Authentication

Application Type JIRA

Incoming Authentication o . A
Application URL  http:iijira.atlassian.com

Thig is the URL used to connect to the application.

Display URL | http:/fjira.atlassian.com

The display URL is used when rendering links to the application.

Screenshot above: Editing an application link
Related Topics

Configuring Authentication for an Application Link
Making an application link the primary link

Making an application link the primary link
If you have set up application links to more than one of the same application type, for example you have linked

Crucible to two JIRA servers, then one of the servers will be marked as the 'primary' link. This means that any
outgoing requests will be directed to the primary link's application.

For example, if you have linked a Crucible server to two JIRA servers with two-way authentication for both links,
you can nominate an application link to one of the JIRA servers as the primary link. Every time Crucible requests
JIRA information, it will request it from the primary link's JIRA server. Both JIRA servers can still make requests

of the Crucible server.

Please see Configuring Project Links across Applications for information on how primary project links also
influence the information shared between servers.

To make an application link the primary link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the ‘Make Primary' link next to the application link that you want to make the primary link. A O
symbol will display in the 'Primary' column next to the application link.

ﬂ The 'Primary' column and 'Make Primary' link will only display if you have set up application links to
more than one of the same application type, e.g. you have linked your application to two JIRA servers.

Relocating an Application Link

This page describes how to change the location of an application link. You will need to relocate an application
link if the target application has moved to a new address.

To relocate an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
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administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. If the remote application for an application link cannot be reached by your application, the 'List
Application Links' page will display a warning message (see 'Relocate Link - Warning Message'
screenshot below).

3. If your remote application has been moved to a different address (rather than just being offline

temporarily), click the '‘Relocate’ link in the warning message (see 'Relocate Link - Updating URL'

screenshot below).

Enter the new URL for the remote application of your application link and click 'Relocate'.

You will need to confirm the relocation, if the new URL cannot be contacted. Otherwise, the application

link will be updated.

ok

Application Your Company JIRA seems to be offline. Click here to Relocate

Configure Application Links @ 4F Add Application Link
Name Application Application URL Incoming Authentication @ Outgoing Authentication @ Primary Actions
i uooc JIRA https://idog.atlassian.com/secure/Dashboard.jspa  Trusted Applications none Configure | Delete | Make Primary
B vour Company JRA JIRA http:/localhost:8080 Trusted Applications Trusted Applications (-] Configure | Delete

Screenshot above: Relocate link — The warning message

Relocate @

Relocate Application Link "JIRA-BOE" to a different UREL.

Server URL | http:/ferik:5992 /jira

Screenshot above: Relocate link — Updating the URL
Related Topics

Making an application link the primary link
Upgrading an Application Link

This page describes how to upgrade an existing application link. You may want to upgrade an application link in
either of the two situations below:

® Your local Crucible application has been upgraded from a version that does not include Application Links
to a version that does.

® Your remote application has been upgraded to a version that includes Application Links. For example,
you had set up an application link to a JIRA 4.2 site (does not include Application Links) and have since
upgraded to JIRA 4.3 (includes Application Links).
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On this page:

® Upgrading an
Application Link (Local
App Upgraded to
Include Application
Links)

® Upgrading an
Application Link
(Remote App
Upgraded to Include
Application Links)

Upgrading an Application Link (Local App Upgraded to Include Application Links)

When you upgrade from a Crucible version that does not include Application Links to a version that does, you
will have the option of converting any Trusted Applications or OAuth links to Application Links. The advantage of
converting your links to Application Links is that link configuration will be simplified in future.

To upgrade an application link when Crucible has been upgraded to include Application Links:

1. After your Crucible upgrade, go to the administration console.

2. Click 'Application Links'. The 'Configure Application Links' screen will show the following message:
"There are existing Trusted Applications or OAuth relationships that should be upgraded to Application
Links. Click here to upgrade.”

3. Click the 'Click here to upgrade' link. The 'Existing Trust Relationships' screen will appear, showing all
Trusted Applications and OAuth relationships that can be upgraded to Application Links.

4. Click the 'Upgrade to Application Link' link next to the desired trust relationship. The ‘Upgrade to
Application Link' wizard will appear.

5. Complete the wizard. The process will be similar to adding a new link (described on Adding an application
link), except that most fields should be pre-filled.

Configure Applcation Links = F cdineaciie - Existing Trusi Relationahips

Upg

N

Step 1 Step 2

Screenshots above: Upgrading an application link for your local application

Upgrading an Application Link (Remote App Upgraded to Include Application Links)

When an application link is created between a version of Crucible that supports Application Links, and a remote
application that does not (either a non-Atlassian product, or an older version of an Atlassian product that did not
ship with Application Links), this link is configured to run in 'legacy mode'. While there is no distinguishable
difference to a user, connection and configuration without Application Links is a little different. For example:

® Setting up OAuth requires manual configuration by the administrator. If your applications support
Application Links, exchange of the consumer keys and public keys is done automatically.
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® The Trusted Applications protocol (Atlassian-specific) will not be available for authentication.

If you upgrade your remote application to a version that does support Application Links, the application link will
continue to work. Upgrading your link may simplify link configuration and make additional authentication
protocols available (as mentioned above).

To upgrade an application link when your remote application has been upgraded to include Application
Links:

1. After you have upgraded your remote application to a version that includes Application Links, go to the
administration console of your local application. A warning will be displayed, requesting that you upgrade
the link to full Application Links mode.

2. Click 'Upgrade' in the warning message to start the upgrade wizard. Note the following:

® You will be prompted to make your application link a reciprocal link. You will need to provide
administrator credentials for your remote application, if you choose to do so.

® |f you make your application link a reciprocal link, you will also be able to make reciprocal links for
your project links. For example, you may be able to link your JIRA project to a FishEye repository
and also make a link from your FishEye repository back to the JIRA project.

Application 'REFAPP' been upgraded. Click here to Upgrade the Application Link configuration

Configure Application Links @ = Add Application Link
Name Application Application URL Configured Authentication () Actions
"g REFAPP Reference Application httpiflocalhost:h992/refapp  Basic Access Configure | Delete

Screenshot above: Upgrading an application link for remote application
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Link to Reference Application

RefApp - erk REFAPP
E Create a link back to this server. Provide administrator credentials for

'REFAFPP". These are used cnce to authenticate you and will not be
saved. Read More.

Usemame  gdmin
Fassword  ssees
M. For each existing Charlie link, create an incoming link from the remote

application.
Accessible URL of this application for the reciprocal link

http:/ferik.sydney.atlassian.com: 5990/ refapp

f Previous \ Ir Mext \' Cancel

Screenshot above: Upgrading an application link wizard
Related Topics

Adding an application link
Configuring Authentication for an Application Link

Configuring Project Links across Applications

We no longer recommend the use of project links with Crucible 2.9 and later. This is because application links
now provide all of the functionality previously available with project links.

However, project links are retained for the following reasons:

® Setting up project links provides a way to restrict the scope of JIRA searches, which can provide
performance benefits.
® | egacy configurations can continue to use project links without any need for changes.
® Third-party plugins may continue to rely on project links for their functionality.
On this page:

® Adding a Project Link
® Deleting a project link
® Making a project link the primary link
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Related pages:

® Adding an application link

Adding a Project Link
To link a Crucible project to a project in another application:

1. Go to the Crucible administration console and click Projects.
2. Click Application Links in the 'Operations' column next to the project that you want to link from.
3. The instructions for adding a project link will vary depending on whether the target application has the
Application Links functionality installed:
® |f the target application has Application Links:

a. Click 'Add Link'. A dropdown menu will appear listing the applications you have already
linked to.

b. In the dropdown menu, click the application that contains the project you want to link to. For
example, if you want to link to a specific JIRA project, click the JIRA site that contains that
project. If you want to link to a Confluence space, click the Confluence site that contains that
space.

c. Click one of the options on the 'Authorization required' screen:

® 'Authorize' — Click this option if you want to grant your project authorised access to
the target project. The target application will open in a new window, so that you can
log in and authorise access.

® 'Skip —your access is anonymous' — Click this option if you only want to allow
anonymous access to the target project.

d. Inthe 'Name or Key' field, enter the name/key of the project in the remote application that
you want to link to. For example, if you want to link to a JIRA project, enter the project key. If
you want to link to a Confluence space, enter the space key.

e. Click the 'Create’ button to create the project link.

® If the target application does not have Application Links:

a. Click 'Add Link'. A dropdown menu will display listing the applications you have already
linked to.

b. Inthe dropdown menu, click the application that contains the project you want to link to. For
example, if you want to link to a specific JIRA project, click the JIRA site that contains that
project. If you want to link to a Confluence space, click the Confluence site that contains that
space.

c. Inthe 'Key' field, enter the name/key of the project in the remote application that you want to
link to. For example, if you want to link to a JIRA project, enter the project key. If you want to
link to a Confluence space, enter the space key.

d. (optional) Enter the alias for the project in the 'Alias’ field. This is the display name for the
project in your administration console.

e. Click the 'Create’ button to create the project link.

Deleting a project link

If you have set up multiple project links to the same application, for example you have linked a Crucible project
to multiple JIRA projects, deleting the primary link will mean that another of the links will be made the primary
link.

To delete a project link:

1. Go to the Crucible administration console and click Projects.

2. Click Application Links in the 'Operations' column next to the project that you want to link from.
3. Click Delete next to the link that you want to delete.

4. Click Confirm.

Making a project link the primary link

If you have set up project links to more than one project in the same application, then one of the project links will
be marked as the primary link. All outgoing requests will be directed to the primary link.

For example, if you have a Crucible project that is linked to two JIRA projects, you can nominate the link to one
of the JIRA projects as the primary link. Every time Crucible requests JIRA information, it will request it from the
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primary link's JIRA project. Both JIRA projects can still request information from the Crucible project.
To make a project link the primary link:

1. Go to the Crucible administration console and click Projects.

2. Click Application Links in the 'Operations' column next to the project that you want to link from.

3. Click Make Primary in the 'Action’ column for the project link that you want to make the primary link. A @
symbol will be displayed in the 'Primary' column next to the link.
Note: The 'Primary' column and 'Make Primary' link will appear only if you have set up multiple project
links to the same application, for example if you have linked a Confluence space to a number of JIRA
projects.

Trusted Applications

A 'trusted application' is an application that Crucible will allow to access specific functions in Crucible on behalf
of any user, without the user logging in to Crucible. You can configure Trusted Applications authentication
between FishEye, Crucible, JIRA (3.12 and later) and Confluence (2.7 and later).

Using the bundled Application Links plugin, you can configure application links with Trusted Applications
authentication as well as other types of authentication.

For further instructions, please see Configuring Application Links.

Related Topics

Configuring Application Links
Linking Crucible to JIRA

Managing add-ons
An add-on is an installable component that supplements or enhances the functionality of Crucible in some
way. For example, the Automatic Review Creator automatically creates a Crucible review each time a commit is

made to a FishEye repository. Other add-ons are available for reviewing changes in Git or Subversion source
code repositories, and for using Crucible features directly from the IntelliJ IDEA interface.

Crucible comes with many pre-installed add-ons (called system add-ons). You can install more add-ons, either
by acquiring the add-on from the Atlassian Marketplace or by uploading it from your file system. This means that
you can install add-ons that you have developed yourself. For information about developing your own add-ons
for Crucible, see the Crucible Developer documentation.
On this page:
® About the Universal Plugin Manager (UPM)
® Administering Add-ons in Crucible

(D You may notice that the terms 'add-on' and 'plugin’ both appear in the Atlassian documentation and
tools. While the terms are often used interchangeably, there is a difference. A plugin is a type of add-on
that can be installed into an Atlassian host application. Plugins are what developers create with the
Atlassian SDK. But there are other types of add-ons as well. For example, the JIRA client is an add-on
that runs as a separate program rather than as a plugin to JIRA. This documentation uses the term
‘add-on' most often.

About the Universal Plugin Manager (UPM)

You administer add-ons for Crucible using the Universal Plugin Manager (UPM). The UPM is itself an add-on
that exposes add-on administration pages in the Crucible Administration Console. UPM works across Atlassian
applications, providing a consistent interface for administering add-ons in Crucible, Confluence, Fisheye, JIRA,
Stash and Bamboo.

UPM comes pre-installed in recent versions of all Atlassian applications, so you do not normally need to install it
yourself. However, like other add-ons, the UPM software is subject to regular software updates. Before
administering add-ons in Crucible, therefore, you should verify your version of the UPM and update it if needed.

Administering Add-ons in Crucible

You can update UPM, or any add-on, from the UPM's own add-on administration pages. Additionally, you can
perform these tasks from the UPM administration pages:
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® Install or remove add-ons

® Configure add-on settings

® Discover and install new add-ons from the Atlassian Marketplace

® Enable or disable add-ons and their component modules

For information on performing these add-on administration tasks, see the Universal Plugin Manager
documentation.

Crucible releases

Crucible 3.1

27 August 2013

Dashboard improvements

QuickNav and QuickSearch improvements
New JIRA issue dialog

Transition JIRA issues from within Crucible
Small improvements: native SVN 1.7, OpenJDK
More in the release notes and changelog

See the Crucible upgrade guide.

Crucible 3.0
30 May 2013

Redesigned user experience

Review CLI tool

Iterative pre-commit reviews

Platform upgrades: Jetty 8, Infinity 3 DB
Optimised indexing for new SVN repositories
Small improvements

More in the release notes and changelog

See the Crucible upgrade guide.

Crucible 2.10

15 January 2013

Inline issue creation

Repository management REST API
Repository review creation limit
More in the release notes

Crucible 2.10 upgrade guide

Crucible 2.9

14 November 2012

Simpler JIRA integration

Better performance of the Reviews tab in JIRA
Faster review creation for large teams

More in the release notes

Crucible 2.9 upgrade guide

Crucible 2.8
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15 August 2012

Mentions

Shares

Improved performance for the projects listing
Support for Subversion 1.7

End of life announcements

More in the release notes

Crucible 2.8 Upgrade Guide

Crucible 2.7

7 September 2011

JIRA Transitions in Crucible
Review Reminders

Small Improvements

More in the release notes
Crucible 2.7 Upgrade Guide

Crucible 2.6
6 June 2011

New Quick Search

HTML Emails for Reviews

Dashboard and Navigation Improvements
SQL Server Support

Oracle Support

Review Creation without Metadata Changes
Improved Patch Anchoring

More in the release notes

Crucible 2.6 Upgrade Guide

Crucible 2.5

8 February 2011

Oracle (Beta)

Redesigned Activity Stream
Improved Header

Comment Notification Batching
More in the release notes
Crucible 2.5 Upgrade Guide

~ Crucible older release notes (click to expand)
Crucible 2.4

20 October 2010

Easier Application Linking

Native Repository Access

Starter Licenses

Adding Changesets to Reviews Simplified
User Interface Improvements

Snippets Tweaks

More in the release notes

Crucible 2.4 Upgrade Guide

Crucible 2.3

26 May 2010
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Snippet Reviews

Changeset Discussions
Mercurial SCM Alpha

Review Coverage report
Revamped Installation Process
Gadgets

More in the release notes
Crucible 2.3 Upgrade Guide

Crucible 2.2

18 February 2010

Smart Pre-Commit (Patch) Support

‘No Moderator' Reviews

Wizard-Like Review Creation

Integrated Timetracking Between Crucible and JIRA
Edit Mode for Reviews

More in the release notes

Crucible 2.2 Upgrade Guide

Crucible 2.1

12 November 2009

Wiki Markup Rendering
Progress Tracking

Usability and Productivity Updates
Streamlined JIRA Integration
Review Time Tracking
Review History Dialog
"Blockers" Reports
Threaded Comments

Plugin Developer Tools
More in the release notes
Crucible 2.1 Upgrade Guide

Crucible 2.0
30 June 2009

Support for iterative reviews

New User Interface

Indicators for read/unread comments
Enhanced JIRA integration

More in the release notes

Crucible 2.0 Upgrade Guide

Crucible 1.6
23 September 2008

Support for non-FishEye repositories
Confluence page reviews

Shared file system repositories

Enhanced pre-commit reviews & image support
Multiple admin users

Expanded API

More in the release notes

Crucible 1.6 Upgrade Guide

Crucible 1.5
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14 April 2008

Project Dashboard

Filtered comments & defects search, with statistical summary
Customisable email templates

Improvements to Crucible Plugin API beta

More in the release notes

Crucible 1.5 Upgrade Guide

Crucible 1.2
5 Dec 2007
® Reviews grouped into projects
® Customisable permission schemes
® Plugin API
® Enhancements to user management
* JIRA integration
® Crucible 1.2 includes FishEye 1.4
® More in the release notes
[ ]

Crucible 1.2 Upgrade Guide

Crucible 1.1

18 September 2007

Pre-commit review (patch review)

Review participants can keep track of their progress through a review by marking each file as "done"
Side-by-side diff mode within the Review display

Syntax highlighting when displaying a diff

More in the release notes

Crucible 1.1 Upgrade Guide

Crucible 1.0.x Changelog

~ Security advisories (click to expand)
Security advisories

FishEye and Crucible Security Advisory 2013-07-16
FishEye and Crucible Security Advisory 2012-08-21
FishEye and Crucible Security Advisory 2012-05-17
FishEye and Crucible Security Advisory 2012-01-31
FishEye and Crucible Security Advisory 2011-11-22
FishEye and Crucible Security Advisory 2011-05-16
FishEye and Crucible Security Advisory 2011-01-12
Crucible Security Advisory 2010-06-16

Crucible Security Advisory 2010-05-04

Crucible upgrade guide

This page describes how to upgrade to a new version of Crucible.

® For the latest Crucible release, see Crucible releases.
¢ Read about how your Crucible installation works with FishEye.
® For production environments we recommend that you test the Crucible upgrade on a QA server before
deploying to production.
On this page:

Upgrade steps

Upgrading to Crucible 3.1
Upgrading to Crucible 3.0
Checking for known issues and
troubleshooting the Crucible
upgrade
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Upgrade steps

This section provides general instructions for upgrading Crucible. See also the specific notes on this page for the
version of Crucible you are upgrading to. We strongly recommend that you upgrade Crucible by following these
steps:

® Back up your entire Crucible instance (see Backing up and restoring Crucible data):
® |f you are backing up your Crucible instance via the Admin interface, tick all of the Include checkbo
xes (e.g. plugins, templates, uploads, SQL database, etc).
® |f you are backing up your Crucible instance using the command-line interface, do not use any excl
usion options.
®* Read the Release Notes and Changelog and version-specific Upgrade Guides for the version you are
upgrading to, as well as for any versions you are skipping.
®* Read the Supported platforms page for the full list of supported platforms for Crucible.
® Download the Crucible zip file.

Your upgrade procedure depends on whether you are using a FI SHEYE | NST directory (i.e. "FishEye instance"
directory).

® The FI SHEYE_| NST directory is the FishEye data directory (not the installation directory) and has a
location defined by the FI SHEYE | NST environment variable. It is used to keep the FishEye data
completely separate from the FishEye/Crucible application files. We recommend that you configure
FishEye/Crucible to use a FI SHEYE | NST directory for production instances. Read more about FI SHEYE
_INST in Installing FishEye on Windows or Installing FishEye on Linux and Mac.

® The <Fi shEye hone direct ory>is the location of the FishEye/Crucible application files.

NOTE: For all methods below, if you previously ran FishEye as a Windows service and are installing the new
version of FishEye in a new location, you need to reinstall FishEye as a Windows service. Make sure to run
...\wrappenbin\Fisheye-Uninstall-NTService.bat from the old location. Subsequently, prior to starting the new
instance of FishEye, follow these instructions to set up Fisheye as a Windows service again. Make sure to copy
over the changes from the old ...\wrapper\confiwrapper.conf file to the new wrapper.conf file.

Method 1: Using a FISHEYE_INST directory

~ Click here to expand...
If you have FishEye/Crucible configured to use a FI SHEYE_| NST directory, then follow the instructions
below. This is the recommended scenario for production installations.

1. Shut down your existing FishEye/Crucible server, using bi n\ st op. bat or bi n\ st op. sh from the <
Fi shEye hone directory>.
Make a backup of your FI SHEYE | NST directory.
Download FishEye or Crucible.
Extract the new FishEye/Crucible version to a new directory.
Leave your FI SHEYE_| NST environment variable set to its existing location. Both FishEye and
Crucible use this variable.
® Please be aware that jar files in the FI SHEYE | NST/ | i b directory may conflict with those
required for FishEye's normal operation. Jar files in this directory should be limited to those
which provide functionality not provided by FishEye (e.g. database drivers).
6. Start FishEye/Crucible from the new installation directory by running bi n/ r un. sh. (Use r un. bat on
Windows.)
7. Follow any version-specific instructions found in the FishEye upgrade guide or Crucible upgrade guide

aprpwD

Method 2: Without a FISHEYE_INST directory

» Click here to expand...
If you do not have FishEye/Crucible configured to use a FI SHEYE | NST directory and do not want to set one
up, then follow the instructions below. The <Fi shEye hone di r ect or y> is the location of the existing
FishEye/Crucible installation. Note that this is the typical scenario for evaluation installations, and is not
recommended for production installations.

You will need to copy some files from your old FishEye/Crucible installation to your new one.

1. Download FishEye or Crucible.
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~

10.

Extract the new FishEye/Crucible archive into a directory such as <New Fi shEye homne
directory>.
Shut down the old FishEye/Crucible server, using bi n\ st op. bat or bi n\ st op. sh from the <Fi shE
ye hone directory>.
Copy <Fi shEye home directory>/config. xm to <New Fi shEye home directory>.
Delete the following directories from the <New Fi shEye hone di rect ory>/var directory:

® <New Fi shEye hone directory>/var/cache

® <New Fi shEye hone directory>/var/data

® <New Fi shEye hone directory>/var/l og

. Copy (or move) the following directories from <Fi shEye hone directory>/var to <New

Fi shEye hone directory>/var:

® <Fi shEye home directory>/var/cache

® <Fi shEye hone directory>/var/data

® <Fi shEye hone directory>/var/l og
DO NOT include the following directories when you do that:

® <Fi shEye hone directory>/var/osgi-cache

® <Fi shEye hone directory>/var/plugins

® <Fi shEye hone directory>/var/tnp
Delete the <New Fi shEye hone directory>/cache directory.
Copy (or move) the <Fi shEye hone di rectory>/cache directoryto <New Fi shEye hone
di rectory>/ cache.
Start FishEye/Crucible from the new installation by running <New Fi shEye hone di rect ory>/ bi
n/ run. sh. (Use run. bat on Windows.)
Follow any version-specific instructions found in the FishEye upgrade guide or Crucible upgrade
guide.

Method 3: Without a FISHEYE_INST directory, but would like to set one up

~ Click here to expand...
If you do not have FishEye/Crucible configured to use a FI SHEYE | NST directory but would like to set one
up, then follow the instructions below. You may wish to do this when reconfiguring an existing installation for
a production environment.

The FI SHEYE_| NST directory is the FishEye data directory, which has a location defined by the FI SHEYE |
NST environment variable, and which should be completely separate from the <Fi shEye hone

di rectory>. The <Fi shEye hone direct ory> is the location of the existing FishEye/Crucible
installation.

1.
2.

© No ok

10.

Download FishEye or Crucible.
Shut down the existing FishEye/Crucible server, using bi n\ st op. bat or bi n\ st op. sh from the <F
i shEye hone directory>.
Set up the FI SHEYE | NST environment variable, then create the FI SHEYE_| NST directory on your
file system.
Copy <Fi shEye home directory>/config.xm tothe FI SHEYE | NST directory.
Copy the <Fi shEye home direct ory>/var directory to the FI SHEYE | NST directory.
Copy the <Fi shEye hone direct ory>/ cache directory to the FI SHEYE | NST directory.
If it exists, copy the <Fi shEye hone directory>/data directory to the FI SHEYE | NST directory.
Extract the new FishEye/Crucible archive into a directory such as <New Fi shEye hone
directory>.
Start FishEye/Crucible from the new installation by running <New Fi shEye hore di rect ory>/ bi
n/ run. sh. (Use run. bat on Windows.)
® |f your configuration is not automatically picked up and you cannot see your existing
repositories, check your Administration > Sys-Info page, where you will see information about
the <Fi shEye hone directory>andFI SHEYE | NST. Check that your FI SHEYE | NST is
pointing to the right directory.
Follow any version-specific instructions found in the FishEye upgrade guide or Crucible upgrade
guide.

Upgrading to Crucible 3.1

Please also see the Upgrade steps section above, and read the End of Support Announcements for Crucible pa

ge.
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Please note the following changes in Crucible 3.1:
Crucible 3.1 Merge some per-repository Lucene indices into a global cross-repository Lucene index

Crucible 3.1 has greatly improved performance and scalability for QuickSearch and QuickNav. To achieve this,
the per-repository 'METADATA' Lucene indices will be moved into a single global cross-repository Lucene index.
This means Crucible is able to search across more repositories in less time because now only a single search
index needs to be queried instead of the previous N. Merging these indices into the single cross-repository index
can be refreshed in two ways:

1. Recommended: As an upgrade task that is run automatically when Crucible 3.1 is run for the first time.
2. As an offline process on a separate staging server.

During the automatic upgrade task, Crucible is fully usable and functional, although search results for files,
commits and committers may be incomplete.

In our testing we have found that the automatic upgrade task took 4 hours to complete on a Crucible instance
with 144 repositories of different kinds, with 58 GB of data in the FISHEYE_INST folder (excluding logs). We are
confident that the automatic upgrade task is suitable for the majority of production Crucible installations. It is
worth repeating that the instance was fully functional (reviews, JIRA Integration, Activity Streams, Charts etc)
apart from Quick Nav and Quick Search during this time.

Nevertheless, where required, we provide instructions for performing the reindex as an offline process on a
separate staging server.

Plugin Settings will be moved from the config.xml to the SQL database

As of Crucible 3.1.0, plugin settings which were previously stored in the <properties> element inside config.xml
will be stored in the SQL database. This includes settings for any bundled plugins such as ApplicationLinks, the
UniversalPluginManager etc, and any 3rd party plugins.

An upgrade task is run on startup which will first insert all the properties found in config.xml into a new table in
the SQL database. Once successful, the properties are removed from config.xml.

As part of this change, the RepositoryOptions.setProperties (Map<String, String>properties)

and RepositoryOptions.getProperties() methods have been removed from our API. If you are using a plugin
which uses either of these methods, you will need to update the plugin to a version which uses the Spring
component PluginSettingsFactory. Plugins can use this to access the migrated global and per-repository
properties that were previously available via the old RepositoryOptions API.

Known issues for Crucible 3.1

Type Key Summary Status

(e] CRUC-6567 Perforce native SCM % Open
management get
branches completely
wrong

(o] CRUC-6521 File creation is not <% Open
displayed as change

(o] CRUC-6596 Resolving long content +* Open
hashes from short
content hashes in git
patches goes over the
whole contentHashDB
for each hash in patch

(o] CRUC-6553 Upgrade to 3.0.x may <% Open
fail if there are
unprocessed
cru_feindex_msg rows

(e] CRUC-6550 Code Review Ul real % open
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(»] CRUC-6528
(o) CRUC-6520
(o] CRUC-6487
(¢ CRUC-6470
(»] CRUC-6447

ﬁ) Authenticate to retrieve your issues

Upgrading to Crucible 3.0

Please also see the Upgrade steps section above.

Please note the following changes in Crucible 3.0:

Jetty 8

Crucible 3.0 now uses Jetty 8 as its web server and Java servelet container. This change should be completely
transparent when you upgrade to Crucible 3.0. However, if you have customised either your j et t y- web. xm fil
e, or the maxFor nCont ent Si ze system property, you will need to update those in the new version. See Enabli

estate misallocation

User still suggested for
review after disabling for
him Crucible

If the PADIFF
environment variable is
set, the crucible.py
review tool might not be
able to get the patch

properly

ConstraintViolationExce
ption: could not insert:
[com.cenqua.crucible.m
odel.CommentReadStat
us]

Inline issue creation:
when not logged in to
Crucible the review
comment icon is not
fetched

Providing s FishEye
licence does not allow
repositories to be
started until FishEye
itself has been stopped
and started

ng Access Logging in FishEye and this FishEye KB page for more information.

Infinity DB

Crucible 3.0 now uses the InfinityDB 3.0 database internally to provide improved performance for concurrent

access to Crucible. This change is transparent to users in all respects.

Pipelined indexing

Crucible 3.0 introduces a new indexing approach that splits the repository indexing process into separate tasks
that can be performed in a phased and concurrent way. Users will benefit from the way in which Crucible
functionality, such as review creation, now becomes available as indexing progresses. This change is

transparent to users in all other respects. See Pipelined indexing.

Improved handling of user preferences with session cookies

Upgrading may result in some users losing their preferences.
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SQL Server transaction isolation configuration

We recommend a configuration change for SQL Server to use snapshot mode for the transaction isolation
level — see Migrating to SQL Server. This change avoids occasional database deadlocks, and prevents
performance warning messages in the logs and admin screens.

Known issues for Crucible 3.0

Type Key Summary Status

(o] CRUC-6567 Perforce native SCM <% Open
management get
branches completely
wrong

(o] CRUC-6521 File creation is not % Open
displayed as change

(o] CRUC-6596 Resolving long content % Open
hashes from short
content hashes in git
patches goes over the
whole contentHashDB
for each hash in patch

(o] CRUC-6553 Upgrade to 3.0.x may <% open
fail if there are
unprocessed
cru_feindex_msg rows

(] CRUC-6550 Code Review Ul real ] Open
estate misallocation

(o] CRUC-6528 User still suggested for <% Open
review after disabling for
him Crucible

(o] CRUC-6520 If the PADIFF % Open

environment variable is
set, the crucible.py
review tool might not be
able to get the patch

properly

(e] CRUC-6487 ConstraintViolationExce =% Open
ption: could not insert:
[com.cenqua.crucible.m
odel.CommentReadStat
us]

(o] CRUC-6470 Inline issue creation: +* Open
when not logged in to
Crucible the review
comment icon is not
fetched

(o] CRUC-6447 Providing s FishEye <% Open
licence does not allow
repositories to be
started until FishEye
itself has been stopped
and started
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Checking for known issues and troubleshooting the Crucible upgrade

If something is not working correctly after you have completed the steps above to upgrade your Crucible
installation, please check for known Crucible issues and try troubleshooting your upgrade as described below:

® Check for known issues. Sometimes we find out about a problem with the latest version of Crucible
after we have released the software. In such cases we publish information about the known issues in the
Crucible Knowledge Base. Please check the Fisheye and Crucible Known Issues in the Crucible
Knowledge Base and follow the instructions to apply any necessary patches if necessary.

® Did you encounter a problem during the Crucible upgrade? Please refer to the guide to troubleshooti
ng upgrades in the Crucible Knowledge Base.

® |f you encounter a problem during the upgrade and cannot solve it, please create a support ticket and one
of our support engineers will help you.

Upgrading from FishEye to Crucible

If you have been using FishEye and now want to move to Crucible, you can do this without losing your FishEye
repositories.

ﬂ Read about how your Crucible installation works with FishEye.

FI SHEYE | NST - this is an environment variable that defines the path to the FishEye data directory, which is
used for installations where the FishEye instance data is stored in a separate location from the install (home)
directory. Both Crucible and FishEye use this environment variable.

@ Read more about the FI SHEYE_| NST environment variable.
On this page:

® Upgrade procedure
® Method 1: Without a
FISHEYE_INST directory (default)
® Method 2: Using a
FISHEYE_INST directory
® Method 3: No FISHEYE_INST
directory, but wish to use one
® |nitial Crucible configuration

Upgrade procedure

®* We strongly recommend that you make a backup of your data before following one of the methods
below. Refer to making a backup.

® Follow Method 1 if you have a default configuration and are not using a FI SHEYE_| NST directory (that is,
your FishEye binaries and data are all stored under the same location, in the default <Fi shEye home
di r ect or y>). This is the typical scenario for evaluation installations.

* Follow Method 2 below if you have FishEye configured to use a FI SHEYE_ | NST directory (that is, your
FishEye binaries are stored in the <Fi shEye home di r ect or y>, separately from your FishEye data
directory, which has a location defined by FI SHEYE_| NST). This is the recommended scenario for
production installations.

® Follow Method 3 if you are not using a FI SHEYE_| NST directory but would now like to start using one.
You may wish to do this when configuring an existing installation for a production environment.

Method 1: Without a FISHEYE_INST directory (default)

1. Download Crucible.

2. Extract the new Crucible archive into a directory, which we will refer to as <Cr uci bl e di rect ory>.
3. Shut down your existing FishEye server, if it is running.

4. Copy <Fi shEye hone directory>/config.xm to<Crucible directory>.
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9.

Delete the <Cr uci bl e di rectory>/var directory.

Copy the <Fi shEye home directory>/var directory to <Cruci bl e directory>/var.

Follow any version-specific instructions found in the Release Notes.

Start Crucible from the new installation by running <Cr uci bl e di rect ory>/bi n/run. sh. (Use run.
bat on Windows).

Follow the initial configuration steps outlined below.

Method 2: Using a FISHEYE_INST directory

6.

Shut down your existing FishEye server, if it is running.

. Make a backup of your FI SHEYE_| NST directory.
. Download Crucible and unzip the archive into a directory, which we will refer to as <Cr uci bl e

directory>.

Leave your FI SHEYE | NST environment variable set to its existing location. Crucible will use this
variable.

Start Crucible from the new installation by running <Cr uci bl e di rectory>/bi n/run. sh. (Use run.
bat on Windows).

Follow the initial configuration steps outlined below.

Method 3: No FISHEYE_INST directory, but wish to use one

Nook~w

©

Shut down your existing FishEye server, if it is running.

Create a new directory on your filesystem, then set up a FI SHEYE_| NST environment variable to point to
the new directory.

Copy the <Fi shEye hone directory>/config.xm tothe FI SHEYE | NST directory.

Copy the <Fi shEye hone directory>/var directory tothe FI SHEYE | NST directory.

Download Crucible.

Extract the new Crucible archive into a directory such as <Cr uci bl e directory>.

Start Crucible from the new installation by running <Cr uci bl e di rect ory>/bi n/run. sh. (Use run.
bat on Windows).

Follow the initial configuration steps outlined below.

If your configuration is not automatically picked up and you cannot see your existing repositories, check
your Administration > Sys-Info page, where you will see information about the <Cruci bl e

di rectory> and FI SHEYE_| NST. Check that FI SHEYE_| NST is pointing to the correct directory - it
should point to the location to where you copied the existing FishEye files in steps 3 and 4 above.

Initial Crucible configuration

1.
2.

4.

You can access FishEye immediately by going to ht t p: / / HOSTNAME: 8060/ in a browser.
The first time you run FishEye after upgrading, you must enter your Crucible license key. To do this,
update your Crucible license by going to the admin area and clicking System Info (under 'System
Settings'). Click Edit License (under ‘License’) to enter your Crucible license key. You can view your
license key here. The Crucible functionality will be instantly unlocked.
If you do not already have user accounts configured, you will need to do this via the Administration
screens or by configuring Crucible/FishEye to use external authentication.
To add users:

® Open the FishEye Administration screens at ht t p: / / HOSTNANE: 8060/ adm n/ .

® Click Users/Security under 'Global Settings' in the admin area.

Read more details about the different ways of creating users.

Crucible can email each review participant on a range of changes. Each user can then set up their own
preferences. This is described in the User Profile guide. First, you must set up the SMTP Server.

Crucible 3.1 release notes

27 August 2013

Today we're excited to release Crucible 3.1, which brings you a cleaner and faster interface. We've also added
some further JIRA integration points.

If you are upgrading from an earlier version of Crucible, please read the Crucible upgrade guide. Please also
read the End of Support Announcements for Crucible.

The Crucible 3.1 changelog is at the bottom of this page.
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The new Dashboard

Crucible's new dashboard makes your pending reviews the highest priority, putting them right at the top and
clearly indicating their urgency. The repository and project navigator lets you jump to your recent content (try
pressing Enter as soon as you launch the dashboard), and includes filters and keyboard shortcuts that facilitate
navigation, especially when your organisation has hundreds of repositories.

= 7)+& FReposiories - Projects - Poeople - Reviews - Create review - @~ - ;:..,
m Dashboard
My reviews Repositories and projects
Koy Status Title Author
TOREVEW| FECRU-307S fix of jquery.fiot for ie > 8 Lukasz Kuzynski  Dua in 28 hours
Repositories  Projects
TO CLOSE adding the onboarding screens when no locations and no surveys are... ‘Sten Pittet Due in 45 hours R t m
ecan
TOREWEW Incomplete migration from JIRA project keys to JIRA project IDs W andrew Swan Due in & days FE-hg

daployments.

View review dashboard
stash
s applinks-git
Recent activity mMoodapE-new
All | Commits Reviews Expand all e an

Tuesday 34 Jun activechjects

11:10 pm 4~
mastor in moodapp-now Getting started

QuickNav and QuickSearch improvements

Previously in Crucible, QuickSearch was limited to searching 100 repositories concurrently. Now, in Crucible 3.1,
you can search across files and directories, commit messages, and committers, for every one of your
repositories. And it's 40% faster. And you can order search results by date. Furthermore, QuickNav now uses
the same indexes as QuickSearch, so it's faster too, and it produces the same results as QuickSearch:

= 7RB)+N Repositories ~ Projects - People ~ Reviews ~  Create review ~ Q, quicksearch '

O\ quicksearch Search 1,209 results for quicksearch (0.039s) Repository FE-hg

[ quicksearch.jsp (src/contentWEB-INF/jsp/sea..
2] QuicksearchAction java (srefjava/com/atiassia..
o, Source By relevance By dale -
[ quicksearchresults.jsp (sre/content/WEB-INF..
Repository fecru-pages

FE-hg s
[l /sreicontent/WEB-INF/jsp/search/quicksearch.jsp | & 7 branches ® Histor & . mainiiavaleom)
- - © delaul (4 days 2g0) QuickSearchPage.java (src/main/java/com/atl..
5 Files and directories (112) ® 3.1-FECRU-3515-allow-repeating-queries-on-all-repos (4 days ago) Repository fecru-perf-soke
L P ® 3.1-ui-minar-reworks (6 days ago)
E Commit messages (153) 2] yoeQuicksearch.scala (soke-testsre/main/sca..
A Diffs (717) B isrolavalcom/atiassianfisheye/quicksearch/action/QuickSearchAction java || Cangesets

Note that upgrading to Crucible 3.1 requires an upgrade to the cross-repository index. See the Crucible upgrade
guide for detalils.

New JIRA issue dialog

Now, when you click on any linked JIRA issue key in Crucible, you'll see a dialog that displays a summary of the
issue details. From that dialog, you can transition the workflow for the issue, and easily click through to edit the
issue in JIRA:

JIRA Issue 'FECRU-3776'

Click through to JIRA
FishEye Crucible Development / FECRU-3776 /
9 "Expand all" button doesn't expand entries

Start Progress ~ Close Issue

Details
Type: [*] Bug Status: =% Open
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Transition JIRA issues from within Crucible

Previously in Crucible, you could transition a JIRA issue linked to a review at the time that you closed the review.
Now you can advance the workflow for any JIRA issue mentioned in Crucible at any time, right from within
Crucible — just click the issue link to see the transitions available to you:

JIRA Issue 'FECRU-3776'

FishEye Crucible Development / FECRU-3776
9_ "Expand all" button doesn't expand entries

Start Progress | Close Issue

Deta

Type: (*) Bug Status: % Open
Priority + Minor Assignee IF tukasz Kuzynski
Description

Read more about JIRA issue transitions in Crucible ...

Small improvements
Simplified reminder for overdue reviewers

Alerting reviewers about an overdue review is now a simple 1-click action:

® - 1

/ 2 Send Reminder  Join Review £+ Tools ~

Improved browsing performance

The display of the file source page is now 60% faster in Crucible 3.1.

Native SVN 1.7 support

Crucible 3.1 now supports the native JavaHL 1.7 SVN client. It does not support the native JavaHL 1.6 SVN
client. See Native support for SVN 1.7 for more details.

OpenJDK support

Crucible 3.1 now supports OpenJDK 1.7. See Supported platforms for details.

Change log

This section will contain information about the Crucible 3.1 minor releases as they become available. These
releases will be free to all customers with active Crucible software maintenance.

If you are upgrading from an earlier version of Crucible, please read the Crucible upgrade guide.

The issues listed below are just the highlights of all those that have been resolved for the Crucible 3.1.x
releases.

17 September 2013 - Crucible 3.1.3

Fixes a bug which can cause review indexing to fail when upgrading from versions prior to 3.0.
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Type Key

(»] CRUC-6595

Summary

Some Ajax calls never return,
eventually timeout with a 502
proxy error

{D Authenticate to retrieve your issues

11 September 2013 - Crucible 3.1.2

* few XSS security issues addressed

29 August 2013 - Crucible 3.1.1

Type Key

(e] CRUC-6584

Summary

Unable to create reviews after
upgrade to 3.1

{D Authenticate to retrieve your issues

27 August 2013 - Crucible 3.1.0

Type Key

CRUC-6384
EJ] CRUC-6530
(o] CRUC-6534
(] CRUC-6525
(] CRUC-6417
(@] CRUC-6416
(=] CRUC-6339

Summary

Allow issue transitions for issues
raised in Inline Issue Creation

Remove Crucible Transition error
as a warning

Type when starting
FishEye/Crucible

upgrade to 3.x release
occasionally fails when
deduplicating paths in db

Better handling of Authentication
Errors when manually linking a
Review to a JIRA Issue

Optimize number of database
queries for Crucible instances
with Many Projects and
Permission Schemes

Send notifications for replies to
comments even if the user is not
in the review

{D Authenticate to retrieve your issues

Crucible 3.0 release notes

30 May 2013

Today we're excited to release Crucible 3.0, which introduces huge indexing performance gains — especially for
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Subversion repositories — and significant upgrades to how you perform pre-commit reviews. We
think development teams will be able to work faster, every day.

If you are upgrading from an earlier version of Crucible, please read the Crucible upgrade guide.

The Crucible 3.0 changelog is at the bottom of this page.
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Redesigned user experience

We've made a few key design changes to help you work faster with your reviews:

New global header

The new header across the top of the page makes it quicker to access recent repositories, projects, people
and reviews, and has the large Create review button at top center, right where you can find it.

= #@)+M Repositories > Projects ~ People * Reviews ~  Create review ~

Application navigator

The new application navigator, at the left of the header, connects you directly to your other applications, such as
JIRA and Bamboo. Now you can switch between Crucible and JIRA — or any other Atlassian application — all
from the Crucible header. No more bookmarks in your browser; we do the job for you. Admins can easily
configure which apps appear in the navigator — just click Application navigator in the admin area.

= #R)+WN Repositories ~ Projects -

+ FishEye + Crucible

Atlassian JIRA
Bamboo
, h Files Users
Bitbucket
Confluence v Goto

JIRA Reviews tab redesign
We wanted to simplify the experience but still give you the important information you need to make decisions

around your issues. We think you'll like it:

Activity

Al Comments Work Log History = Activity Commits Source = Reviews = Builds

CR-FE-7319

FEGRY-3316 document @experimental REST calls added for barracuda performance testing
{cs:ld=42f8aedebef47112adb5c6dac08d03635b11b17b|rep=FE-hg}
: FEGRU-3316 added javadocs, test

CR-FE-7341

Crucible code reviews made easy
Inline comments and threaded discussions.

Review CLI tool
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Crucible now ships with a command line tool that allows you to quickly create reviews in Crucible directly from
your terminal. The tool takes the uncommitted changes in your workspace and creates a review for them in
Crucible. You can use the tool to create new reviews, and to update existing pre-commit reviews with new
patches. Read more..

Iterative pre-commit reviews

Crucible now supports iterative reviews for both post-commit and pre-commit reviews. This allows you to update
the review with new versions of files, and changesets (for post-commit reviews) or patches (for pre-commit
reviews) that have been created after the review was started.

Iterative reviews allow your team to discuss changing code in the context of a single review. This lets the
reviewers see all the related changes together, and to more easily keep track of comments and defects. Read
more...

Create reviews sooner for new SVN repositories

We've introduced a new approach that splits the indexing process into separate tasks that can be performed in a
phased and concurrent way. This allows you to start using core functionality in Crucible, such as creating
reviews, up to 15X sooner than in Crucible 2.10. You can get on with your work, while Crucible quietly completes
the fine details of indexing in the background. Read more...

Small improvements
Faster browsing for large teams

Crucible now uses the InfinityDB 3.0 internal database to provide faster concurrent access. Your team gets a
better browsing experience!

Quicker review creation

We've optimised some SQL statements in Crucible. You spend less time creating, or modifying, reviews.

Better review creation from JIRA when Stash is integrated

We've improved the integration between JIRA and Crucible. Now you can create a review for all the commits
related to a JIRA issue, even when Atlassian Stash is integrated with JIRA.

Activity

All Comments  Work Log History  Activity ~ Commits Source Reviews Builds

Source changes - FishEye Create review for all 10 commits

Maciej Swinarski <mswinarski@atlassian.com> committed 7a373ea... (2 files) 28/May/13 2:42 AW /
Reviews:  none Create review

merge with 3.0-FEGRU-3316

FE-hg |13.0

build.xml
srcfjaval/com/fatiassian/fecru/gwt/admin/client/ui/repositories/displays/vieworedit/'SummaryTab.ui.xml

Diff hunk shortcuts

We've changed the 'j' and 'k' keyboard shortcuts to now work with diff hunks when looking at a review, so as to
be consistent with their new behaviour in FishEye.

Improved handling of user preferences with session cookies

We've made session cookies more robust, but this may result in your existing preferences being lost at upgrade
time.

REST API change
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The 'groups-v1' REST endpoint now requires the user to be an administrator — it will fail authentication and

return a 403 otherwise. Read more...

Change log

This section will contain information about the Crucible 3.0 minor releases as they become available. These
releases will be free to all customers with active Crucible software maintenance.

If you are upgrading from an earlier version of Crucible, please read the Crucible upgrade guide.

The issues listed below are just the highlights of all those that have been resolved for the Crucible 3.0.x

releases.

23 July 2013 - Crucible 3.0.3

Type
(¢)

()

Key

CRUC-6556

CRUC-6552

CRUC-6537

G) Authenticate to retrieve your issues

2 July 2013 - Crucible 3.0.2

Type

()

Key

CRUC-6503

CRUC-6555

CRUC-6504

CRUC-6416

(D Authenticate to retrieve your issues

6 June 2013 - Crucible 3.0.1

Type
(¢)

Key

CRUC-6491

Summary

Error editing permission scheme
action containing deleted user

Searching over REST for a JIRA
Project key doesnt look at Review
Linked Issues

Deleting and recreating projects
with keys which differ only in case
can cause
NonUniqueResultException on
Viewing Review

Summary

Crucible upgrade may fail in the
middle if DB socket timeout too
short

Can't use distinct in queries on
tables with CLOB types in Oracle

Review pre-commit tool can fail to
include all the lines for an added
file with Perforce

Optimize number of database
queries for Crucible instances
with Many Projects and
Permission Schemes

Summary

duplicated null cru_stored_path
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rows leads to 3.0 upgrade
problems

(D Authenticate to retrieve your issues

28 May 2013 - Crucible 3.0.0

Type

@ @

M & & & @

&0 &

o) (& (oJ (o

()

Key

CRUC-6434

CRUC-6414

CRUC-6271

CRUC-6410

CRUC-6361

CRUC-6394

CRUC-6391

CRUC-6349

CRUC-4518

CRUC-2998

CRUC-1452

CRUC-6466

CRUC-6463

CRUC-6454

CRUC-6412

CRUC-6408

CRUC-6398

Summary

Add disclaimer that "Create
crucible review" is only available
with FishEye integration

Update on 'Editing a Project'
documentation

Update on Using Gadgets in
Crucible documentation

Allow ffilter/details to include a
date range filter

Change semantics of j/k shortcuts
in Crucible, be consistent with the
new diff navigation in Fisheye

Crucible Project Repository Link
is Broken if Leading Slash Is
Omitted

Documentation Update for JIRA
Integration

Crucible and FishEye Page
Contains Outdated Information

Crucible regularly hangs and is
very slow

Iterative pre-commit reviews

REST API should notify client if
session token is invalid

Dismiss barracuda's feature
discovery message when it is
closed.

Multiple open transactions in idle
instance

Scheduled user synchronization
doesn't close DB sessions

Stream has already been closed
on getting Notifications

URLSs in comments with #
followed by ! and other characters
are not correctly generated.

Unable to link to JIRA issues

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.

220


http://creativecommons.org/licenses/by/2.5/au/
https://jira.atlassian.com/browse/CRUC-6491
https://jira.atlassian.com/browse/CRUC-6491
https://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&jqlQuery=fixVersion%20=%20%223.0.0%22%20AND%20project%20=%20CRUCIBLE%20and%20resolution%20=%20Fixed%20ORDER%20BY%20type%20DESC,%20%20key%20DESC,%20priority%20DESC&tempMax=200
https://jira.atlassian.com/browse/CRUC-6434
https://jira.atlassian.com/browse/CRUC-6434
https://jira.atlassian.com/browse/CRUC-6434
https://jira.atlassian.com/browse/CRUC-6434
https://jira.atlassian.com/browse/CRUC-6434
https://jira.atlassian.com/browse/CRUC-6414
https://jira.atlassian.com/browse/CRUC-6414
https://jira.atlassian.com/browse/CRUC-6414
https://jira.atlassian.com/browse/CRUC-6414
https://jira.atlassian.com/browse/CRUC-6271
https://jira.atlassian.com/browse/CRUC-6271
https://jira.atlassian.com/browse/CRUC-6271
https://jira.atlassian.com/browse/CRUC-6271
https://jira.atlassian.com/browse/CRUC-6410
https://jira.atlassian.com/browse/CRUC-6410
https://jira.atlassian.com/browse/CRUC-6410
https://jira.atlassian.com/browse/CRUC-6410
https://jira.atlassian.com/browse/CRUC-6361
https://jira.atlassian.com/browse/CRUC-6361
https://jira.atlassian.com/browse/CRUC-6361
https://jira.atlassian.com/browse/CRUC-6361
https://jira.atlassian.com/browse/CRUC-6361
https://jira.atlassian.com/browse/CRUC-6394
https://jira.atlassian.com/browse/CRUC-6394
https://jira.atlassian.com/browse/CRUC-6394
https://jira.atlassian.com/browse/CRUC-6394
https://jira.atlassian.com/browse/CRUC-6394
https://jira.atlassian.com/browse/CRUC-6391
https://jira.atlassian.com/browse/CRUC-6391
https://jira.atlassian.com/browse/CRUC-6391
https://jira.atlassian.com/browse/CRUC-6391
https://jira.atlassian.com/browse/CRUC-6349
https://jira.atlassian.com/browse/CRUC-6349
https://jira.atlassian.com/browse/CRUC-6349
https://jira.atlassian.com/browse/CRUC-6349
https://jira.atlassian.com/browse/CRUC-4518
https://jira.atlassian.com/browse/CRUC-4518
https://jira.atlassian.com/browse/CRUC-4518
https://jira.atlassian.com/browse/CRUC-4518
https://jira.atlassian.com/browse/CRUC-2998
https://jira.atlassian.com/browse/CRUC-2998
https://jira.atlassian.com/browse/CRUC-2998
https://jira.atlassian.com/browse/CRUC-1452
https://jira.atlassian.com/browse/CRUC-1452
https://jira.atlassian.com/browse/CRUC-1452
https://jira.atlassian.com/browse/CRUC-1452
https://jira.atlassian.com/browse/CRUC-6466
https://jira.atlassian.com/browse/CRUC-6466
https://jira.atlassian.com/browse/CRUC-6466
https://jira.atlassian.com/browse/CRUC-6466
https://jira.atlassian.com/browse/CRUC-6466
https://jira.atlassian.com/browse/CRUC-6463
https://jira.atlassian.com/browse/CRUC-6463
https://jira.atlassian.com/browse/CRUC-6463
https://jira.atlassian.com/browse/CRUC-6463
https://jira.atlassian.com/browse/CRUC-6454
https://jira.atlassian.com/browse/CRUC-6454
https://jira.atlassian.com/browse/CRUC-6454
https://jira.atlassian.com/browse/CRUC-6454
https://jira.atlassian.com/browse/CRUC-6412
https://jira.atlassian.com/browse/CRUC-6412
https://jira.atlassian.com/browse/CRUC-6412
https://jira.atlassian.com/browse/CRUC-6412
https://jira.atlassian.com/browse/CRUC-6408
https://jira.atlassian.com/browse/CRUC-6408
https://jira.atlassian.com/browse/CRUC-6408
https://jira.atlassian.com/browse/CRUC-6408
https://jira.atlassian.com/browse/CRUC-6408
https://jira.atlassian.com/browse/CRUC-6398
https://jira.atlassian.com/browse/CRUC-6398
https://jira.atlassian.com/browse/CRUC-6398
https://confluence.atlassian.com/plugins/servlet/applinks/oauth/login-dance/authorize?applicationLinkID=144880e9-a353-312f-9412-ed028e8166fa

Documentation for Crucible 3.1

(»] CRUC-6395
(o] CRUC-6390
(] CRUC-6385

@ Authenticate to retrieve your issues

9 more issues

Crucible 2.10 release notes

15 January 2013

With great pleasure, Atlassian presents Crucible 2.10, which introduces the best JIRA integration we have ever

built.

® See the change log for Crucible 2.10.x minor releases.

containg a project key longer than
10 characters, containing
underscores _

Inconsistent Repository Links on
Project Page

Documentation Update for Smart
Commits

An SQLException can corrupt a
connection in the connection pool
and cause Crucible to became
unstable

® Visit our issue tracker to see the full list of improvements and bug fixes in Crucible and FishEye for this

release.

® Upgrading from a previous version of Crucible. Upgrading Crucible should be fairly straight forward.
We strongly recommend that you back up Crucible before upgrading. Please refer to the Crucible 2.10

Upgrade Guide for further essential information about your upgrade.

®* Known Issues. Please check the important technical advisories on the front page of the Knowledge Base
for information about any known issues for this release.

® JIRA 5.0 integration. The features described below are supported by JIRA 5.0, or later, with the latest

version of the JIRA FishEye plugin.

Highlights of this release:

Inline Issue Creation
Repository Management REST API
Repository review creation limit

°
°
°
® QOther announcements

Providing feedback:

Please log your votes and issues. They help us decide
what needs doing, and are much appreciated!

Inline Issue Creation
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With Crucible 2.10 you can now create any type of issue from your reviews. You only need to link your Crucible
and JIRA instances to get it working. Once this is done you can create issues in any JIRA project you have
access to.

Create issue

JIRA Project” [ FishEye Crucible Developme[ %]
JIRA Issue Type* [ Bug B‘

Summary™ | Modify the help text of the polling interval setting

Description | Slight suggestion for the text:
ge the text to "We recommend using a high polling interval in
‘with an SGM commit hook which will trigger indexing for every new
push.”?

Ialso think it would be better if this text was always visible right undemeath the field

Repository Management REST API

Crucible 2.10 lets you optimize your instance by using the REST API to trigger indexing when it's necessary.
Instead of configuring Crucible to poll each repository every minute, you can add a post-commit or post-receive
hook to your repositories which will ping Crucible when new commits need to be indexed.

If your repositories are hosted on Bitbucket or Github you will find corresponding Service Hooks in the settings of
your repositories which will do the job for you.

REST APl Token @

REST API Token ¢5bd114b2934a%6d5a526d9aa853f05bc89a092
This token is used to secure public REST cails

Generated On 2012-12-03 09:18 -0600

[:Generate new token ) [:Delete token)

Repository review creation limit

Crucible 2.10 now has a limit to prevent oversized reviews from being created during wrong manipulations. We
have set the limit fairly high at 800 file revisions, a number way above the recommended number of files per
review. The limit will help to prevent your instance from having performance issues.
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Other announcements

® Improved performance of the repositories listing in the administration interface.
® Snippets share the same permission as reviews.
® You can now easily step through the diffs in reviews via shortcuts.
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Crucible 2.10 changelog

This page contains information about the Crucible 2.10 minor releases. FishEye license holders should also

check the FishEye 2.10 Changelog.

See the Crucible 2.10 release notes for details of what's new in 2.10.

1 Please read the Crucible 2.10 Upgrade Guide before upgrading to any of the minor releases below.

17 July 2013 - Crucible 2.10.7
Type Key

(@] CRUC-6555

(D Authenticate to retrieve your issues
05 July 2013 - Crucible 2.10.6

Type Key

(] CRUC-6416

@ Authenticate to retrieve your issues
06 Jun 2013 - Crucible 2.10.5

Type Key

(] CRUC-6463

@ Authenticate to retrieve your issues

02 Apr 2013 - Crucible 2.10.4

Type Key
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Summary

Can't use distinct in
queries on tables with
CLOB types in Oracle

Summary

Optimize number of
database queries for
Crucible instances with
Many Projects and
Permission Schemes

Summary
Multiple open

transactions in idle
instance

Summary

Status

2 Closed

Status

g Closed

Status

2 Closed

Status
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() CRUC-6394 Crucible Project 2 Closed
Repository Link is
Broken if Leading Slash

Is Omitted

(o) CRUC-6412 Stream has already A Closed
been closed on getting
Notifications

(«) CRUC-6408 URLs in comments with & Closed

# followed by ! and other
characters are not
correctly generated.

(o] CRUC-6395 Inconsistent Repository A Closed
Links on Project Page

® CRUC-5238 URLS with # in A Closed
comments do not render
properly

(o) CRUC-2747 Review details says A Closed

"Reviewer is 100%
complete" when she
hasn't completed the

review
G} Authenticate to retrieve your issues
19 Mar 2013 - Crucible 2.10.3
Type Key Summary Status
(o] CRUC-6398 Unable to link to JIRA 2 Closed

issues containg a
project key longer than
10 characters,
containing underscores

(D Authenticate to retrieve your issues

25 Feb 2013 - Crucible 2.10.2
Type Key Summary Status

(o) CRUC-6385 An SQLException can 2 Closed
corrupt a connection in
the connection pool and
cause Crucible to
became unstable

(o] CRUC-6383 Inline Issue Creation 2 Closed
doesn't remember the
last issue type selected

(o] CRUC-6380 Reinstate the 2 Closed
Star/Favourite link for
comments
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(o] CRUC-6350 JIRA errors being 2 Closed
displayed inline on
review comments

(o] CRUC-6345 Can not remove 2 Closed
reviewers in |IE

(o] CRUC-6268 When creating issue 2 Closed
from comment summary
put by the user gets lost
on JIRA/project change

(o] CRUC-6246 User hovers are broken . Closed
in IE9 (and probably 8
and 10 as well)

{D Authenticate to retrieve your issues
29 Jan 2013 - Crucible 2.10.1

Type Key Summary Status

E) CRUC-6274 Update Add Comments .2 Closed
related Crucible
document

(o] CRUC-6344 Change Inline Issue 2 Closed
Creation upgrade task
warning

(o] CRUC-6342 LazylnitializationExcepti % Closed
on during indexing of
repositories containing
Changeset Comments

(o] CRUC-6333 IIC Plugin makes 2 Closed
unneeded AJAX
requests on pages other
than the review page

{D Authenticate to retrieve your issues
15 Jan 2013 - Crucible 2.10.0

Type Key Summary Status

CRUC-6282 If an Entity Link is 2 Closed
present between a JIRA
Project and a Crucible
Project, then a review
created from the JIRA
Source Tab should
default to the entity
linked Crucible Project.

(A CRUC-6351 Managing Add-Ons 2 Closed
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CRUC-6143

CRUC-6031

CRUC-5847

CRUC-5628

CRUC-6267

CRUC-6266

CRUC-6259

CRUC-6249

CRUC-6248

CRUC-6210

CRUC-6142

CRUC-6072

CRUC-6038

CRUC-5716

When Creating Jira
Issues From a Code
Review Provide
Capability to Handle
REQUIRED Fields

Need keyboard
shortcuts for moving to
previous, current, and
next diff.

The Graph should
display % and also
value.

Add Ability to Limit
Number and/or Size of
Crucible Reviews

No success/error
notification when
creating JIRA issue
directly from comment

Smart commit plugin
does not handle
multi-line commit
messages

Share review user
suggestion contain
deleted user

There is no pre-load
handling for next diff?

Double infinite spinner,
what does it mean?

Deleted users are
appearing in reviewer,
moderator dropdown

"Edit Review Details"
end sometimes in "The
server is not
responding” but the
server is ok

FeCru REST API docs

don't provide description

of the XML tags.

Error creating subtask in

JIRA:

com.atlassian.jira.rpc.ex
ception.RemotePermissi
onException: This issue

does not exist or you

don't have permission to

view it.

GWT error when

2 Closed

a2 Closed

2 Closed

2 Closed

2 Closed

a2 Closed

2 Closed

2 Closed
2 Closed

a2 Closed

2 Closed

2 Closed

2 Closed

a2 Closed
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navigating away from
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(o) CRUC-2667 Not able to create the 2 Closed
subtask in JIRA if some
of the fields are required
in the subtask creation
screen

(e) CRUC-2202 NPE thrown when trying  .# Closed
to change project key

@ Authenticate to retrieve your issues

Crucible 2.10 upgrade guide

Please refer to the FishEye 2.10 upgrade guide for important notes on upgrading to Crucible 2.10.

For details of the new features and improvements in this release, please read the Crucible 2.10 Release Notes.

Upgrading to Crucible 2.10

Crucible Subtask Creation has been deprecated

If you are currently using issue subtask creation please read the following section.
~ Click here to expand...

We have improved JIRA issue creation from Crucible with a feature called Inline Issue Creation. It uses JIRA
APIs introduced in JIRA 5.0, so it is not compatible with earlier versions. It also has some changed behaviour
from the old "Crucible Subtask Creation".

If you are using JIRA 4.4 or earlier

The new feature will not be compatible with your JIRA version. You can revert back to the old behaviour if
you want to continue being able to create Crucible subtasks from review comments.

Disabling of the plugin should be automatic on upgrade. Crucible will poll your linked JIRA servers to check
their version. If a version earlier than JIRA 5.0 is detected, the 'Inline Issue Creation' plugin will be disabled.

If the plugin is not disabled you can revert to the old behaviour by clicking Manage Add-ons, under 'System
Settings' in the Admin area. Click Show system plugins, find the 'Inline Issue Creation' plugin, and disable
it. When you upgrade your JIRA server, you can come back here to re-enable the plugin.

If you are using JIRA 5.0 or later
Removed functionality:

® The ability to "Resolve" after the issue has been created has been removed. Users will now have to
transition issues via the JIRA interface.

® Existing subtasks that have been created will still be visible, however you will not be able to resolve
them.

New functionality:

® \We now support various required fields, both built-in and custom field types.

® There is no longer any configuration required, except for the Application Link to JIRA.
® We now support ‘'normal’ (non-subtask) issue creation, users can choose what Project and Issue Type
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to create in, and we support various required fields.
® There is now a report at the top of the review for all issues created.
® There is now a Remote Issue Link from the JIRA issue back to the comment.
® Note that Issue Linking can be disabled in JIRA.
® The user creating the issue must have the permission to create Remote Issue Links.
® The latest version of the JIRA FishEye Plugin will hide these links from users without the View
Source permission.

Crucible 2.9 release notes

14 November 2012

With great pleasure, Atlassian presents Crucible 2.9, which introduces the best JIRA integration we have ever
built.

® See the change log for Crucible 2.9.x minor releases.

® Visit our issue tracker to see the full list of improvements and bug fixes in Crucible and FishEye for this
release.

® Upgrading from a previous version of Crucible. Upgrading Crucible should be fairly straight forward.
We strongly recommend that you back up Crucible before upgrading. Please refer to the Crucible 2.9
Upgrade Guide for further essential information about your upgrade.

®* Known Issues. Please check the important technical advisories on the front page of the Knowledge Base
for information about any known issues for this release.

* JIRA 5.0 integration. The features described below are supported by JIRA 5.0, or later, with the latest
version of the JIRA FishEye plugin .

Highlights of this release:

Simpler JIRA integration

Better performance of the Reviews tab in JIRA
Faster review creation for large teams

Other announcements

Providing feedback:

Please log your votes and issues . They help us decide
what needs doing, and are much appreciated!

Simpler JIRA integration

With Crucible 2.9, linking your instance to JIRA is as simple as Plug & Play. As soon as you create an
Application Link between your JIRA server and your Crucible instance, you get all the power of the JIRA /
Crucible integration:

® See in JIRA the list of reviews corresponding to a specific issue
* Navigate to the related review from your issue page
* Get the JIRA data corresponding to issues mentioned in your review comments, titles and objectives

You no longer need to create and maintain multiple links between projects in JIRA and projects in Crucible.
Maintaining your JIRA / Crucible integration has never been simpler! More...
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Activity
All Comments WOI’KLOg History ACtiVily Commits Source | Reviews | Builds

CR-FE-6832 Closed

FECRU-2765: re-enable highlights for ie
{cslid=e32efa760e915697497b33e10303821747274139|rep=FE-hg}: FEGRY-2765: re-enable highlights for ie

Comment

Better performance of the Reviews tab in JIRA

When we changed the implementation of the Crucible / JIRA integration we also improved the performance of
the Reviews Tab display in JIRA. You will see your reviews in JIRA faster, even without having to create any
links between your JIRA project and your Crucible repositories. In other words, with Crucible 2.9 you spend less
time administering your instance, while your users get all the relevant content in JIRA in a better way than

before.

Reviews Tab Performance

L B

5.2.3 without Entity Links 5.2.2 with 1 Entity Link 5.2.5 no Entity Links

Faster review creation for large teams

Crucible is a tool that is built to help organizations and distributed teams perform code reviews. When you have
large teams you can find that you always have a large number of reviews waiting to be closed. Prior to Crucible
2.9, this could slow down the review creation process because Crucible looked for other reviews where

changesets might have been included.

With Crucible 2.9 we have removed the Suggested Reviews step during review creation. Not only does this
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accelerate the process, but it also ensures that performance of the whole Crucible instance is not impacted by a
single process. The chart below shows the performance improvement we have seen from this modification.

Benchmark for review creation

18

16
14
12
10
Seconds
H)ith Suggested Reviews
]
Without Suggestad Reviews
[
4
2
0
5 300

Mumber of opened reviews for the same changeset

©

Other announcements

® Suggested reviews removed
As described above, we have removed the suggested reviews step during review creation, to improve
Crucible performance and to ensure that review creation never interferes with the responsiveness of your
Crucible instance.
®* Remote API setting always on
We have removed the Remote API setting from the Server Settings page. From this release onwards,
Remote APIs are always accessible, which helps to make the JIRA integration straightforward.
° Changes to the JIRA settings dialog
Allow Time Tracking Submission is no longer a configurable option. Users are always able to
submit time for their reviews when the JIRA integration is set up.
® We have simplified permissions by removing the Disable for Unmapped Projects setting. All
permissions to view the reviews tab are now controlled by the Project permission settings in JIRA.
® Force Project Mappings has been removed as part of simplifying the JIRA FishEye Plugin
behavior. Project links are respected, and act as restrictions on the integration.
® Max review age is now only applied to versions of Crucible prior to 2.9.0.
® Changes to the diff view in reviews
In order to facilitate the review process and give a clearer interface to see all the modifications and
comments on a particular file we are now showing one file at a time in the reviews. You can use the file
tree or the keyboard shortcuts to navigate between files.
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James Fleming

Crucible 2.9 changelog

233

This page contains information about the Crucible 2.9 minor releases. FishEye license holders should also

check the FishEye 2.9 Changelog.
See the Crucible 2.9 release notes for details of what's new in 2.9.0.

1 Please read the Crucible 2.9 Upgrade Guide before upgrading to any of the minor releases below.

From 2.9.1t0 2.9.2

11 December 2012

This is a bug fix release. The complete list of issues is below.
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19 November 2012

This is a bug fix release. The complete list of issues is below.
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Crucible 2.9

14 November 2012

The complete list of issues is below.
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Crucible 2.9 upgrade guide
Please refer to the FishEye 2.9 upgrade guide for important notes on upgrading to Crucible 2.9.

For details of the new features and improvements in this release, please read the Crucible 2.9 Release Notes.
Crucible 2.8 Release Notes

15 August 2012
With great pleasure, Atlassian presents Crucible 2.8, introducing social features and performance

improvements.
See the change log for Crucible 2.8.x minor releases.
Visit our issue tracker to see the full list of improvements and bug fixes in Crucible and FishEye for this release.

® Upgrading from a previous version of Crucible. Upgrading Crucible should be fairly straight forward.
We strongly recommend that you back up Crucible before upgrading. Please refer to the Crucible 2.8
Upgrade Guide for further essential information about your upgrade.

®* Known Issues. Please check the important technical advisories on the front page of the Knowledge Base
for information about any known issues for this release.

Highlights of this release:

Mentions

Shares

Improved performance for the projects listing
Support for Subversion 1.7

End of life announcements

Providing feedback:

Please log your votes and issues. They help us decide
what needs doing, and are much appreciated!
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Mentions

In Crucible 2.8 you can use mentions to notify other users in the changeset discussions, review comments and
shippet comments. Simply type @ and the name of the person you would like to notify to create a mention.

= s v

EY | e e O o ™ L LG LS L W o e N e Rl

23 <yersion>2.0.0</version>

Glancarlo Lionetti says:
sl Jeff Park: Is this the correct version?
++ Beoly [ Leave Unread Create lssue

( l Jeff Park says:
1 yes. looks correct.

Reply ] Leave Unread

@Gian|
User suggestions

@ Glancarlo Lionetti

D [: Post :].( Keep as Draft:]l( Discard)

24 | <type>jar</type>

e 14 o A Ao

Shares

You can now share reviews with other users of Crucible as well as external people via their email. Sharing
Crucible content has never been easier.

+ Create Snippet + Create Revig
¢’ EditDetails [ Share () Complete 5} Tools -

User name or email

H Sten Pittet i

Mote
Could you check this review?|

-

comment. Cancel

fillenius —==>

n.apache.org/POM/4.0.0"
new.w3.org/2001/IMLSchema-instance”

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for Crucible 3.1 239

Improved performance for the projects listing

We improved the rendering performance of the projects listing in Crucible.

Support for Subversion 1.7

Crucible now supports Subversion 1.7.

g~

End of life announcements

As announced earlier, support for IBM ClearCase repositories has been removed in Crucible 2.8.

The Crucible 2.8 team

Development

Core team

Geoff Crain

Tom Davies
Brendan Humphreys
Conor MacNeill
Richard Stephens

Team lead
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Nick Pellow

Product management

Sten Pittet

Project manager

Anton Mazkovoi
Support

Ajay Sridhar

Armen Khachatryan
Daniel Rohan
Douglas Fabretti
Felipe Kraemer
Gurleen Anand
Renan Battaglin
Rene Verschoor
Malik Mangier

Others

Product marketing

Giancarlo Lionetti
Jeff Park

Quality assurance
George Filippoff
Technical writing
Paul Watson
Operations

James Fleming

Crucible 2.8 Changelog

This page contains information about the Crucible 2.8 minor releases. FishEye license holders should also
check the FishEye 2.8 Changelog.
See the Crucible 2.8 Release Notes for details of what's new in 2.8.0.

1 Please read the Crucible 2.8 Upgrade Guide before upgrading to any of the minor releases below.

On this page:

® From 2.8.1t0 2.8.2
® From 2.8.0t0 2.8.1
® Crucible 2.8

From 2.8.1to 2.8.2

5 October 2012

This is a FishEye bug fix release.
From 2.8.0to 2.8.1

29 August 2012

This is a bug fix release. The complete list of issues is below.
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Crucible 2.8 Upgrade Guide

Below are some important notes on upgrading to Crucible 2.8. For details of the new features and
improvements in this release, please read the Crucible 2.8 Release Notes.
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® Upgrade Notes
® Upgrade Procedure
® Checking for Known Issues and Troubleshooting the Crucible Upgrade
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Related pages:

® Crucible 2.8 Release Notes

Upgrade Notes

Crucible 2.8

® Crucible 2.8

A minor schema change has been made to the Crucible SQL Schema in 2.8. If you need to rollback to an
earlier version, you will need to restore from a backup to do so. Be sure to take a backup before you

upgrade.
Please also be sure to read the End of Life Announcements for FishEye/Crucible 2.8 .

Upgrade Procedure

1 Before you begin
® Test your upgrades in your test environment before rolling into production.
® Back up your entire Crucible instance (see Backing up and restoring Crucible data), i.e.
® If you are backing up your Crucible instance via the Admin interface, tick all of the 'Include
checkboxes (e.g. plugins, templates, uploads, SQL database, etc).
® If you are backing up your Crucible instance using the command-line interface, do not use
any exclusion options.

If you are already running a version of Crucible, please refer to the Crucible upgrade guide.

Checking for Known Issues and Troubleshooting the Crucible Upgrade

If something is not working correctly after you have completed the steps above to upgrade your Crucible
installation, please check for known Crucible issues and try troubleshooting your upgrade as described below:

® Check for known issues. Sometimes Atlassian finds out about a problem with the latest version of
Crucible after the software is released. In such cases we publish information about the known issues in
the Crucible Knowledge Base. Please check there for known issues, and follow the instructions to apply
any necessary patches if necessary.

* Did you encounter a problem during the Crucible upgrade? Please refer to the guide to troubleshooti
ng upgrades in the Crucible Knowledge Base.

® |f you encounter a problem during the upgrade and cannot solve it, please create a support ticket and one
of our support engineers will help you.
Crucible 2.7 Release Notes

7 September 2011
With great pleasure, Atlassian presents Crucible 2.7 featuring new JIRA Transitions and Review Reminders.

Highlights of this Release:
® JIRA Transitions in Crucible
® Review Reminders
® Small Improvements

DOWNLOAD
latast version

® Thank you for all your issues and votes. Keep
logging issues to help us keep improving!
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® Read the release notices for important
information about this release.

Highlights of Crucible 2.7

JIRA Transitions in Crucible

For Crucible reviews that are linked to JIRA issues, you can now transition these JIRA issues through workflow
from within Crucible.

After closing a review, Crucible will now display any available transitions for the linked JIRA issue.

CR-FE-6163 Closed

Linked issue

Issue:  [¢§] FECRU-1401 — Add a review action in the Ul to send manual reminder...

Status: 9 To be reviewed
Transition issue: Close -~

Logwork: (%) Submit 43m

You're done!

You have no outstanding reviews to attend to right now.

Dashboard  Close

More...

Review Reminders
Crucible will now automatically send reviewers a reminder email one working day before the deadline.
Review authors and moderators can also do the following:

® Send manual reminders to reviewers whose work is still pending.
® Configure preset reminders for reviews that have a deadline.

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.
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& eavetaie. @ compiee [EREEERS

Summarize
Abandon Review
Send a reminder Download Review as Text
Email Review
Send to: o ¥ Seb Ruiz L‘ Jason Hinch {author) Send Reminder

View Review History

Message: |Hi Seb, can you please have a look at this review today as | need to

merge this branch to production ASAP. Thanks )
Add to Favourites

Add Build for Review

Keyboard Shortcuts

Jason Hinch sent you a review reminder
. @ CR-FE-6163 - FECRU-1401: Fix func test failures caused by multiple actions

Hi Seb, can you please have a look at this review today as | need to merge this branch to
production ASAP. Thanks

Due 3:00pm Thursday ERGTEGY LS 0NEE

More...

V4

Small Improvements
Crucible 2.7 also comes bundled with numerous other bug fixes and improvements, including:

® Syntax highlighting for Java 7, Groovy, Velocity and Scala
® Crucible can now run on Java 7

® Improved user interface for the administration screens

® Improved plugin points for developers

Visit our issue tracker to see the full list of improvements and bug fixes in Crucible and FishEye for this release.

Release Notices

® Upgrading from a previous version of Crucible. Upgrading Crucible should be fairly straight forward.
We strongly recommend that you back up Crucible before upgrading. Please refer to the Crucible 2.7
Upgrade Guide for further essential information about your upgrade.

®* Known Issues. Please check the important technical advisories on the front page of the Knowledge Base
for information about any known issues for this release.

Crucible 2.7 Changelog

This page contains information about the Crucible 2.7 minor releases. FishEye license holders should also

check the FishEye 2.7 Changelog.
See the Crucible 2.7 Release Notes for details of what's new in 2.7.0.

1 Please read the Crucible 2.7 Upgrade Guide before upgrading to any of the minor releases below.
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From 2.7.14 to 2.7.15
10 July 2012

This is a bug fix release. The complete list of issues is below.
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This is a bug fix release. The complete list of issues is below.
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This is a bug fix release. The complete list of issues is below.
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Below are some important notes on upgrading to Crucible 2.7. For details of the new features and
improvements in this release, please read the Crucible 2.7 Release Notes.

On this page:

® Upgrade Notes

® Crucible 2.7
® Upgrade Procedure

® Checking for Known Issues and Troubleshooting the Crucible Upgrade
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Upgrade Notes

Crucible 2.7

® Crucible Confluence LightSCM Plugin has Been Removed from Crucible
Previously, Crucible shipped with a plugin to enable reviews against content in Confluence. Since
Confluence 4's new editor will no longer support wiki markup, this plugin has been deprecated. The
Crucible plugin source as well as the source for the Confluence SCM plugin will remain open-source and
are available via the Plugin Exchange at the following locations:

Crucible Plugin Confluence Crucible Plugin

® Crucible 2.7 adds ActiveObjects support
ActiveObjects allows plugins to store configuration data in the database. Please note, any already
scheduled backups will not have plugin data included during backups. Please modify your scheduled
backup configuration appropriately to include ActiveObjects backups.

Confluence has a number of free and commercially available review and workflow plugins. We recommend
taking take a look at these, to implement a smooth review process for Confluence pages.

Upgrade Procedure

1 Before you begin
® Test your upgrades in your test environment before rolling into production.
® Back up your entire Crucible instance (see Backing up and restoring Crucible data), i.e.
® If you are backing up your Crucible instance via the Admin interface, tick all of the 'Include’
checkboxes (e.g. plugins, templates, uploads, SQL database, etc).
® |f you are backing up your Crucible instance using the command-line interface, do not use
any exclusion options.

If you are already running a version of Crucible, please refer to the Crucible upgrade guide.

Checking for Known Issues and Troubleshooting the Crucible Upgrade

If something is not working correctly after you have completed the steps above to upgrade your Crucible
installation, please check for known Crucible issues and try troubleshooting your upgrade as described below:

® Check for known issues. Sometimes Atlassian finds out about a problem with the latest version of
Crucible after the software is released. In such cases we publish information about the known issues in
the Crucible Knowledge Base. Please check the Crucible 2.7 Known Issues in the Crucible Knowledge
Base and follow the instructions to apply any necessary patches if necessary.

* Did you encounter a problem during the Crucible upgrade? Please refer to the guide to troubleshooti
ng upgrades in the Crucible Knowledge Base.

® If you encounter a problem during the upgrade and cannot solve it, please create a support ticket and one
of our support engineers will help you.

RELATED TOPICS

Crucible 2.7 Release Notes
Crucible 2.6 Release Notes

6 June 2011
With great pleasure, Atlassian presents Crucible 2.6 with SQL Server support, improved Quick Search, much
better handling of reviews for Subversion merge commits and HTML emails.
Highlights of this Release:
® New Quick Search
HTML Emails for Reviews
Dashboard and Navigation Improvements
SQL Server Support
Oracle Support
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® Review Creation without Metadata Changes
® Improved Patch Anchoring
® And Even More Improvements
Responding to your Feedback:
W Over 269 votes satisfied

DOWNLOAD

latest version

® Thank you for all your issues and votes. Keep
logging issues to help us keep improving!

® Read the release notices for important
information about this release.

Highlights of Crucible 2.6

New Quick Search

You'll be able to find information faster using Crucible's new Quick Search. The Quick Search helps you to find
the exact information that you need with a click of a button. The search results are also easy to work with — the
user interface has a clean look and feel and features wiki rendering for reviews, popup summaries for JIRA
issues in commit messages and more.

Advanced Search
Quick Search O\ BAM-7626 Search 19 resuits for BAM.7626 (0 455 Advanced Search -~ +- - Use the advanced
Execute a new search > searchtosearch
FrecHiE e sEae B N against specific fields.
Q Source 15 reviews in 2
jira-bamboo-plugin ~ @ CRBAM-2616 - BAM.7626 Support BitBuckst repositories (12 weeks 3go, bamboo
Author ® Piotr Stefaniak
v ) Linked lssue-  BAM.7626
@ ’ Search Result
@ CR-BAM-2655 - CR-BAM-2635 CR-BAM-2616 BAM-7626 Support BitBucket repositories (11 weeks bamboo - ---2€arch Resuits
A ago) Clickthe links to view the
. Piotr Stefaniak aut Aissue
= 0 BAM-7626
& 0
@ CR-BAM-2694 - BAM-7626 BAM-8221 Support GitHub/Bitbucket repositories (9 weeks ago) bamboo
Reviews Auth # Piotr Stefaniak

e5 I'm adding ‘GitHub' source control in Git Plugin. It has similar functionality to the “load bitbucket
Filters - repositories” (BAM-7626)
Filter the searchresults

by project, reviews or @ Reviews (15) @ CRBAM2917 - BAM-7626 Support Bitbucket repositories (2 weeks ago) bamboo
comments Author $ Piotr Stefaniak
Q) Comments (4) Objectives BAM.7626 - Support Bitbucket repasitories.

<

HTML Emails for Reviews

A 20% time project has resulted in email notifications getting a dramatic facelift. Gone are the dreary plain text
emails, replaced by much better-looking HTML emails. You'll see the new emails in action for review
notifications.

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.
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EECEL-992: Fixing graph deeplinking. Now validates server side allowing the goto changeset id...
CR-FE-5614

There are 3 new comments in the following 3 threads:

visualisation.jsp

m Seb Ruiz
Delete the duplicate definition.

m Jason Hinch
““ Joe has been working twice as hard

Joe

.

O_0O what happened there?

project-visualiser.js

ﬁ Seb Ruiz
=« What does this change do?

m Jason Hinch
“= it removes the query string and hash from the URL

m Jason Hinch
“= This is required for the page pop to occur. If you remove a branch then you don't want it to
be automatically added back in due to a query string param

ViewRepositoryGraphAction.java

w Seb Ruiz
= Why not get the changeset off the changesetholder object?

m Jason Hinch
“~ The changeset holder is null at this point as its only not null when we are execute the action for
the more info dialog

Participants

m Jason Hinch Author

aAdam Ahmed Reviewer

W Seb Ruiz Reviewer (complete)
i '.‘ Joe Reviewer
Objectives

4521e3b7887869a27040753d70f5c8ca1906057e: FECRU-992: Fixing graph deeplinking. Mow validates server
side allowing the goto changeset id functionality to work when the csid or tag is net on a branch in the branch
set

D — T

Dashboard and Navigation Improvements

The Dashboard and Header have been tweaked to simplify the user interface in this release. You won't have to
click different tabs to find the activity stream, as it will always be displayed. We've moved the other functions to
the header to remove the clutter and provide you with a more streamlined view.
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. ! o oommmmmTTTT & Tooi Favourites
i 8 Tools ¥ " ---L_ B .
Reviews _ q Dashboard “-~Your Favourites are
Your Reviews Inbox is now = now accessible via
accessible via the header. My Reviews m Commits  Reviews  Issues m A Show My Activity the header.
Today
Inbox (12)
To Review (4) Sev Ruiz 1 min ago
To Summarize (1) @ CRFE-55090 summarized and closed
inernir) PP I Activity Stream
Require My Approval (0) he Dashboard
Nick Pellow 1 min ago The Dashboar:
Outoax (0 alwa "
! ¥ ©) Re: CR-FE-55983 replied to Il Tim Pettersen always shows the
QutFor Review (0) activity stream
Gompleted (0) dane. am geing to getthis merged to defsult a Y stream.
m;:r'e :;5 ~ [E 25776:629071439734 changed 1file ¥ 2 6-FECRU-938-review-key-search 1 min ago
losed (5)
Abandoned (0) FECRU-939: ensure search for review-key user. even on the rev with 3 single
result
+5 0 @ java
My Snippets - d
My Open Snippets (1) Jason Hinch 1 min ago
Wy Snippets (1) : & CR-FE-5390 finished reviewing
Committer Mappings
3 mins ago

commitier mappings

SeoRuz
+ ) Re: CR-FE5599 replied 1o B Adam Amea

More...

4

SQL Server Support

We are happy to announce that Crucible 2.6 now supports Microsoft SQL Server 2005 and 2008.

More...

O

Oracle Support

We previously announced beta support for the Oracle DBMS in Crucible 2.5. We are happy to announce that
this is no longer in beta, and that the Oracle DBMS is officially supported for Crucible 2.6.

More...

U

Review Creation without Metadata Changes

Creating a review from a Subversion commit will now exclude metadata-only changes to files. You won't get
pesky svn mner gei nf o properties cluttering your review screens anymore! We've also prevented changesets
that are entirely svnprops changes (i.e. don't have any non-metadata changes) from being added to reviews.

More...

Improved Patch Anchoring

We've revamped patch anchoring in this release. All the work has been done under the covers, to improve how a
patch anchors to a repository. You should just notice that anchoring patches works better, when creating a
review. And if something does go wrong, we've built in better error handling so that you'll know what went wrong.
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And Even More Improvements

Documentation for Crucible 3.1

Visit our issue tracker to see the full list of improvements and bug fixes in FishEye and Crucible for this release.

Release Notices

®* Upgrading from a previous version of Crucible. Upgrading Crucible should be fairly straightforward. W

e strongly recommend that you back up Crucible before upgrading. Please refer to the Crucible 2.6
Upgrade Guide for further essential information about your upgrade.

®* Known Issues. Please check the important technical advisories on the front page of the Knowledge Base

for information about any known issues for this release.
Crucible 2.6 Changelog

This page contains information about the Crucible 2.6 minor releases. FishEye license holders should also

check the FishEye 2.6 Changelog.
See the Crucible 2.6 Release Notes for details of what's new in 2.6.0.

1 Please read the Crucible 2.6 Upgrade Guide before upgrading to any of the minor releases below.

On this page:

From 2.6.6 t0 2.6.7
From 2.6.5t0 2.6.6
From 2.6.4t0 2.6.5
From 2.6.3t0 2.6.4
From 2.6.2t0 2.6.3
From 2.6.1t0 2.6.2
From 2.6.0t0 2.6.1

From 2.6.6t0 2.6.7

31 January 2012

This is a bug fix release. The complete list of issues is below.

Type Key
(] FE-389
1

(D Authenticate to retrieve your issues

From 2.6.5t0 2.6.6

2 September 2011

Summ
ary

Webwo
rk 2
vulnera
bility

Assign
ee
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[Atlassi
an|
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[Atlassi
an|
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y

*

This is a bug fix release. The complete list of issues is below.
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Priorit
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Status

2 Clos
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Status
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Fixed Jan 17,
2012

Resolu Create
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(o] CRUC-
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(] CRUC-
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(] CRUC-
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(o] CRUC-
5124

G) Authenticate to retrieve your issues

From 2.6.4t0 2.6.5

24 August 2011

This is a FishEye bug fix release. For details, see the FishEye 2.6 Changelog.

Type Key

From 2.6.3t0 2.6.4

22 August 2011

This is a FishEye bug fix release. For details, see the FishEye 2.6 Changelog.
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Below are some important notes on upgrading to Crucible 2.6. For details of the new features and
improvements in this release, please read the Crucible 2.6 Release Notes.

On this page:

® Upgrade Notes

® Crucible 2.6
® Upgrade Procedure

® Checking for Known Issues and Troubleshooting the Crucible Upgrade

Upgrade Notes
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® Internet Explorer 7 and Java Platform 5 (JDK/JRE 1.5) no longer supported — As per the End of
Support Announcements for Crucible (published previously), we are no longer supporting Internet
Explorer 7 and Java Platform 5 (JDK/JRE 1.5) in this release. See Supported platforms page for the full
list of supported platforms for Crucible.

® Disabling review creation without metadata — Crucible 2.6 introduces review creation without
metadata. This functionality is enabled by default. If you want to disable this functionality, you can do
so by starting up Crucible with the following system property:
-Dcruci bl e. det ect . met adat a. r evi si on. changes=f al se
For further details, read this FAQ: How do | force reviews to include SVN property changes?

Upgrade Procedure

1 Before you begin
® Test your upgrades in your test environment before rolling into production.
® Back up your entire Crucible instance (see Backing up and restoring Crucible data), i.e.
® If you are backing up your Crucible instance via the Admin interface, tick all of the 'Include
checkboxes (e.g. plugins, templates, uploads, SQL database, etc).
® If you are backing up your Crucible instance using the command-line interface, do not use
any exclusion options.

If you are already running a version of Crucible, please refer to the Crucible upgrade guide.

Checking for Known Issues and Troubleshooting the Crucible Upgrade

If something is not working correctly after you have completed the steps above to upgrade your Crucible
installation, please check for known Crucible issues and try troubleshooting your upgrade as described below:

® Check for known issues. Sometimes we find out about a problem with the latest version of Crucible
after we have released the software. In such cases we publish information about the known issues in the
Crucible Knowledge Base. Please check the Crucible 2.6 Known Issues in the Crucible Knowledge Base
and follow the instructions to apply any necessary patches if necessary.

* Did you encounter a problem during the Crucible upgrade? Please refer to the guide to troubleshooti
ng upgrades in the Crucible Knowledge Base.

® |f you encounter a problem during the upgrade and cannot solve it, please create a support ticket and one
of our support engineers will help you.

RELATED TOPICS

Crucible 2.6 Release Notes
Crucible 2.5 Release Notes

8 February 2011
With great pleasure, Atlassian presents Crucible 2.5, now with support for Oracle and redesigned Activity
Stream.
Highlights of this Release:
® Oracle Support (beta)
® Redesigned Activity Stream
®* Improved Header
® Comment Notification Batching
®* And Even More Improvements
Responding to your Feedback:
¥ Over 150 votes satisfied

DOWNLOAD
latast version

® Thank you for all your issues and votes. Keep
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logging issues to help us keep improving!
® Read the release notices for important
information about this release.

Highlights of Crucible 2.5

Oracle Support (beta)

We have been working very hard on adding support for the Oracle DBMS for Crucible 2.5 as this has been a

very popular feature request with more that 115 votes.

We have been using Crucible with Oracle over the past month ourselves, so we believe we are almost there. We
would love for you to give Crucible a try on Oracle DBMS and let us know if you run into any problems by creatin

g an issue.

<

Redesigned Activity Stream
We have spent a considerable amount of time improving the FishEye activity stream:

® Cleaner visual design

Larger avatars

Improved scanability

De-cluttering of Ul elements, showing actions on hover

Space-saving condensed mode so you can see more changesets on the same page

Activity Reviews Favourites

All Commits Reviews Issues Expand all [ show My Activity

T

Sharkie 9 mins ago
@ CR-FE-4838 starled review
CRUC-5565: Switched the added and removed block order in the code. Sorted.

@E

Anna Buttfield 17 mins ago

@ CR-FE-4819 summarized and closed

'
L%

Sharkie 18 mins ago
@ CR-FE-4837 started review
CRUC-5557: Strengthened the DOM order of the repository link in IE7

Anna Buttfield 19 mins ago
@ CR-FE-47198 summarized and closed

Michael Studman 5 hrs ago

@ CR-FE-4771 summarized and closed

e @ @

Improved Header

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Crucible 2.5 tracks locations that you have recently visited, and provides quick and easy access to navigate to
these resources. The five most recently viewed projects, reviews, users and repositories (if FishEye is installed)
are available from the header drop down links as shown:

Sourcei = Projects i+ People! Reviews

Inbox (1)

Outbox (12)

Recent Reviews

@ My Reviews CR-FE-4531: CRUC-4722: Styl...
CR-FE-4529: CRUC-4920: Func...
Inbox (1) CR-FE-4528: NONE: Namespace. .
To Review (1)

CR-FE-4522: CRUC-4759: Expe...

To Summarize (0)
CR-FE-4518: CRUC-4872: cons...

In Draft{0)

Require My Approval (0) Al Fevice

Outbox (12)
Dut For Review (1)
Completed (11)

|4

Comment Notification Batching

Email notifications from Crucible can be frequent, particularly on reviews with many participants and lots of
comments. We won't say spam, but it can certainly feel “chatty!” Crucible 2.5 remedies this problem with
improved batching of emails. All comments are grouped together and sent in a user-specified interval. They're
easier to read and will keep your inbox happy. It works for draft comments and edited comments, too, so fixing a
typo will no longer send out multiple notifications!

Example:

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.
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There are 2 new comments in the foll owi ng thread:
Aut henticationStyle.java -
http://1 ocal host: 6060/ cruci bl e/ cru/ CR- FE- 4223/ #c36358
Geoff Crain on 02 Feb 2011, 12:01
Is this really how this is supposed to work? You should fix this.

*kkkkk ,\bw
Rk b Sk R R e I Sk R R Rk kS R IR o b Sk S O I R R R b R R R R

Rk S S I SRR I S R

Seb Ruiz on 02 Feb 2011, 13:31
Geoff is right. But youll have to fix it on a separate branch.

Rk b S R R I O kS R I S S SRk ok kS O R R R R S I I
ERE R I S S S R I S S S R O O

*kkkk*k l\bW
R I bk S S I S R S S S S S R S b S S R S bk S O S R R S S R R S

R b S b S I I

Joe Xie on 02 Feb 2011, 13:32
Fi xed.. change is here:
http://1 ocal host: 6060/ cruci bl e/ changel og/ FE?cs=e962e59bccda

Rk b R R R S I R Sk kR I S S SRk Ik kb O R R R I I kO

R I O S S R O

And Even More Improvements

® The Universal Plugin Manager
® |mproved submit time dialog to JIRA:

Review Complete

You have marked CR-FE-4715 as completed.

Time spent in review: 23m
So far you've submitted: Om

© Submit 23mto JIRA | < ——

Incomplete Reviewers:
2 Adam Ahmed

You can continue to add new comments and reply to comments until the Author
(Il Jason Hinch ) summarizes the review.

Other reviews requiring your attention:
Task Review Due

Review CR-FE-4698 19 Jan 11
Review CR-FE-4714 23 Jan 11

[ Dashboard j [ClBSE }
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Visit our issue tracker to see the full list of improvements and bug fixes in FishEye and Crucible for this release.

Release Notices

Crucible 2.5 Changelog

This page contains information about the Crucible 2.5 minor releases. FishEye license holders should also

check the FishEye 2.5 Changelog.

Please read the Crucible 2.5 Upgrade Guide before upgrading to any of the minor releases below.

On this page:

From 2.5.6 to0 2.5.7
From 2.5.5t0 2.5.6
From 2.5.4t0 2.5.5
From 2.5.3t02.5.4
From 2.5.2t0 2.5.3
From 2.5.1t02.5.2
From 2.5.0t02.5.1

From 2.5.6 t0 2.5.7

22 June 2011

This is a bug fix release. The complete list of issues is below.
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From 2.5.5t0 2.5.6

24 May 2011
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This is a bug fix release. The complete list of issues is below.
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This is a bug fix release. The complete list of issues is below.
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Below are some important notes on upgrading to Crucible 2.5. For details of the new features and
improvements in this release, please read the Crucible 2.5 Release Notes.
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On this page:

® Upgrade Notes
® Upgrade Procedure
® Checking for Known Issues and Troubleshooting the Crucible Upgrade

Upgrade Notes

® Crucible 2.5:
. ﬂ This is only relevant when Crucible is run in conjunction with FishEye.
This release will trigger an automatic upgrade of the metadata index the first time Crucible is
started. Crucible is still usable while this task runs in the background, however the FishEye search
functionality will not contain all results. A warning will appear in the Ul until the upgrade has
complete. Please also see How do | Avoid Long Reindex Times When | Upgrade?

Upgrade Procedure

1 Before you begin
® Test your upgrades in your test environment before rolling into production.
® Back up your entire Crucible instance (see Backing up and restoring Crucible data), i.e.
® If you are backing up your Crucible instance via the Admin interface, tick all of the 'Include’
checkboxes (e.g. plugins, templates, uploads, SQL database, etc).
® If you are backing up your Crucible instance using the command-line interface, do not use
any exclusion options.

If you are already running a version of Crucible, please refer to the Crucible upgrade guide.

Checking for Known Issues and Troubleshooting the Crucible Upgrade

If something is not working correctly after you have completed the steps above to upgrade your Crucible
installation, please check for known Crucible issues and try troubleshooting your upgrade as described below:

® Check for known issues. Sometimes we find out about a problem with the latest version of Crucible
after we have released the software. In such cases we publish information about the known issues in the
Crucible Knowledge Base. Please check the Crucible 2.5 Known Issues in the Crucible Knowledge Base
and follow the instructions to apply any necessary patches if necessary.

® Did you encounter a problem during the Crucible upgrade? Please refer to the guide to troubleshooti
ng upgrades in the Crucible Knowledge Base.

® |f you encounter a problem during the upgrade and cannot solve it, please create a support ticket and one
of our support engineers will help you.

RELATED TOPICS

Crucible 2.5 Release Notes

Security advisories

Finding and reporting a security vulnerability

Atlassian's approach to releasing patches is detailed in How to Report a Security Issue.

Publication of Bamboo security advisories

Atlassian's approach to publishing security advisories is detailed in Security Advisory Publishing Policy.
Severity levels

Atlassian's scale for measuring security issues is detailed in Severity Levels for Security Issues.

Our patch policy

Atlassian's approach to releasing patches is detailed in our Security Patch Policy.
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Security advisories

FishEye and Crucible Security Advisory 2013-07-16
FishEye and Crucible Security Advisory 2012-08-21
FishEye and Crucible Security Advisory 2012-05-17
FishEye and Crucible Security Advisory 2012-01-31
FishEye and Crucible Security Advisory 2011-11-22
FishEye and Crucible Security Advisory 2011-05-16
FishEye and Crucible Security Advisory 2011-01-12
Crucible Security Advisory 2010-06-16

Crucible Security Advisory 2010-05-04

FishEye and Crucible Security Advisory 2013-07-16

This advisory discloses security vulnerabilities that we have found in FishEye/Crucible and fixed in a recent
version of FishEye/Crucible.

® Customers who have downloaded and installed FishEye/Crucible should upgrade their existing
FishEye/Crucible installations to fix this vulnerability.
® Atlassian OnDemand customers are not affected by any of the issues described in this advisory.

Atlassian is committed to improving product security.

The vulnerability listed in this advisory is a vulnerability in a third-party framework - Struts 2 / WebWork 2 th
at is used by FishEye/Crucible. The vulnerability has been independently discovered by Atlassian and reported
to the Struts maintainers.

More details about the underlying Struts vulnerability CVE-2013-2251 are available at the CVE database and in
the Struts advisory.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

OGNL injection in WebWork 2

Severity

Atlassian rates the severity level of this vulnerability as critical, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

This is an independent assessment and you should evaluate its applicability to your own IT environment.

Description

We have fixed a vulnerability in WebWork 2, which is a part of the Struts web framework. In specific
circumstances, attackers can use this vulnerability to execute Java code of their choice on systems that use
these frameworks. In the case of FishEye/Crucible, the attacker needs to be able to access the FishEye/Crucible
web interface. A valid user account is not required to exploit this vulnerability.

Customers should be advised that this affects all versions of FishEye/Crucible, except
FishEye/Crucible OnDemand, FishEye/Crucible 2.10.6 and FishEye/Crucible 3.0.2 or later. The issue can be
tracked here: [®] FE-4729 - Webwork 2 code injection vulnerability (&  Closed)

Risk Mitigation

If you are unable to upgrade or patch your FishEye or Crucible server: as a temporary workaround, you can do
the following:

® Block access to all URLs on a Web Application Firewall or a reverse proxy that contain any of the
following strings: "redi rect : ", "acti on: "or "redi rect-acti on: " strings. A partial example for an ng
i nx server is below. Note that the example only covers the "r edi r ect : " prefix and does not account for

any URL encoding that may be present.
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| ocation ~* "~/ <path to your FishEye>/ {
if ($args ~* "redirect:") {
return 4083;

}

proxy_pass http://$host.internal $request _uri;

or
® Block access to your FishEye or Crucible server from untrusted networks, such as the Internet.
Fix
This vulnerability can be fixed by upgrading FishEye/Crucible. There are no patches available for this

vulnerability — for any questions, please raise a support request at ht t p: / / support . atl assi an. com .

The Security Patch Policy describes when and how we release security patches and security upgrades
for our products.

Upgrading FishEye/Crucible
The fix versions for this vulnerability are described in the 'Description' section above.

We recommend that you upgrade to the latest version of FishEye/Crucible, if possible. For a full description of
the latest version of FishEye/Crucible, see the release notes: FishEye releases / Crucible release notes. You
can download the latest version of FishEye/Crucible from the download centre: FishEye only / FishEye and
Crucible. Additionally, if you have large repositories you may want to take a look at the our guide to Avoiding
Long Reindex Times When Upgrading.

FishEye and Crucible Security Advisory 2012-08-21

This advisory discloses security vulnerabilities that we have found in FishEye and/or Crucible and fixed in a
recent version of FishEye and/or Crucible.

® Customers who have downloaded and installed FishEye and/or Crucible should upgrade their
existing FishEye and/or Crucible installations to fix this vulnerability.

® Atlassian OnDemand and JIRA Studio customers are not affected by any of the issues described in
this advisory.

Atlassian is committed to improving product security. The vulnerability listed in this advisory has been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

In this advisory:
® Elevation of privileges vulnerability

Elevation of privileges vulnerability

Severity

Atlassian rates the severity level of this vulnerability as Medium, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

This is an independent assessment and you should evaluate its applicability to your own IT environment.

Description

We have identified and fixed a vulnerability in FishEye and Crucible that results from behaviour of certain
third-party frameworks used in FishEye and Crucible. This vulnerability allows any attacker to:

® Set the FishEye and Crucible instance to allow anonymous access
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® Set the FishEye and Crucible instance to allow anonymous signup

All versions of FishEye and Crucible up to and including 2.7.14 are affected by this vulnerability. The
vulnerability is fixed in FishEye and/or Crucible 2.8.0 and later. This issue can be tracked at

[#]  FE-4222 - FishEye privilege escalation vulnerability (.5 Closed) and
[#] CRUC-6188 - Crucible privilege escalation vulnerability (4  Closed) .

The table below describes the FishEye and/or Crucible versions and the specific functionality affected by the
vulnerabilities.

FishEye and/or Affected versions Fixed Version Issue Tracking
Crucible Vulnerability
Elevation of privileges 2.5.x or earlier 2.5.9 (&) FE-4222-
2 6.x 26.9 FishEyg privilege N
escalation vulnerability
2.7.x 2.7.15,2.8.0 (. Closed)

(¢] CRUC-6188 -
Crucible privilege
escalation vulnerability

(4 Closed)

Note: The email we sent out wrongly states that fixed versions are 2.5.8 and 2.6.7. FishEye and Crucible
development team apologise for the mistake.

Risk Mitigation

If you cannot upgrade immediately, you can disable all access from the public Internet to your FishEye and/or
Crucible instance to prevent external attacks.

Fix
Upgrade

The vulnerabilities and fix versions are described in the 'Vulnerability' section above.

We recommend that you upgrade to the latest version of FishEye and/or Crucible, if possible. For a full
description of the latest version of FishEye and Crucible, see the FishEye release notes and Crucible release
notes. You can download the latest version of FishEye and Crucible from the FishEye download centre and Cruc
ible download centre.

There are no patches available.

FishEye and Crucible Security Advisory 2012-05-17

This advisory discloses a critical security vulnerability that exists in all versions of FishEye and Crucible up to
and including 2.7.11.

® Customers who have downloaded and installed FishEye or Crucible should upgrade their existing Fi
shEye and Crucible installations to fix this vulnerability.

®* Enterprise Hosted customers need to request an upgrade by raising a support request at http://support.
atlassian.com in the "Enterprise Hosting Support" project.

® JIRA Studio and Atlassian OnDemand customers are not affected by any of the issues described in
this advisory.

Atlassian is committed to improving product security. The vulnerability listed in this advisory has been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

In this advisory:
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® Critical XML Parsing Vulnerability
® Severity

Description

Risk Mitigation

Fix

Critical XML Parsing Vulnerability

Severity

Atlassian rates the severity level of this vulnerability as critical, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, medium or low.

This is an independent assessment and you should evaluate its applicability to your own IT environment.

Description

We have identified and fixed a vulnerability in FishEye and Crucible that results from the way third-party XML
parsers are used in FishEye and Crucible.

This vulnerability allows an attacker to:

® execute denial of service attacks against the FishEye and Crucible server, and
® read all local files readable to the system user under which FishEye and Crucible runs.

An attacker does not need to have an account with the affected FishEye or Crucible server to exploit this
vulnerability.

All versions of FishEye and Crucible up to and including 2.7.11 are affected by this vulnerability. This issue can
be tracked here: [®] FE-4016 - FishEye XML Vulnerability (&  Closed)

Risk Mitigation
We recommend that you upgrade your FishEye and Crucible installation to fix this vulnerability.

Alternatively, if you are not in a position to upgrade immediately, you should do all of the following until you can
upgrade. Please note, these measures will only limit the impact of the vulnerability, they will not mitigate it
completely.

® Disable access to the Remote, SOAP and XML-RPC APIs, if these remote APIs are not required. Note
that remote API access is disabled by default. See enabling plugins for instructions.

® Disable public access (such as anonymous access and public signup ) to your FishEye or Crucible
instance until you have applied the necessary upgrade.

® Ensure that your FishEye/Crucible system user is restricted as described in best practices for configuring
FishEye security.

Fix
Upgrade

Upgrade to FishEye and Crucible 2.7.12 or later which fixes this vulnerability. For a full description of these
releases, see the FishEye and Crucible release notes. The following releases have also been made available to
fix these issues in older FishEye and Crucible versions. You can download these versions from the FishEye and
Crucible download centres.

® FishEye and Crucible 2.6.8 for FishEye and Crucible 2.6
® FishEye and Crucible 2.5.8 for FishEye and Crucible 2.5

Patches

There are no patches available for this vulnerability.

FishEye and Crucible Security Advisory 2012-01-31

This advisory discloses a CRITICAL security vulnerability that we have found in versions of FishEye and
Crucible from 2.0 up to and including 2.7.8. You need to upgrade your existing FishEye and Crucible
installations to fix these vulnerabilities. Enterprise Hosted customers should request an upgrade by raising a
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support request at http://support.atlassian.com in the "Enterprise Hosting Support" project. Neither FishEye nor
Crucible in Studio and Atlassian OnDemand are vulnerable to any of the issues described in this advisory.

Atlassian is committed to improving product security. The vulnerabilities listed in this advisory have been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

In this advisory:

® Code Injection Vulnerability
® Severity

Description

Vulnerability

Risk Mitigation

Fix

Code Injection Vulnerability

Severity

Atlassian rates the severity level of this vulnerability as CRITICAL, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, medium or low.

Description

We have identified and fixed a code injection vulnerability in FishEye and Crucible caused by an underlying
vulnerability in the third-party Webwork 2 framework. This vulnerability allows an attacker to run arbitrary Java
code on a FishEye/Crucible server with user privileges of the FishEye/Crucible process. This vulnerability is a
variant of a recently disclosed Struts2 vulnerability. The vulnerability exists in FishEye and Crucible pages
accessible only by users with administrative privileges. It can be exploited with use of social engineering, e.g. by
having the administrator click on a specially crafted link.

The maintainer of the original library can be contacted at http://struts.apache.org/

Vulnerability

The table below describes the FishEye and Crucible versions and the specific functionality affected by the
command injection vulnerability.

FishEye and Crucible Affected FishEye and Fixed Version Issue Tracking
Component Crucible Versions
WebWork 2 2.0-2.7.8 2.6.7 FE-3891

2.7.9

Risk Mitigation
We recommend that you upgrade your FishEye and Crucible installations to fix this vulnerability.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can restrict
access to your instance of FishEye/Crucible by using a firewall.

Fix

FishEye and Crucible 2.6.7, 2.7.9 and later versions fix this issue. View the issue linked above for information
on fix versions. For a full description of the latest version of FishEye and Crucible, see the FishEye and Crucible
release notes. You can download the latest versions from the FishEye and Crucible download centres. There
are no patches available for these issues.

FishEye and Crucible Security Advisory 2011-11-22

This advisory discloses a number of security vulnerabilities that we have found and fixed in versions of
FishEye/Crucible earlier than 2.5.7. You need to upgrade your existing FishEye and Crucible installations to fix
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these vulnerabilities. Enterprise Hosted customers should request an upgrade by raising a support request at htt
p://support.atlassian.com in the "Enterprise Hosting Support” project. Neither JIRA Studio nor Atlassian
OnDemand are vulnerable to any of the issues described in this advisory.

Atlassian is committed to improving product security. The vulnerabilities listed in this advisory have been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

In this advisory:

® XSS Vulnerabilities
Severity
Risk Assessment
Vulnerabilities
Risk Mitigation
®* Fix
® Permission Verification Vulnerabilities
® Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix

XSS Vulnerabilities

Severity

Atlassian rates the severity level of these vulnerabilities as high, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, medium or low. These
vulnerabilities are not critical.

Risk Assessment

We have identified and fixed a number of stored cross-site scripting (XSS) vulnerabilities which affect
FishEye/Crucible instances, including publicly available instances (that is, internet-facing servers). XSS
vulnerabilities allow an attacker to embed their own JavaScript into a FishEye/Crucible page. You can read more
about XSS attacks on Wikipedia, at The Web Application Security Consortium and other places on the web.

Vulnerabilities

The table below describes the FishEye/Crucible versions and the specific functionality affected by the XSS
vulnerabilities.

FishEye/Crucible Affected Fixed Version Issue Tracking
Feature FishEye/Crucible

Versions
FishEye user profile - 2.5.4 and earlier 255 FE-3797
display name
FishEye user profile - 2.5.4 and earlier 2.5.5 FE-3798
snippets in a user's
comment

Risk Mitigation
We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable pub
lic signup to your instance as a temporary mitigation until you have applied the upgrade. For tighter access
control, you can restrict access to trusted groups.
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Fix

FishEye and Crucible 2.5.5 and later versions fix two these issues. View the issues linked above for information
on fix versions. You can download the latest versions of FishEye and Crucible from the download centres (FishE
ye download centre, Crucible download centre).

There are no patches available to fix these vulnerabilities. You must upgrade your FishEye/Crucible installation.
Permission Verification Vulnerabilities

Severity

Atlassian rates the severity level of these vulnerabilities as medium, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, medium or low. These
vulnerabilities are not critical.

Risk Assessment

We have identified and fixed two permission verification bugs which affect FishEye/Crucible instances, including
publicly available instances (that is, internet-facing servers). These vulnerabilities allow users to view metadata
for changesets and reviews, from repositories/projects that they do not have access to, via tooltips.

Vulnerability

The table below describes the FishEye/Crucible versions and the specific functionality affected by the
vulnerabilities.

FishEye/Crucible Affected Fixed Version Issue Tracking
Feature FishEye/Crucible

Versions
FishEye changeset FishEye 2.4.6 t0 2.5.6 FishEye 2.5.7 FE-3811
tooltips
Crucible review tooltips Crucible 2.4.6 t0 2.5.6 Crucible 2.5.7 CRUC-5811

Risk Mitigation
We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable
anonymous access to your instance. Logged-in users will still be able to view metadata that they do not have
permission to view, but anonymous users will be prevented from accessing this information.

Fix

FishEye and Crucible 2.5.7 and later versions fix these two issues. View the issues linked above for information

on earlier fix versions for each issue. For a full description of this release, see the FishEye 2.5 changelog and Cr
ucible 2.5 Changelog.You can download the latest version of FishEye and Crucible from the download centres (
FishEye download centre, Crucible download centre).

There are no patches available to fix these vulnerabilities. You must upgrade your FishEye/Crucible installation.

FishEye and Crucible Security Advisory 2011-05-16

This advisory announces a number of security vulnerabilities that we have found and fixed in recent versions of
FishEye/Crucible. You need to upgrade your existing FishEye/Crucible installations to fix these vulnerabilities.
Enterprise Hosted customers should request an upgrade by filing a ticket at http://support.atlassian.com. JIRA
Studio is not vulnerable to any of the issues described in this advisory.

Atlassian is committed to improving product security. The vulnerabilities listed in this advisory have been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

Created by Atlassian in 2013. Licensed under a Creative Commons Attribution 2.5 Australia License.

325


http://creativecommons.org/licenses/by/2.5/au/
http://www.atlassian.com/software/fisheye/FishEyeDownloadCenter.jspa
http://www.atlassian.com/software/fisheye/FishEyeDownloadCenter.jspa
http://www.atlassian.com/software/crucible/CrucibleDownloadCenter.jspa
http://confluence.atlassian.com/display/FISHEYE/Severity+Levels+for+Security+Issues
http://confluence.atlassian.com/display/FISHEYE/Severity+Levels+for+Security+Issues
https://jira.atlassian.com/browse/FE-3811
https://jira.atlassian.com/browse/CRUC-5811
http://confluence.atlassian.com/display/FISHEYE/Configuring+Anonymous+Access
http://confluence.atlassian.com/display/FISHEYE/Configuring+Anonymous+Access
http://confluence.atlassian.com/display/FISHEYE/Fisheye+2.5+Changelog
http://confluence.atlassian.com/display/CRUCIBLE/Crucible+2.5+Changelog
http://confluence.atlassian.com/display/CRUCIBLE/Crucible+2.5+Changelog
http://www.atlassian.com/software/fisheye/FishEyeDownloadCenter.jspa
http://www.atlassian.com/software/crucible/CrucibleDownloadCenter.jspa
http://support.atlassian.com/
http://support.atlassian.com/
http://support.atlassian.com/

Documentation for Crucible 3.1

In this advisory:

® XSS Vulnerabilities
Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix

XSS Vulnerabilities

Severity

Atlassian rates the severity level of these vulnerabilities as high, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a number of cross-site scripting (XSS) vulnerabilities which may affect
FishEye/Crucible instances, including publicly available instances (that is, internet-facing servers). XSS
vulnerabilities potentially allow an attacker to embed their own JavaScript into a FishEye/Crucible page. You can
read more about XSS attacks at cgisecurity.com, The Web Application Security Consortium and other places on
the web.

Vulnerability

The table below describes the FishEye/Crucible versions and the specific functionality affected by the XSS
vulnerabilities.

FishEye/Crucible Feature Affected FishEye/Crucible Issue Tracking
Versions

Crucible snippets Crucible 2.4.5t0 2.5.0 CRUC-5734

Crucible author mapping Crucible 2.4.5t0 2.5.0 CRUC-5735

Crucible changeset comments in Crucible 2.3.0t0 2.5.0 CRUC-5736

search results

Crucible comments search Crucible 2.2.6 t0 2.5.0 CRUC-5737

FishEye/Crucible dashboard - FishEye/Crucible 2.2.8 to 2.5.2 FE-3031

review activity

FishEye/Crucible reviews list FishEye/Crucible 2.2.8 to 2.5.2 FE-3032

Risk Mitigation
We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable pub
lic signup to your instance until you have applied the upgrade. For even tighter control, you could restrict access

to trusted groups.
Fix

FishEye/Crucible 2.5.4 fixes all of these issues. View the issues linked above for information on earlier fix
versions for each issue. For a full description of this release, see the FishEye 2.5 changelog and Crucible 2.5
Changelog. You can download the latest version of FishEye/Crucible from the download centre (FishEye
download centre, Crucible download centre).

There are no patches available to fix these vulnerabilities. You must upgrade your FishEye/Crucible installation.

Our thanks to Marian Ventuneac of http://www.ventuneac.net, who reported FE-3031 and FE-3032.
We fully support the reporting of vulnerabilities and we appreciate it when people work with us to
identify and solve the problem.
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FishEye and Crucible Security Advisory 2011-01-12

This advisory announces a number of security vulnerabilities that we have found and fixed in recent versions of
FishEye/Crucible. You need to upgrade your existing FishEye/Crucible installations to fix these vulnerabilities.
Enterprise Hosted customers should request an upgrade by filing a ticket at http://support.atlassian.com. JIRA
Studio is not vulnerable to any of the issues described in this advisory.

Atlassian is committed to improving product security. The vulnerabilities listed in this advisory have been
discovered by Atlassian, unless noted otherwise. The reporter may also have requested that we do not credit
them.

If you have questions or concerns regarding this advisory, please raise a support request at http://support.atlassi
an.com/.

In this advisory:
® XSS Vulnerabilities
Severity
Risk Assessment
Vulnerability
Risk Mitigation
® Fix
® Administration password logged in debug log
® Severity
® Risk Assessment
® Vulnerability
® Risk Mitigation
® Fix
® Review comment search returns comments that a user has no permission to view
® Severity
® Risk Assessment
® Vulnerability
® Risk Mitigation
® Fix
® Anonymous global access exposes entire user list
® Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix

XSS Vulnerabilities

Severity

Atlassian rates the severity level of these vulnerabilities as high, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a number of cross-site scripting (XSS) vulnerabilities which may affect
FishEye/Crucible instances, including publicly available instances (that is, internet-facing servers). XSS
vulnerabilities potentially allow an attacker to embed their own JavaScript into a FishEye/Crucible page. You can
read more about XSS attacks at cgisecurity.com, The Web Application Security Consortium and other places on
the web.

Vulnerability

The table below describes the FishEye/Crucible versions and the specific functionality affected by the XSS
vulnerabilities.

FishEye/Crucible Feature Affected FishEye/Crucible Issue Tracking
Versions
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Crucible review — linked JIRA Crucible 2.0.1 - 2.3.7 CRUC-5307
issue

Crucible email reviews Crucible 2.2.0-2.4.0 CRUC-5308
Crucible review reload Crucible 2.2.0-2.4.2 CRUC-5309
Crucible edit review details screen  Crucible 2.2.0 - 2.3.7 CRUC-5345
FishEye repository configuration FishEye 2.4.0 CRUC-5310
FishEye charts FishEye 2.2.0 - 2.4.0 CRUC-5311
FishEye/Crucible code macro FishEye/Crucible 2.2.0 - 2.4.0 CRUC-5312
FishEye/Crucible changeset page  FishEye/Crucible 2.3.2 - 2.4.0 CRUC-5313
heading

Risk Mitigation
We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable pub
lic signup to your instance until you have applied the upgrade. For even tighter control, you could restrict access
to trusted groups.

Fix

FishEye/Crucible 2.4.4 fixes all of these issues. View the issues linked above for information on earlier fix
versions for each issue. For a full description of this release, see the FishEye 2.4 changelog and Crucible 2.4
Changelog. You can download the latest version of FishEye/Crucible from the download centre (FishEye
download centre, Crucible download centre).

There are no patches available to fix these vulnerabilities. You must upgrade your FishEye/Crucible installation.

Administration password logged in debug log

Severity

Atlassian rates the severity level of these vulnerabilities as high, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a vulnerability in the FishEye/Crucible logging which may affect FishEye/Crucible
instances, including publicly available instances (that is, internet-facing servers). This vulnerability allows
administrator passwords to be logged in clear text when debug logging is enabled.

Vulnerability

This vulnerability affects FishEye and Crucible 2.2.0 to 2.4.0.

Risk Mitigation

We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable
access logging. See Enabling Access Logging in FishEye and Enabling Access Logging in Crucible. You can
also apply file restrictions to your log files. Note, this issue only occurs when DEBUG logging is turned on (off by
default) when an administrator logs in.

Fix

FishEye/Crucible 2.4.2 and later fix this issue. For a full description of this release, see the FishEye 2.4
changelog and Crucible 2.4 Changelog. You can download the latest version of FishEye/Crucible from the
download centre (FishEye download centre, Crucible download centre).
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There are no patches available to fix this vulnerability. You must upgrade your FishEye/Crucible installation.
Review comment search returns comments that a user has no permission to view

Severity

Atlassian rates the severity level of these vulnerabilities as medium, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a vulnerability in the Crucible review comment search which may affect Crucible
instances, including publicly available instances (that is, internet-facing servers). This vulnerability allows review
comments to be displayed for projects that are not publicly viewable.

Vulnerability

This vulnerability affects Crucible 2.2.0 to 2.4.3.

Risk Mitigation

We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.
Fix

FishEye/Crucible 2.2.5, 2.3.8 and 2.4.4 fix this issue. For a full description of this release, see the FishEye 2.4
changelog and Crucible 2.4 Changelog. You can download these versions of FishEye/Crucible via the download
centre (FishEye download centre, Crucible download centre).

There are no patches available to fix this vulnerability. You must upgrade your FishEye/Crucible installation.

Anonymous global access exposes entire user list

Severity

Atlassian rates the severity level of these vulnerabilities as medium, according to the scale published in Severity
Levels for Security Issues. The scale allows us to rank the severity as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a vulnerability in the FishEye/Crucible anonymous global access which may affect
FishEye/Crucible instances, including publicly available instances (that is, internet-facing servers). This
vulnerability exposes the user list (usernames and emails) of a FishEye/Crucible instance for access when
anonymous global access is enabled.

Vulnerability

This vulnerability affects FishEye and Crucible 2.2.0 to 2.4.3.

Risk Mitigation

We recommend that you upgrade your FishEye/Crucible installation to fix these vulnerabilities.

Alternatively, if you are not in a position to upgrade immediately and you judge it necessary, you can disable
global anonymous access. See Configuring Anonymous Access.

Fix

FishEye/Crucible 2.2.6, 2.3.8 and 2.4.4 fix this issue. For a full description of this release, see the FishEye 2.4
changelog and Crucible 2.4 Changelog. You can download these versions of FishEye/Crucible via the download
centre (FishEye download centre, Crucible download centre).

There are no patches available to fix this vulnerability. You must upgrade your FishEye/Crucible installation.
Crucible Security Advisory 2010-06-16

(i) The 2.3.3 release of Crucible contains some security related fixes, which are part of the shared FishEye
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architecture. The following information for FishEye applies equally to Crucible.

The Crucible Download Centre has the updates for Crucible.

In this advisory:
® Remote Code Exploit Vulnerability
Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix
®* Download Patches for Earlier FishEye / Crucible Versions
® Patch for FishEye / Crucible 2.3.2
® Patch for FishEye / Crucible 2.2.3

Remote Code Exploit Vulnerability

Severity

Atlassian rates this vulnerability as critical, according to the scale published in Severity Levels for Security
Issues. The scale allows us to rank a vulnerability as critical, high, moderate or low.

Risk Assessment

We have identified and fixed a remote code exploit vulnerability which affects FishEye and Crucible instances.

Vulnerability
This vulnerability allows a motivated attacker to call remote code on the host server.

All versions of FishEye/Crucible up to version 2.3.2 are affected by this vulnerability.

Affected FishEye Fix Availability More Details Severity
Versions
All versions up to and 2.3.3 update, also This vulnerability allows a  Critical
including 2.3.2. available as patches for motivated attacker to call
2.3.2and 2.2.3. remote code on the host
server.

This vulnerability has been discovered in XWork by OpenSymphony, a command pattern framework which is
used by FishEye and Crucible.

About the XWork Framework:
® See the OpenSymphony XWork page for more information about XWork.

Risk Mitigation

We strongly recommend either upgrading or patching your FishEye/Crucible installation to fix this vulnerability.
Please see the 'Fix' section below.

Fix

These issues have been fixed in FishEye 2.3.3 (see the changelog), which you can download from the download
centre.

It has also been fixed in Crucible 2.3.3 (see the changelog), which you can download from the download centre.
Later versions will include protection from this vulnerability.

This fix is also provided as a patch for FishEye/Crucible 2.3.2 and 2.2.3, which you can download from links on
this page. Customers on earlier point versions of FishEye/Crucible will have to upgrade to version 2.3.2 or 2.2.3
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before applying the patch. Atlassian recommends you upgrade to FishEye/Crucible 2.3.3.
Download Patches for Earlier FishEye / Crucible Versions

(D These patch releases contain security fixes, which apply to the shared FishEye architecture that is the
basis of both FishEye and Crucible.

Please note that these patches are for specific point versions of FishEye (2.3.2 and 2.2.3). If you are running an
earlier version than these, you will need to upgrade to a version specifically addressed by one of these patches.
Atlassian strongly recommends that you upgrade to FishEye 2.3.3 / Crucible 2.3.3 or later.

MD5 checksums are provided to allow verification of the downloaded files.

Patch for FishEye / Crucible 2.3.2

File FishEye / Crucible Release Date MD5 Checksum
Version

fisheye-crucible-2.3.2-pat  2.3.2 16th June, 2010 6fe98db821a6d26f26907

chl.zip 688af2ccd84

Patch for FishEye / Crucible 2.2.3

File FishEye / Crucible Release Date MD5 Checksum
Version

fisheye-crucible-2.2.3-pat  2.2.3 16th June, 2010 6fe98db821a6d26f26907

chl.zip 688af2ccd84

Our thanks to Meder Kydyraliev of the Google Security Team who discovered this vulnerability.
Atlassian fully supports the reporting of vulnerabilities and appreciates it when people work with
Atlassian to identify and solve the problem.

Crucible Security Advisory 2010-05-04

(D The 2.2.3 release of Crucible contains some security related fixes, which are part of the shared FishEye
architecture. The following information for FishEye applies equally to Crucible.

The Crucible Download Centre has the updates for Crucible.

In this advisory:

® Admin Escalation Vulnerability
Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix
® XSS Vulnerabilities in FishEye
Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix
® Prevention of Brute Force Attacks
Severity
Risk Assessment
Vulnerability
Risk Mitigation
Fix
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® Changed Behaviour in FishEye

®* Download Patches for Earlier FishEye / Crucible Versions
Patch for FishEye / Crucible 2.1.4

Patch for FishEye / Crucible 2.0.6

Patch for FishEye 1.6.6

Patch for Crucible 1.6.6

Admin Escalation Vulnerability

Severity

Atlassian rates this vulnerability as critical, according to the scale published in Severity Levels for Security
Issues. The scale allows us to rank a vulnerability as critical, high, moderate or low.

Risk Assessment

We have identified and fixed an admin escalation vulnerability, which affects FishEye instances. This
vulnerability has security implications and is especially important for anyone running publicly accessible

instances of FishEye.

Vulnerability
This vulnerability allows a motivated attacker to perform admin actions.

All versions of FishEye from version 1.6.0-beta2 (including 1.6.0) through to 2.2.1 are affected by these admin
escalation vulnerabilities.

Affected FishEye Fix Availability More Details Severity
Versions
All versions up to and 2.2.3 update, also This vulnerability allows a  Critical
including 2.2.1 available as patches for motivated attacker to

certain versions, listed on  perform admin actions.

this page.

Risk Mitigation

We strongly recommend either upgrading or patching your FishEye installation to fix this vulnerability. Please
see the 'Fix' section below.

(D Note: If you are an Atlassian JIRA Studio customer, we have assessed that your system is secure and
implemented additional protections for it.

Fix
These issues have been fixed in FishEye 2.2.3 (see the changelog), which you can download from the download
centre. Later versions will include protection from this vulnerability.

This fix is also provided as a patch for FishEye 2.1.4, 2.0.6 and 1.6.6, which you can download from this page.
Customers on earlier point versions of FishEye will have to upgrade to version 2.1.4, 2.0.6 or 1.6.6 before
applying the patch. We recommend you upgrade to FishEye 2.2.3.

XSS Vulnerabilities in FishEye

Severity

Atlassian rates these vulnerabilities as critical, according to the scale published in Severity Levels for Security
Issues. The scale allows us to rank a vulnerability as critical, high, moderate or low.
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Risk Assessment

We have identified and fixed several cross-site scripting (XSS) vulnerabilities in FishEye, which may affect
FishEye instances. These vulnerabilities have security implications and are especially important for anyone
running publicly accessible instances of FishEye.

® The attacker might take advantage of the vulnerability to steal other users' session cookies or other
credentials, by sending the credentials back to the attacker's own web server.

® The attacker's text and script might be displayed to other people viewing a FishEye page. This is
potentially damaging to your company's reputation.

You can read more about XSS attacks at cgisecurity, CERT and other places on the web.

Vulnerability

All versions of FishEye are affected by these XSS vulnerabilities.

Affected FishEye Fix Availability More Details Severity
Versions

All versions up to and 2.2.3 only An attacker could take Critical
including 2.2.1 advantage of this

vulnerability to steal other
users' session cookies or
other credentials, or the
attacker's text and script
might be displayed to
other people viewing a
FishEye page.

Risk Mitigation

We strongly recommend upgrading your FishEye installation to fix these vulnerabilities. Please see the 'Fix'
section below.

Fix

These issues have been fixed in FishEye 2.2.3 (see the changelog), which you can download from the download

centre.

Prevention of Brute Force Attacks

Severity

Atlassian rates this vulnerability as moderate, according to the scale published in Severity Levels for Security

Issues.

Risk Assessment

We have improved the security of the following areas in FishEye:

® Prevention of brute force attacks by requiring users to solve a CAPTCHA test after a maximum number of

repeated login attempts.

Vulnerability

We have identified and fixed a problem where FishEye allows an unlimited number of repeated login attempts,

potentially opening FishEye to a brute force attack. Details of this improvement are summarised below.

Affected FishEye Fix Availability More Details Severity
Versions
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All versions up to and 2.2.3 only FishEye allows an Moderate
including 2.2.1 unlimited number of login

attempts. This makes

FishEye vulnerable to a

brute force attack.

Risk Mitigation

We recommend that you upgrade your FishEye installation to fix these vulnerabilities. Please see the 'fix' section
below.

You can also prevent brute force attacks by following our guidelines on using Fail2Ban to limit login attempts.

Fix

This issue has been fixed in FishEye 2.2.3 (see the changelog). Later versions will include protection from this
vulnerability. You can download FishEye 2.2.3 from the download centre.

Changed Behaviour in FishEye
In order to fix these issues, we have changed FishEye's behaviour as follows:

® After three consecutive failed login attempts, FishEye will display a CAPTCHA form asking the user to
enter a given word when attempting to log in again. This will prevent brute force attacks via the login
screen. The number of failed attempts needed to trigger the CAPTCHA testing is configurable. For more
information, see the documentation for Brute force login protection.

1 In addition, after three consecutive failed login attempts via the FishEye remote API, an error message
will be returned. Human intervention will then be required to reset that login account, i.e. solve the CAPT
CHA test via the login screen.

Download Patches for Earlier FishEye / Crucible Versions

These patch releases contain security fixes, which apply to the shared FishEye architecture that is the
basis of both FishEye and Crucible.

These patches fix the Admin Escalation vulnerability only. Please note that these patches are for specific older
point versions of FishEye (2.1.4, 2.0.6 or 1.6.6). If you are running an earlier version than these, you will need to
upgrade to a version specifically addressed by one of these patches. To update a more recent version of the
product (2.1.5 through 2.2.1), please upgrade to FishEye 2.2.3 or later. Atlassian strongly recommends that you
upgrade to FishEye 2.2.3 or later.

MD5 checksums are provided to allow verification of the downloaded files.

Patch for FishEye / Crucible 2.1.4

File FishEye / Crucible Release Date MD5 Checksum
Version

fisheye-crucible-2.1.4-pat 2.1.4 4th May, 2010 6062fa2e1ad937295273

chl.zip 57fb97b0d2ea

Patch for FishEye / Crucible 2.0.6

File FishEye / Crucible Release Date MD5 Checksum
Version

fisheye-crucible-2.0.6-pat  2.0.6 4th May, 2010 6aae75e2a5308121887b

chl.zip f9532473cf75
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Patch for FishEye 1.6.6

File FishEye Version Release Date
fisheye-1.6.6-patchl.zip 1.6.6 4th May, 2010
Patch for Crucible 1.6.6

File Crucible Version Release Date
crucible-1.6.6-patchl.zip 1.6.6 4th May, 2010

MD5 Checksum

210ef3358aff83861733f8
f22d331d7e

MD5 Checksum

48e8e8ada0ddb3fc8671
459051df1120

ﬂ To acquire all of the fixes on this page, upgrade to FishEye 2.2.3, which you can download from the downloa

d centre.

Crucible FAQ

Crucible FAQ

Answers to frequently asked questions about configuring and using Crucible.
® Crucible Resources
® General FAQs

Can | deploy Crucible or FishEye as a WAR?
Does Crucible support SSL (HTTPS)?

® How do | force reviews to include SVN property changes?

How to Automate Daily Crucible Backups

® Licensing FAQ
® What happens if | decide to stop using FishEye with Crucible

Do | need a FishEye licence to run Crucible?

® Advantages of Native Repository Access over lightSCM plugins
® Support Policies

Bug Fixing Policy

How to Report a Security Issue
New Features Policy

Patch Policy

Security Advisory Publishing Policy
Security Patch Policy

Severity Levels for Security Issues

®* Troubleshooting

Crucible freezes unexpectedly
JIRA Integration Issues

® Problems with very long comments and MySQL migration
® Contributing to the Crucible Documentation

Crucible Documentation in Other Languages

ﬂ Most setup issues are likely to be related to the FishEye component of Crucible. Refer to the FishEye

documentation:

® FishEye documentation
® FishEye FAQs

® Top Evaluator Questions

Can Crucible add support for new repositories?
Can | purchase Crucible on it's own?

Can I trial Crucible without FishEye?

How can | do reviews from the file system?
How does Crucible help enforce compliance and auditability?
How do | convince my team of the benefits of code review?
How do | do pre-commit reviews?

How do | raise defects in JIRA?
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® How do | review patch diffs?
® What user permissions and review security is available?

Do you still have a question, or need help with Crucible? Please create a support request.
Crucible Resources

Resources for Evaluators

® Free Trial
® [Feature Tour

Resources for Administrators

Crucible Knowledge Base

Crucible FAQ

Guide to Installing an Atlassian Integrated Suite
The big list of Atlassian gadgets

Downloadable Documentation

® Crucible documentation in PDF, HTML or XML formats

Plugins

® Crucible Developer Documentation
® Add-ons for Crucible

Support

® Atlassian Support
® Support Policies

Forums

® Crucible Forum
® Crucible Developers Forum

Mailing Lists
® Visit http://my.atlassian.com to sign up for mailing lists relating to Atlassian products, such as technical

alerts, product announcements and developer updates.

Feature Requests

® |ssue Tracker and Feature Requests for Crucible

General FAQs

® Can | deploy Crucible or FishEye as a WAR? — Unfortunately FishEye and Crucible cannot be
deployed as a WAR.

® Does Crucible support SSL (HTTPS)?

® How do | force reviews to include SVN property changes?

® How to Automate Daily Crucible Backups — Configuring Crucible backups is easy.

Can | deploy Crucible or FishEye as a WAR?

Unfortunately FishEye and Crucible cannot be deployed as a WAR. FishEye has some special needs for
performance reasons that are not easily supported on third-party containers. Whilst this is an often requested
feature, there are no immediate plans to provide a WAR version of FishEye or FishEye+Crucible. However the
upcoming separate edition of Crucible (i.e. without FishEye) may at some stage be available as a WAR.

Does Crucible support SSL (HTTPS)?

Crucible does not have any built-in support for running over SSL via the HTTPS protocol. However, it is possible
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to setup a proxy web server to forward requests to Crucible. Please see the page on Integrating with Other Web
Servers.

How do | force reviews to include SVN property changes?

Subversion (SVN) allows users to store arbitrary name/value pairs associated with files and directories, called
SVN properties. These properties can be used by users for storing metadata and are also used by Subversion
(e.g. for storing where code is branched from)

These name/value pairs can only be changed as part of a changeset / commit in Subversion. As such, you will
have changesets with purely changes to SVN properties, or changesets with a mix of textual changes and
changes to SVN properties. Crucible 2.6 introduced review creation without metadata to prevent SVN properties
from being included in reviews.

This functionality is enabled by default, and affects the following functionality:

® Creating a review — The "Create Review" link is disabled in the activity stream, dashboard and
changeset page for any changeset where all the file revisions only differ by SVN properties.

® Adding content to a review — SVN property-only changesets cannot be added to the review from the 'Add
Content' dialog. Changesets with a mix of SVN property changes and textual changes can be added to
the review, however only the file revisions with textual changes are added. File revisions with both textual
changes and SVN property changes are always added.
(Note, explicitly adding a particular file revision to a review is still permitted, regardless of whether it is a
textual change or metadata-only change.)

The prime motivation behind the metadata checking is to prevent the creation of reviews with a large number of
files which have no effective content changes. Sometimes this sort of problem is seen when there is some
wholesale SVN property change - e.g. setting the line endings on all files (svn: eol - st yl e). In that respect, this
is a performance setting as it avoids the creation of large reviews. The properties themselves are still stored and
managed in FishEye. There is no major performance impact on including properties in reviews.

Disabling this functionality can be done by starting up Crucible with the following system property:
-Dcruci bl e. det ect. net adat a. r evi si on. changes=f al se

How to Automate Daily Crucible Backups

Configuring Crucible backups is easy. To set daily Crucible backups, open the administration page, click the '‘Ba
ckup' link under 'System' on the left navigation bar, and simply follow the instructions set out on the Backing up
and restoring Crucible data page.

Licensing FAQ

Crucible Licensing FAQ

® What happens if | decide to stop using FishEye with Crucible — Crucible can be run as an
application alone, without FishEye. However, if you decide to stop using FishEye with Crucible, you will
lose certain functionality and will need to make configuration changes.

® Do | need a FishEye licence to run Crucible? — FishEye and Crucible are separate products. They
can be run separately, and they can also be run together.

® Advantages of Native Repository Access over lightSCM plugins

What happens if | decide to stop using FishEye with Crucible

Crucible can be run as an application alone, without FishEye. However, if you decide to stop using FishEye with
Crucible, you will lose certain functionality and will need to make configuration changes.

On this page:

® How do I run Crucible without FishEye?

® How is Crucible without FishEye different from using Crucible with FishEye?
® Conducting Reviews
® Viewing Repositories/Files
® Charts

® Can I still use lightSCM plugins with Crucible?

How do | run Crucible without FishEye?
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® Have avalid Crucible license but not a FishEye license
To run Crucible without FishEye you need to have a valid Crucible license but not a FishEye license o
r if you want to disable FishEye enter Di sabl ed in the license field. Crucible standalone will actually use
a "light" mode of FishEye that comes pre-bundled and does not need to be installed separately. For more
information on Crucible with light FishEye, see How is Crucible without FishEye different from using
Crucible with FishEye? below.

®* No need to reconnect your repositories
Any repositories that you have currently defined in FishEye will not be visible in Crucible after removing
FishEye (no more Sour ce tab). The repositories however, will continue to update as usual without any
intervention. You can add additional repositories as described in the FishEye documentation. Note, all rep
ositories supported in FishEye are supported in light FishEye.
ﬂ Legacy "lightSCM" plugins, like the Crucible Subversion SCM plugin, will still work. However, the
functionality will be limited compared to using Crucible with light FishEye. See the Can | still use lightSCM
plugins with Crucible? section below for more information.

How is Crucible without FishEye different from using Crucible with FishEye?

The following changes in functionality will occur if you use Crucible without FishEye (i.e. use Crucible with "light"
FishEye).

Conducting Reviews

® When using Iterative reviews in Crucible, you will not be prompted when a new version of a file is
available.

Viewing Repositories/Files

* Files and changesets displayed in activity streams (e.g. the dashboard activity stream) will not render as
links to the relevant files/changesets.

® You will not be able to see your content roots and repositories associated with projects.

® You will no longer be able to see repository lists and browse repositories using the 'Source' tab.
Charts

®* You will not be able to view charts or code metrics.

Can I still use lightSCM plugins with Crucible?

Legacy "lightSCM" plugins, like the Crucible Subversion SCM plugin, will still work with Crucible. However, we
recommend that you use the "light" FishEye implementation that is bundled with Crucible, as it supersedes the
lightSCM plugins.

For more information, please read this FAQ: Advantages of Native Repository Access over lightSCM plugins.
Do I need a FishEye licence to run Crucible?
FishEye and Crucible are separate products. They can be run separately, and they can also be run together.

We recommend that you run Crucible together with FishEye. If you choose to run Crucible alone without
FishEye, you will have access to your repositories via the "light" FishEye implementation bundled with Crucible.
However, a number of FishEye's advanced features will not be available to you, including pre-caching repository
content (for improved performance), the ability to search and browse through repositories and FishEye's activity
graphs.

For more information, please read the following FAQ: What happens if | decide to stop using FishEye with
Crucible

Advantages of Native Repository Access over lightSCM plugins

Prior to Crucible 2.4, running Crucible without FishEye required the use of "lightSCM" plugins (like the Crucible
Subversion SCM plugin). From version 2.4, Crucible provides native repository access which supersedes
Crucible's bundled lightSCM plugins. Third-party lightSCM plugins are unaffected and will continue to work with
Crucible. The bundled plugins will still be available, so your existing configurations will also continue to work
unchanged.
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If you are currently using any of the bundled lightSCM plugins, we recommend that you migrate to using
native repository access for the following reasons:

Atlassian's lightSCM plugins (not lightSCM itself) are being deprecated, i.e. we will not update any of the
bundled lightSCM plugins after the 2.4 release.
It is easier for us to support and maintain a single implementation of our SCM interfaces, rather than
support the standard FishEye access and the lightSCM implementations.
Native repository access provides full support for SCMs for which there are no current lightSCM plugin
implementations, including CVS and Mercurial.
Native repository access provides additional functionality that is not available in the lightSCM plugins
including:

® Viewable commits in the activity streams (e.g. the dashboard activity stream).

® Repositories administration via the administration console.

® Easier review creation due to the ability to search and browse the repository using the full power of

FishEye. For example, browsing for a file to add to a new review (see Adding content to the review
).

Improved performance of native repository access over the lightSCM plugins. The lightSCM plugins
retrieve data on demand from the underlying repository, rather than using caches and indexes like
FishEye and native repository access. Hence, Crucible with native repository access, whilst requiring an
initial indexing phase, will be faster than Crucible with lightSCM plugins during day-to-day operations.
Native repository access allows for migration to a full FishEye license in future, if desired. Your
repositories can simply be re-indexed for full FishEye functionality and existing reviews will then be
available on the full repository.

To change over from lightSCM plugins to native repository access:

1.

2.

3.

Disable your lightSCM plugins via the Crucible Administration Console (‘Plugins’ link under the 'Systems
Settings' section in the left menu).

ﬂ Do not disable the SCM plugins for connecting to a Confluence instance or a file system. Native
repository access does not include functionality to connect these (nor does FishEye alone), hence you will
still need to use plugins.

Add native repositories for any repositories that are currently connected via lightSCM plugins. See the Fis
hEye documentation.

If you are using Subversion or Perforce, we recommend that you set a "start" revision for the changeover,
unless you need to review old code. This will eliminate the need for native repository support to index old
repository activity, getting you up and running quickly.

Support Policies

Welcome to the support policies index page. Here, you'll find information about how Atlassian Support can help
you and how to get in touch with our helpful support engineers. Please choose the relevant page below to find
out more.

Bug Fixing Policy

How to Report a Security Issue
New Features Policy

Patch Policy

Security Advisory Publishing Policy
Security Patch Policy

Severity Levels for Security Issues

To request support from Atlassian, please raise a support issue in our online support system. To do this, visit su
pport.atlassian.com, log in (creating an account if need be) and create an issue under Crucible. Our friendly
support engineers will get right back to you with an answer.

Bug Fixing Policy

Summary

Atlassian Support will help with workarounds and bug reporting.
Critical bugs will generally be fixed in the next maintenance release.
Non critical bugs will be scheduled according to a variety of considerations.
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¢ Report a Bug

Raising a Bug Report

Atlassian Support is eager and happy to help verify bugs — we take pride in it! Please open a support request in
our support system providing as much information as possible about how to replicate the problem you are
experiencing. We will replicate the bug to verify, then lodge the report for you. We'll also try to construct
workarounds if they're possible.

Customers and plugin developers are also welcome to open bug reports on our issue tracking systems directly.
Use http://jira.atlassian.com for the stand-alone products and http://studio.atlassian.com for JIRA Studio and
Atlassian OnDemand.

When raising a new bug, you should rate the priority of a bug according to our JIRA usage guidelines.
Customers should watch a filed bug in order to receive e-mail notification when a "Fix Version" is scheduled for
release.

How Atlassian Approaches Bug Fixing

Maintenance (bug fix) releases come out more frequently than major releases and attempt to target the most
critical bugs affecting our customers. The notation for a maintenance release is the final number in the version
(ie the 1in 3.0.1).

If a bug is critical (production application down or major malfunction causing business revenue loss or high
numbers of staff unable to perform their normal functions) then it will be fixed in the next maintenance release
provided that:

® The fix is technically feasible (i.e. it doesn't require a major architectural change).
® It does not impact the quality or integrity of a product.

For non-critical bugs, the developer assigned to fixing bugs prioritises the non-critical bug according to these
factors:

How many of our supported configurations are affected by the problem.
Whether there is an effective workaround or patch.

How difficult the issue is to fix.

Whether many bugs in one area can be fixed at one time.

The developers responsible for bug fixing also monitor comments on existing bugs and new bugs submitted in
JIRA, so you can provide feedback in this way. We give high priority consideration to security issues.

When considering the priority of a non-critical bug we try to determine a 'value' score for a bug which takes into
account the severity of the bug from the customer's perspective, how prevalent the bug is and whether roadmap
features may render the bug obsolete. We combine this with a complexity score (i.e. how difficult the bug is).
These two dimensions are used when developers self serve from the bug pile.

Further reading

See Atlassian Support Offerings for more support-related information.

How to Report a Security Issue

Finding and Reporting a Security Issue

If you find a security issue in the product, open an issue on https://jira.atlassian.com in the relevant project.

® Set the security level of the bug to 'Reporters and Developers'.
® Set the priority of the bug to 'Blocker'.
® Provide as much information on reproducing the bug as possible.

All communication about the security issue should be performed through JIRA, so that Atlassian can keep track
of the issue and get a patch out as soon as possible.

If you cannot find the right project to file your issue in, email the details to security@atlassian.com.
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When reporting a security vulnerability, please keep in mind the following:
We need a technical description that allows us to assess exploitability and impact of the issue.

® Provide steps to reproduce the issue, including any URLSs or code involved.

® If you are reporting an XSS, your exploit should at least pop up an alert in the browser. It is much
better if the XSS exploit shows user's authentication cookie.

® If you are reporting an SQL injection, we want to see the exploit extracting database data, not just
producing an error message.

®* HTTP request / response captures or simply packet captures are also very useful to us.

Please refrain from sending us links to non-Atlassian web sites, or reports in PDF / DOC / EXE files.
Image files are ok. Make sure the bug is exploitable by someone other than the user himself (e.g.
"self-XSS").

Without this information it is not possible to assess your report and it is unlikely to be addressed.

We are not looking for the reports listing generic "best practice" issues such as:

Specific cookies being not marked as Secure or HTTPOnly

Presence or absence of HTTP headers (X-Frame-Options, HSTS, CSP, nosniff and so on)
Clickjacking

Mixed HTTP and HTTPS content

Auto-complete enabled or disabled

SSL-related issues

Further reading

See Atlassian Support Offerings for more support-related information.
New Features Policy

Summary

We encourage and display customer comments and votes openly in our issue tracking system, http://jira.a
tlassian.com.

We do not publish roadmaps.

Product Managers review our most popular voted issues on a regular basis.

We schedule features based on a variety of factors.

Our Atlassian Bug Fixing Policy is distinct from our Feature Request process.

Atlassian provides consistent updates on the top 20 feature/improvement requests (in our issue tracker
systems).

How to Track what Features are Being Implemented

When a new feature or improvement is scheduled, the ‘'fix-for' version will be indicated in the JIRA issue. This
happens for the upcoming release only. We maintain roadmaps for more distant releases internally, but because
these roadmaps are often pre-empted by changing customer demands, we do not publish them.

How Atlassian Chooses What to Implement

In every major release we aim to implement highly requested features, but it is not the only determining factor.
Other factors include:

Customer contact: We get the chance to meet customers and hear their successes and challenges at
Atlassian Summit, Atlassian Unite, developer conferences, and road shows.

Customer interviews: All product managers at Atlassian do customer interviews. Our interviews are not
simply to capture a list of features, but to understand our customers' goals and plans.

Community forums: There are large volumes of posts on answers, of votes and comments on jira.atlassi
an.com, and of conversations on community forums like groups on Linkedin.

Customer Support: Our support team provides clear insights into the issues that are challenging for
customers, and which are generating the most calls to support

Atlassian Experts: Our Experts provide insights into real-world customer deployments, especially for
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customers at scale.

® Evaluator Feedback: When someone new tries our products, we want to know what they liked and
disliked and often reach out to them for more detail.

® In product feedback: The JIRA Issue Collectors that we embed our products for evaluators and our
Early Access Program give us a constant pulse on how users are experiencing our product.
Usage data: Are customers using the features we have developed?
Product strategy: Our long-term strategic vision for the product.

How to Contribute to Feature Development

Influencing Atlassian's release cycle

We encourage our customers to vote on feature requests in JIRA. The current tally of votes is available online in
our issue tracking system, http://jira.atlassian.com. Find out if your improvement request already exists. If it
does, please vote for it. If you do not find it, create a new feature or improvement request online.

Extending Atlassian Products

Atlassian products have powerful and flexible extension APIs. If you would like to see a particular feature
implemented, it may be possible to develop the feature as a plugin. Documentation regarding the plugin APIs is
available. Advice on extending either product may be available on the user mailing-lists, or at Atlassian Answers.

If you require significant customisations, you may wish to get in touch with our partners. They specialise in
extending Atlassian products and can do this work for you. If you are interested, please contact us.

Further reading

See Atlassian Support Offerings for more support-related information.
Patch Policy

Patch Policy

Atlassian will only provide software patches in extremely unusual circumstances. If a problem has been fixed in
a newer release of the product, Atlassian will request that you upgrade your instance to fix the issue. If itis
deemed necessary to provide a patch, a patch will be provided for the current release and the last maintenance
release of the last major version only.

Patches are issued under the following conditions:

® The bug is critical (production application down or major malfunction causing business revenue loss or
high numbers of staff unable to perform their normal functions).
AND

® A patch is technically feasible (i.e., it doesn't require a major architectural change)
OR

® The issue is a security issue, and falls under our Security Patch Policy.

Atlassian does not provide patches for non-critical bugs.

Provided that a patch does not impact the quality or integrity of a product, Atlassian will ensure that patches
supplied to customers are added to the next maintenance release. Customers should watch a filed bug in order
to receive e-mail notification when a "Fix Version" is scheduled for release.

Patches are generally attached to the relevant http://jira.atlassian.com issue.

Further reading

See Atlassian Support Offerings for more support-related information.
Security Advisory Publishing Policy

Publication of Security Advisories

When a critical severity security vulnerability in an Atlassian product is discovered and resolved, Atlassian will
inform customers through the following mechanisms:

* We will post a security advisory in the latest documentation of the affected product at the same time as
releasing a fix for the vulnerability.
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* We will send a copy of all posted security advisories to the 'Technical Alerts' mailing list for the product
concerned.
Note: To manage your email subscriptions and ensure you are on this list, please go to my.atlassian.com
and click 'Communications Centre' near the top right of the page.

* |f the person who reported the vulnerability wants to publish an advisory through some other agency,
such as CERT, we will assist in the production of that advisory and link to it from our own.

If you want to track non-critical severity security vulnerabilities, you need to monitor the issue trackers for the
relevant products on http://jira.atlassian.com. For example, https://jira.atlassian.com/browse/JRA for JIRA and ht
tps:/ljira.atlassian.com/browse/CONF for Confluence. Security issues in trackers will be marked with a "security"
label. All security issues will be listed in the release notes of the release where they have been fixed, similar to
other bugs.

One of the ways to monitor updates to security issues is subscribing to the results of a sample search via email
or RSS.

Further reading

See Atlassian Support Offerings for more support-related information.
Security Patch Policy

Product Security Patch Policy

Atlassian makes it a priority to ensure that customers' systems cannot be compromised by exploiting
vulnerabilities in Atlassian products.

Scope

This page describes when and how we release security patches and security upgrades for our products. It does
not describe the whole of disclosure process that we follow. It also excludes OnDemand, since OnDemand will
always be patched by Atlassian without additional notifications.

Critical vulnerabilities

When a Critical security vulnerability is discovered by Atlassian or reported by a third party, Atlassian will do all
of the following:

® |ssue a new, fixed release for the current version of the affected product as soon as possible, usually in a
few days.
Issue a binary patch for the current release.
Issue a binary patch for the latest maintenance release of the previous version of the product.

® Patches for older versions or releases normally will not be issued.

Patches will be attached to the relevant JIRA issue. You can use these patches as a "stop-gap" measure until
you upgrade your installation in order to fully fix the vulnerability.

Non-critical vulnerabilities

When a security issue of a High, Medium or Low severity is discovered, Atlassian will do all of the following:

® Include the fix into the next scheduled release, both for the current and previous maintenance versions.
® Where practical, provide new versions of plugins or other components of the product that can be
upgraded independently.

You should upgrade your installation in order to fix the vulnerability.

Other information

Severity level of vulnerabilities is calculated based on Severity Levels for Security Issues.
Visit our general Atlassian Patch Policy as well.

Examples

Example 1: A critical severity vulnerability is found in a (hypothetical current release) JIRA 5.3.2. The last bugfix
release in 5.2.x branch was 5.2.3. In this case, a patch will be created for 5.3.2 and 5.2.3. In addition, new bugfix
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releases, 5.3.3 and 5.2.4, which are free from this vulnerability, will be created in a few days.

Example 2: A high or medium severity vulnerability is found in the same release as in the previous example.
The fix will be included into the currently scheduled releases 5.3.3 and 5.2.4. Release schedule will not be
brought forward and no patches will be issued. If the vulnerability is in a plugin module, then a plugin upgrade
package may still be supplied.

Further reading

See Atlassian Support Offerings for more support-related information.
Severity Levels for Security Issues

Severity Levels

Atlassian security advisories include a severity level. This severity level is based on our self-calculated CVSS
score for each specific vulnerability. CVSS is an industry standard vulnerability metric. You can learn more about
CVSS at FIRST.org web site.

CVSS scores are mapped into the following severity ratings:
® Critical
* High
* Medium
* Low

An approximate mapping guideline is as follows:

CVSS score range Severity in advisory
0-29 Low

3-59 Medium

6.0-7.9 High

8.0-10.0 Critical

Below is a summary of the factors which illustrate types of vulnerabilities usually resulting in a specific severity
level. Please keep in mind that this rating does not take into account details of your installation.

Severity Level: Critical
Vulnerabilities that score in the critical range usually have most of the following characteristics:

® Exploitation of the vulnerability results in root-level compromise of servers or infrastructure devices.

® The information required in order to exploit the vulnerability, such as example code, is widely available to
attackers.

® Exploitation is usually straightforward, in the sense that the attacker does not need any special
authentication credentials or knowledge about individual victims, and does not need to persuade a target
user, for example via social engineering, into performing any special functions.

For critical vulnerabilities, is advised that you patch or upgrade as soon as possible, unless you have other
mitigating measures in place. For example, if your installation is not accessible from the Internet, this may be a
mitigating factor.

Severity Level: High
Vulnerabilities that score in the high range usually have some of the following characteristics:

® The vulnerability is difficult to exploit.
® Exploitation does not result in elevated privileges.
® Exploitation does not result in a significant data loss.

Severity Level: Medium
Vulnerabilities that score in the medium range usually have some of the following characteristics:

® Denial of service vulnerabilities that are difficult to set up.
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Exploits that require an attacker to reside on the same local network as the victim.

Vulnerabilities that affect only nonstandard configurations or obscure applications.

Vulnerabilities that require the attacker to manipulate individual victims via social engineering tactics.
Vulnerabilities where exploitation provides only very limited access.

Severity Level: Low

Vulnerabilities in the low range typically have very little impact on an organisation's business. Exploitation of
such vulnerabilities usually requires local or physical system access.

Further reading

See Atlassian Support Offerings for more support-related information.
Troubleshooting

Crucible Troubleshooting

® Crucible freezes unexpectedly
* JIRA Integration Issues
® Problems with very long comments and MySQL migration — Affects Version

Crucible Troubleshooting

The most common cause of FishEye/Crucible issues is an incorrect symbolic setup (trunk/branch/tag) for
Subversion repositories. If you are using Subversion and your initial index is taking forever, double-check that
your symbolic setup matches your repository.

FishEye runs with the default Java heap of 64 megabytes. This is sometimes problematic for FishEye, especially
for Subversion repositories during the initial scan. You can give FishEye's JVM more memory by setting the
FISHEYE_OPTS environment variable.

Starting Crucible with the command line options - - debug - - debug- per f will print a lot of information to
Crucible's logs. This can give you an insight into what is happening and possibly where you are stuck. Attach
these logs along with your conf i g. xml to an Atlassian support ticket, to speed up your support request.

Crucible freezes unexpectedly

Issue Symptoms

If your Crucible 2.0 or 2.0.1 instance freezes unexpectedly, this could be caused by a known issue with Crucible
and MySQL database technology.

This issue manifests itself in some Crucible pages returning a server timeout error. To identify the issue, check
the Crucible error log. For this issue, the following output will appear in the error log:
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2009-07-15 15: 34: 45,555 ERROR [ bt pool 0-519] fi sheye. app

H bernateUtil-commitTransaction - Conmit fail nsg-0: Could not execute
JDBC bat ch update

2009- 07- 15 15: 34: 45,556 ERROR [ bt pool 0-519] fi sheye. app

H bernateUtil-commtTransaction - Conmit fail nsg-1:Lock wait tineout
exceeded; try restarting transaction

2009- 07-15 15: 34: 45, 557 ERROR [ bt pool 0-519] fi sheye. app

H bernateUtil-comritTransaction - Conmit failed rolling back.

Caused by: java.sqgl.BatchUpdat eExcepti on: Lock wait timeout exceeded;
try restarting transaction

at
com nysql . j dbc. Server Prepar edSt at enent . execut eBat ch( Server Pr epar edSt at em
ent.java: 647)

at
com nthange. v2. c3p0. i npl . NewPr oxyPr epar edSt at enrent . execut eBat ch( NewPr oxy
Prepar edSt at enent . j ava: 1723)

at
org. hi bernat e. j dbc. Bat chi ngBat cher. doExecut eBat ch( Bat chi ngBat cher. j ava: 4
8)

at
org. hi bernate. j dbc. Abst ract Bat cher . execut eBat ch( Abstract Bat cher. java: 246

)

163 nore

The Crucible error log can be found under FI SHEYE_| NST/ var /| og/ fi sheye-error. | og. YYYY- MV DD.

See the JIRA issue for more information.

Workaround

Until the issue is solved, the suggested course of action is to restart your Crucible instance. This will return
Crucible to normal operation.

The Crucible development team is actively working on a solution and this be part of an upcoming point release
of Crucible.

Requesting Support

If you require assistance in resolving the problem, please raise a support request under the Crucible project.
JIRA Integration Issues

Users are mapped to their own accounts when using Trusted Applications.

If you (or the general account used for JIRA access, if not using Trusted Applications) do not have the
permissions to carry out the JIRA actions linked from Crucible, an error will occur. Depending on the error
returned from JIRA, Crucible may not display the error correctly or display it at all, simply reporting that "An error
has occurred". To investigate what the error was, you can access the Crucible debug log, named f i sheye- deb
ug. | og. YYYY- MM DD under the di st . i nst/var /| og folder of your Crucible installation. In the debug log,
look for the date and time when your error took place. Here, you will be able to follow the links and see what
error the JIRA instance was producing by clicking through to JIRA.

If you are using JIRA 4.0 you will not be able to create subtasks in versions of Crucible prior to 2.0.5. If you are
affected by this bug, please upgrade to at least 2.0.6 (2.0.5 is affected by another bug CRUC-2471).

Problems with very long comments and MySQL migration

Affects Version
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This issue was introduced in Crucible 2.0 and fixed in Crucible 2.1.

Issue Symptoms

There is a known issue with Crucible 2.0.x and very long comments when migrating your database to MySQL. In
some circumstances, this might result in truncation of very long comments, causing data loss.

Depending on your MySQL configuration, you may see an error message like this while migrating to MySQL,
causing the migration to fail:

2009-07-16 16:56: 12,390 ERROR [ Thr eadPool 1] fi sheye. app
com cenqua. cruci bl e. acti ons. admi n. dat abase. DBEdi t Hel per-doGet -

Dat abase migration failed:
j ava. sql . Bat chUpdat eException: Data truncation: Data too long for colum

‘cru_message' at row 1
j ava. sql . Bat chUpdat eException: Data truncation: Data too |long for colum

'cru_nessage' at row 1l

ﬂ You may not see the message if you are running MySQL with default settings.

For more information, see the JIRA issue.

Workaround

If your data contains very long comments or review descriptions (longer than 21,845 multibyte unicode
characters), consider avoiding use of MySQL until you can upgrade the product. Alternatively, use PostgreSQL
or the default (built-in) HSQLDB database.

This issue is now resolved. This issue was introduced in Crucible 2.0 and fixed in Crucible 2.1.

Requesting Support

If you require assistance in resolving the problem, please raise a support request under the Crucible project.

Contributing to the Crucible Documentation

Would you like to share your Crucible hints, tips and techniques with us and with other Crucible users? We
welcome your contributions.

On this page:

® Blogging your Technical Tips and Guides — Tips of the Trade
® Contributing Documentation in Other Languages
® Updating the Documentation Itself

® Getting Permission to Update the Documentation

® Qur Style Guide

®* How we Manage Community Updates

Blogging your Technical Tips and Guides — Tips of the Trade

Have you written a blog post describing a specific configuration of Crucible or a neat trick that you have
discovered? Let us know, and we will link to your blog from our documentation. More....

Contributing Documentation in Other Languages

Have you written a guide to Crucible in a language other than English, or translated one of our guides? Let us
know, and we will link to your guide from our documentation. More....

Updating the Documentation Itself

Have you found a mistake in the documentation, or do you have a small addition that would be so easy to add
yourself rather than asking us to do it? You can update the documentation page directly
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Getting Permission to Update the Documentation

Please submit the Atlassian Contributor License Agreement.

Our Style Guide

Please read our short guidelines for authors.

How we Manage Community Updates

Here is a quick guide to how we manage community contributions to our documentation and the copyright that
applies to the documentation:
® Monitoring by technical writers. The Atlassian technical writers monitor the updates to the
documentation spaces, using RSS feeds and watching the spaces. If someone makes an update that
needs some attention from us, we will make the necessary changes.
® Wiki permissions. We use wiki permissions to determine who can edit the documentation spaces. We
ask people to sign the Atlassian Contributor License Agreement (ACLA) and submit it to us. That allows
us to verify that the applicant is a real person. Then we give them permission to update the
documentation.
® Copyright. The Atlassian documentation is published under a Creative Commons CC BY license.
Specifically, we use a Creative Commons Attribution 2.5 Australia License. This means that anyone can
copy, distribute and adapt our documentation provided they acknowledge the source of the
documentation. The CC BY license is shown in the footer of every page, so that anyone who contributes
to our documentation knows that their contribution falls under the same copyright.

RELATED TOPICS

Author Guidelines
Atlassian Contributor License Agreement

Crucible Documentation in Other Languages

Below are some links to Crucible documentation written in other languages. In some cases, the documentation
may be a translation of the English documentation. In other cases, the documentation is an alternative guide
written from scratch in another language. This page presents an opportunity for customers and community
authors to share documentation that they have written in other languages.

1 Please be aware that these are external guides.
Most of the links point to external sites, and some of the information is relevant to a specific release of
Crucible. Atlassian provides these links because the information is useful and relevant at the time it was
written. Please check carefully whether the information is still relevant when you read it, and whether it is
relevant to your version of Crucible. The information in the linked guides has not been tested or
reviewed by Atlassian.

On this page:
® No guides yet

No guides yet
We do not yet have any guides to link here. Be the first to suggest one!
Adding Your Own Guide to this Page

Have you written a guide for Crucible in another language? Add a comment to this page, linking to your guide.
We will include it if the content fits the requirements of this page.

Giving Feedback about One of the Guides

If you have feedback on one of the guides listed above, please give the feedback to the author of the linked
guide.

If you want to let us know how useful (or otherwise) one of these guides is, please add a comment to this page.

Other Sources of Information
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Crucible documentation
Atlassian website
Atlassian blog

Crucible plugins

Glossary

Code review terminology can be confusing as there are many different words for the concepts, roles and
process. Crucible has adopted the following terms (click for definitions):

approve
authors in Crucible
code review

comment

creator

defect

moderator

participant

permission scheme
permissions in Crucible
projects in Crucible
review duration
reviewer

role

state

statement of objective

users in Crucible
approve

Issuing a review to the reviewers is known as approving the review.
authors in Crucible

The author is the person primarily responsible for acting on the outcomes of the review. In the vast majority of
cases the author will be the person who made the code change under review.

Note: to map your repository username to your FishEye/Crucible username, see Changing your User Profile.

code review

Without prejudice to ‘code inspection’, 'peer review' or a myriad of other terms, Crucible uses the phrase code
review for simplicity.

See Getting Started.
comment

A comment is a short textual note that is linked to a review, revision/diff, source line, or to another comment.
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See Adding comments.
creator

The creator is the person who creates the review. In most cases this person will also act as moderator.
defect

A defect is a comment flagged as something that requires addressing and includes optional defect
classifications.

See Flagging Defects and Customising the defect classifications.
moderator

The moderator is the person responsible for creating the review, approving the review, determining when
reviewing is finished, summarising the outcomes and closing the review. By default, the moderator is the creator.
See also author, the person whose changes to the code are to be reviewed.

participant

Crucible uses the terms creator, author, moderator, and reviewer to describe the roles of review participants.
permission scheme

A permission scheme assigns particular permissions to any or all of the following:

Particular Users.
Particular Groups.
All logged-in users.
Anonymous Users
People in particular Review Roles, such as:
® Author
® reviewer
® creator
® moderator

The scheme's permissions will apply to all reviews belonging to the project(s) with which the scheme is
associated.

You can create as many permission schemes as you wish. Each permission scheme can be associated with
many projects or just one project, allowing you to tailor appropriate permissions for individual projects as
required.

See Creating a permission scheme.
permissions in Crucible

A permission is the ability to perform a particular action in Crucible, e.g. 'Create Review'.
Permissions are assigned to particular users, groups or review roles by means of permission schemes.

The following permissions are available:

Permission Description Default Assignees
Abandon Ability to abandon (i.e. cancel) a Creator
review. Author Moderator
Approve Ability to approve a review (i.e. Creator
issue it to the reviewers). Author Moderator
Close Ability to close a review once it Creator
has been summarised. Author
Reviewer
Moderator
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Comment

Complete

Create

Delete

Edit Review Details

Re-Open

Recover

Reject

Submit

Summarise

Uncomplete

View

projects in Crucible

Ability to add or remove a
comment to or from a review.

Ability of a reviewer to change
their individual review status to
Complete.

Ability to create a review.

Ability to delete a review.

Ability to edit a review's details and
change the set of revisions being
reviewed.

Ability to re-open a closed or
abandoned review.

Ability to resurrect an abandoned
(i.e. cancelled) review.

Ability to reject a review submitted
for approval (i.e. prevent it from
being issued to reviewers).

Ability to submit a review for
approval (i.e. request that the
review be issued to the reviewers).

Ability to summarise a review.
(Normally this would be done after
all reviewers have completed their
review.)

Ability of a reviewer to change
their individual review status from
Complete to Uncomplete.

Ability to view a review. (People
without this permission will not
know that the review exists.)

351

Creator
Author
Reviewer
Moderator

Reviewer

All logged-in users

Creator
Author Moderator

Creator
Author
Reviewer
Moderator

Creator
Author
Reviewer
Moderator

Creator
Author
Reviewer
Moderator

Creator
Author Moderator

Creator
Author Moderator

Reviewer

Anonymous users
All logged-in users
Creator

Author

Reviewer
Moderator

A Crucible project provides a way to group and manage related reviews — typically reviews that are all involved
with the same software project. A Crucible project allows you to

® define default moderators, authors and reviewers for the reviews in that project.
® define which people are eligible to be reviewers for the reviews in that project.
® use permission schemes to restrict who can perform particular actions (e.g. '‘Create Review') in that

project.

Every Crucible review belongs to a project. Each project has a name (e.g. ACME Development) and a key (e.g.
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ACME). The project key becomes the first part of that project's review keys, e.g. ACME-101, ACME-102, etc:

By default, Crucible contains one project. This default project has the key 'CR' and the name 'Default Project'.
See Creating a project.

review duration

The review duration is the period of time for which a review will run.
See Editing a project.

reviewer

A reviewer is a person assigned to review the change. Reviewers can make comments and indicate when they
have completed their review. The moderator and author are implicitly considered to be participants of the review,
but are not reviewers.

role

See participant.
State

A Crucible review moves through the following states in the following sequence:

Draft See Creating a Review.

Require Approval Relevant only when the moderator is not the creator.
See Issuing a Review.

Under Review See Issuing a Review and Reviewing the Code.

Summarize See Summarising and Closing the Review.

Closed See Summarising and Closing the Review.

ﬂ Reviews can be re-opened, i.e. moved from Summarize or Closed back to Under Review.

A review may also be in the following states:

Abandoned This happens when a review is deleted.
Rejected Any reviews that a moderator has rejected.
Needs Fixing This means that the review state is not understood by

Crucible, and indicates a programming or data issue.
The review moderator can move the review into a
known state if this happens.

statement of objective

A statement of objective is an optional text description of the review and any specific areas the reviewers should
focus on.

users in Crucible

A user is a person using Crucible.
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